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Abstract. Many model checking techniques are based on enumeratiy gra
search, a procedure that is known to be prohibitively timeé aremory con-
suming. Modern multi-core processors rely on parallelissteéad of raw clock
speed to provide increased performance, so it is necess&yerage this paral-
lelism to achieve better performance in model checkinghis work, we com-
pare hash-distributed search, a well-known parallel $etrchnique for model
checking, with an algorithm from the automated planning hedristic search
community called Parallel Structured Duplicated DeteciBSDD). We show
that PSDD has two major advantages over hash-distributedtséor multi-core
model checking. First, PSDD is able to perform full partiadler reduction where
hash-distributed search must be conservative and sub#gquass reduction
opportunities in many cases, causing it to search a muckriamgace. Second,
PSDD performs duplicate detection on states immediatebidang the need to
store duplicate states for inter-thread communicationh#iee implemented and
compared both techniques in the Spin model checker; oultseshow that PSDD
uses significantly less memory than hash-distributed beean be faster and give
better parallel speedup than both hash-distributed seardtSpin’s built-in par-
allel depth-first search. Finally, we show how PSDD can ugeraal memory,
such as disk storage, to greatly reduce its internal mengayirements.

Introduction

Model checking is a fundamental tool used in the creation\ardfication of asyn-
chronous and distributed systems. Since the actions peefibby each component of
such a system may be interleaved in many ways, there can bgeanlamber of config-
urations of the system as a whole. Given an abstract modedysftam, a model checker
can enumerate all reachable configurations of the modeldardo aid in verification
of its correctness. During enumeration, the model checaaremsure that the model
does not exhibit any invalid behaviors or reach any invatades. If such an error is
found then a trace of the actions leading to it can be repddetl to the user. This trace
information is invaluable when creating and debugging a sgstem. Additionally, if
the model checker is unable to find any invalid behaviors théevidence that the
system is in fact correct.



To enumerate the all possible states of an asynchronousnsyshany popular
model checkers treat the configuration space as an impliEfined graph where nodes
correspond to system states and edges are the possibliéidrensf each component.
A path through this graph gives one possible interleavinthefactions that the system
may perform. Once the graph is defined, an exhaustive selgyatitam can then ex-
plore all reachable states of the system looking for ongsvibiate certain properties.
As is typical with implicit graphs, however, there can be syarge number of nodes
causing the search to take a prohibitive amount of time or argm

The model checking community, the heuristic search andaaited planning com-
munities have all been quite successful in developing nenchedrameworks that take
advantage of modern multi-core processors. These frankewave enabled them to
improve the performance of their algorithms and have alsmisbown to be successful
at offloading a significant portion of the memory requiremaing large graph search
to external storage devices such as hard disks. Howevee sbthe most successful
techniques used by the heuristic search and planning coitiesimave yet to be tested
for model checking. Because of their success on other typesasch problems, we
would like to compare these approaches to those commontl/togearallelize search
in model checking.

We have implemented two techniques for parallelizing bttedidst search in the
Spin model checker [6]. The first technique is based on a camapproach for par-
allel model checking that distributes states among diffesearching threads by using
a hash function [15, 9]. We call our implementation of thigalthm hash-distributed
breadth-first search (HD-BFS). The second method comestfreimeuristic search and
planning communities called parallel structured dupéad¢tection (PSDD) [17]. We
show that PSDD has some major advantages over hash-disttibaarch for model
checking. First, HD-BFS uses delayed duplicate detecti@ J0] and must store du-
plicate search nodes temporarily while they are being comecated between threads.
PSDD is able to detect duplicate states immediately afegr #ine generated thus abol-
ishing the need to use extra memory in order to store themorfe®SDD is able to
preserve Spin’s ability to perform partial-order redustioa technique used by model
checkers to decrease the size of the search space. This thagghen using multiple
threads, PSDD is often able to search a significantly smgfiace than both HD-BFS
and Spin’s built-in multi-core depth-first search, both dfigh must be more conser-
vative when performing partial-order reduction. Overtddg results of our experiments
demonstrate that PSDD is faster and able to achieve greataliqd speedup than both
HD-BFS and Spin’s state-of-the-art multi-core depth-fiesarch.

In addition to improving the performance of breadth-firsired, we show some
preliminary results demonstrating that PSDD can also ssfally reduce the memory
requirements of model checking by making use of externabhgt® devices. In one
experiment PSDD is able to reduce the memory requirementeftéarch by over
500% when using a hard disk to supplement internal memory.



Depth-first Versus Breadth-first Search

Two of the most well-known graph search algorithms are déipthsearch and breadth-
first search. Depth-first search generates the successpesles in the graph (we call
the generation of successors of a node ‘expanding the nioddeepest-first order. This
means that the most recently generated node will be the roald that is expanded.
Breadth-first search, on the other hand, expands nodes liowgbst-first order. Spin
uses depth-first search by default as it is able to check lad#tysproperties (typically
used to verify that something undesirable will not happe)lareness properties (typ-
ically used to verify that something desirable will everfyihappen) whereas Spin’s
breadth-first search algorithm is only able to verify safatyperties.

Breadth-first search for model checking is guaranteed tcsfilodte st counter-examples
if the model violates a safety property. This is significagtdéuse, many important prop-
erties of an asynchronous system are safety properties had debugging a system
one must understand the counter-example provided by thelnebécker in order to
determine why the system is not behaving as desired. Daptiséarch pays no heed
to the number of steps used to reach a node in the state sphtteeagfore may produce
a counter example that is many steps longer than necessageTong traces can be
extremely hard to interpret as they will contain a lot of Bi#ions that are not necessary
to produce the faulty behavior. To put this in perspectivepae model we have ob-
served that depth-first search finds a deadlock and provittaseconsisting of 9,992
steps where breadth-first search finds a trace for the déadititthe smallest number
of possible steps: 42.

While breadth-first search cannot be used directly to vévigness properties, there
has been work on efficient translations of liveness chegbinflems into safety check-
ing problems, which can subsequently be verified by brefidthreachability analy-
sis [1, 14]. Given depth-first search’s inherently sequmature [12], checking live-
ness property using a breadth-first, instead of depth-finsitegy can better leverage
the latest multi-core processors for greater parallel dpes

Hash-distributed Breadth-first Search

Burnset al. [3] discuss the difficulties in parallelizing best-first sefaalgorithms such
as breadth-first searétand they show that many naive implementations of parallel
search actually perform worse than their serial countéspar

In order to successfully search a graph in parallel the gsfypluld be divided in a
way that each thread performing the search can operate ardapéndent portion of
the graph. A simple way to achieve this is to divide the nodab® graph statically
using a hash function; as each new node is generated, itsyAaghis computed and it
is distributed to the thread with the thread ID equal to th&hhalue modulo the number
of threads. If a node is generated multiple times, each datgiwill be assigned to the
same thread so duplicate detection can be performed lowdhyn each thread. This
framework is called hash-distributed search and was aillyiproposed as a method

% Breadth-first search can be viewed as a special best-firsteehere all edges have unit cost.



for parallelizing the A algorithm [5] and was later discovered by Stern and Dill [ih5]
the context of model checking and then by Kishimettal. [9] who called the algorithm
hash-distributed A* (HDA) and applied it to automated planning problems.

We have implemented a hash-distributed breadth-first étgor based on HDA
We call this algorithm hash-distributed breadth-first shgHD-BFS). HD-BFS works
in layers by expanding the nodes at a given depth from thamgoatrallel until all nodes
at the current depth have been expanded. When a depth laydyelalm completely
expanded, all threads proceed synchronously to the nexthdeq begin searching
there.

Each HD-BFS thread uses a pair of queues to represent thehsfeantier. One
queue, called theurrent queue, contains all nodes assigned to the thread that are at
the current search depth. The second queue, calledett@ueue, contains all nodes
assigned to the current thread that are at the next searth. degeh thread also has a
hash table containing all nodes that it has previously edednThis table is used to
prevent the search from expanding the same nodes multipéstiNote that, because
all duplicates of a search node will be assigned to the saraadtby the hash function,
no node resides in more than a single hash table.

When searching, each thread expands the nodes from itsmtgueue one-at-a-
time. When a successor node is assigned by the hash funet@oditferent thread than
the one that generated it, it must be sent there using inteatl communication. Other-
wise, when a successor node is assigned back to the same thatgenerated it, it is
immediately checked for membership in the local hash tabtietermine if it is a du-
plicate and if it is not a duplicate then it is added to the rigdue for the local thread;
no communication is required. Our implementation of HD-BIE®s the communica-
tion scheme from Burnet al. [3] to send nodes between threads asynchronously using
shared-memory queues.

After receiving a new node sent from a different thread, dweiving thread checks
to see if the node is a duplicate by testing it for membershijis local hash table.
If the node is not a duplicate then it is placed on the threadg queue. This is the
appropriate queue because all threads are expanding niotthessame depth from the
root and therefore any generated node resides at the nettt degardless of which
thread generated it.

If all threads have empty current queues and no nodes am@nisitbetween threads,
then the current depth layer has been completely expandadn\his happens, all
threads synchronously swap their next queue with theiectiqueue and begin search-
ing nodes at the next depth. If all current queues are stiitgrafter swapping to the
next depth then the search space has been exhausted argbttithal terminates.

Disadvantages

We have found that there are two major disadvantage to hiasifilbdted search when
applied to model checking. The first is that hash-distribsearch delays the detection
of duplicate nodes when they are communicated betweendbirééhen nodes are sent
to another thread they are placed on the receiving queud&bithread and sit there
until they are eventually received and checked agains#twiving thread’s hash table.



This delayed detection of duplicate nodes can cause thets&arequire more mem-
ory as the duplicates reside in the receiving queue insteadroediately having their
memory freed for reuse. As we will see, the extra memory eeadltreated by delaying
duplicate detection can be quite substantial.

The second disadvantage of hash-distributed search i# thatt be conservative
when applying partial-order reduction [8], a techniquelisenodel checking to reduce
the size of the search graph. When expanding a node whilg psirtial-order reduc-
tion, only a subset of the successors are considered anéshare discarded. While
performing breadth-first search with partial-order rechrgtSpin uses a test called the
Q proviso [2] to prevent reduction in cases where completeness cabaenhsured.
When generating the successors of a node, the Q provisdftaaisof the successors
already resides on or is placed on the breadth-first searethequf the Q proviso is
satisfied then the reduction can take place, otherwise thexpansion must happen.
BoSnackiet al. [2] proved that this simple test allows breadth-first seamchemain
complete under partial-order reduction when searchingédety property violations
and deadlocks.

With hash-distributed search, the successors of a node otdyerassigned to the
expanding thread. When this happens, the expanding thi@egirtbt have the ability
to test if the successors are on or end up on the queue betasispiéue is owned
by a different thread. To preserve completeness, HD-BFS beisonservative and
assume that all nodes that are sent to different threadetdoass the Q proviso. This
reduces the chances of successfully performing part@dtoreduction because, in order
to reduce, a thread must generate a successor that is akgigtself and also passes the
Q proviso. As we will show in our experimental results, withraater number of threads
the chance that successors will not be assigned to the exygeathdead increases, so as
the number of threads increases the size of the search sploengase too. Because of
this, HD-BFS using multiple threads can actually performseathan a serial breadth-
first search because the former must search a significamggri@pace to guarantee
completeness.

Abstraction-based Hashing

Both of the previous issues with hash-distributed searem $tom the fact that the
hash function used to assign nodes to threads is designadftorly distribute the
nodes. This is beneficial from a load balancing perspedtio@gever, it means that it is
uncommon for the successors of a node to be assigned to daelttirat generated them.
Burnset al. [3] present a novel modification to hash-distributed se#itahcan be used
to help alleviate this issue at the cost of possibly decngdsiad balancing. Instead of
using a hash function that distributes the nodes uniforenypmomaorphic abstraction
function can be used to distribute the nodes in a more stretfashion. Each thread is
responsible for a set of nodes in an abstract representi#tibe search graph. When a
node is generated, its abstract representation is compuoteitlis assigned to the thread
responsible for this abstract node.

The advantage of this approach, when using a carefullyedestbstraction, is that
the successors of a search node will tend to be assigned ddck same thread that



generated them. This means that the need for communicatiediuced as newly gen-
erated nodes can often be handled locally. The disadvarg#gat the search load may
not be evenly balanced among the threads. Betrad. show that, in practice, using
an abstraction instead of a uniformly distributed hash fionccan greatly increase the
performance of HDA on puzzle solving and planning problems.

For model checking, fewer communications mean fewer dafdinodes that reside
in memory. It also means that there are more chances to pegdartial-order reduc-
tion. As we will see, this approach can greatly reduce the amgmequirements and
the size of the search space explored by hash-distribuéedrsdJnfortunately, because
the nodes are no longer distributed uniformly among thestifsethis abstraction-based
implementation of HD-BFS (which we call AHD-BFS) gives vdjttle performance
for different numbers of threads. We suspect that the natebto be distributed un-
evenly causing some threads to be very busy and some thestdste for work. This
behavior hinders the ability of the search to fully explbit available parallelism.

Parallel Structured Duplicate Detection

Instead of assigning nodes to threadpriori by using a hash function, Zhaat al.
[17] developed a framework calleearallel Sructured Duplicate Detection (PSDD)
that allows threads to dynamically divide the search effle®DD uses a homomorphic
abstraction to map nodes in the search graph to nodes in tnaghepresentation of
the search graph. The abstraction is a many-to-one mappangsttypically created by
projecting away some of the state information of each seawdie. The abstract node to
which a search node maps is called itmage of the search node under the abstraction.

Given a search graph and a homomorphic abstraction funetiaabstract graph is
constructed as follows.

1. The set of nodes, callatstract nodes, in the abstract graph corresponds to the set
of abstract states.
2. An abstract nod@’ is a successor of an abstract nadié and only if there exist
two statest’ andz, such that
a. z’ is a successor af, and
b. 3’ andy are images of’ andz, respectively.

The abstract graph is used during search to locate portiaihe search space that
are disjoint. More formally, let abstract noge= ¢(x) be the image of state under a
homomorphic abstraction functiaf(-) and letsucc(y) be the set of abstract successor
nodes ofy in the abstract graph.

Definition 1. Theduplicate-detection scoméa state z under a homomor phic abstrac-
tion function ¢(-) corresponds to the union of sets of stored nodes that map to an ab-
stract nodey’ suchthat ¢’ € suce(¢(z)), thatis,

U ¢'@)
y'€ succ($(2))

where ¢~ (y’) isthe set of stored nodes that are pre-images of 4/’



Proposition 1. The duplicate-detection scope of a node contains all stored duplicates
of the successors of the node.

Definition 2. The duplicate-detection scopes of states 21 and x5 are disjoint under a
homomorphic abstraction function ¢(-), if and only if the set of abstract successors of
x1'simage is digoint from the set of abstract successors of z5's image in the abstract
graph, that is, succ(¢(z1)) N succ(p(z2)) = 0.

Proposition 2. Two states cannot share a common successor if their duplicate-detection
scopes are digjoint.

Proposition 2 provides an important guarantee that a ghratbdel checker can lever-
age to reduce the amount of synchronization needed in phgaiph search. In par-
ticular, multiple threads can search disjoint portionshef ¢raph, which correspond to
disjoint duplicate-detection scopes, without the neecctanmunication. Unlike HD-
BFS, duplicate states are detected in PSDD as soon as thggrageated.

As with HD-BFS, the search proceeds in layers. Each nodesialistract graph has
two queues, one for the current depth-layer and one for thie fikese queues contain
the frontier nodes of the search graph that map to the givetnaath node. Each abstract
node also has a hash table containing all of the previougareed search nodes that
map to it.

Threads acquire access to expand all of the search nodes airttent depth for a
single abstract node at a time. Because the abstractiomismorphic, the successors
of a search node will either map to the same abstract nodeometof the successors in
the abstract graph. By claiming exclusive access to anadistode and its successors,
a thread can expand from the abstract node and perform inateeatliplicate detection
on the generated successors using only the data structuresith it has exclusive
access. We call the set of nodes corresponding to an abstrdetand its successors a
duplicated detection scope (see Def. 1) or just acope for short.

The left image in Fig. 1 shows an example graph in light gratyh\&i possible ab-
straction of the graph drawn in dark black on top of it. Thistediction groups together
sets of four nodes. There is an edge in the abstract graplebpteach pair of abstract
nodes for which there exists a pair of nodes in the underlgiagh that are connected
by an edge and whose images correspond to each respectivacaktate. The right
image in Fig. 1 shows two duplicate detection scopes in ttaply each defined by the
gray nodes and surrounded by a dashed line. Both duplictgeta®m scopes consist of
the gray nodes and all nodes that map to the successors oirtlagje in the abstract
graph. When expanding any of the gray nodes, all successibcowespond to a node
that resides in the same duplicate detection scope.

To perform parallel search, each thread will use the abisgraph to locate a du-
plicate detection scope that does not overlap the scopeg bieed by other threads.
Given Proposition 2, thesgigoint duplicate detection scopes may be searched in par-
allel without requiring communication. With this schemlee tonly time that threads
must synchronize is when multiple threads require acceisetabstract graph at the
same time. Only a single mutex is required to serialize actethe abstract graph and
operations on the abstract graph tend to be quick.



Fig. 1. A graph along with one of its possible abstractions (left) Bmo disjoint duplicate detec-
tion scopes of this graph (right)

The two duplicate detection scopes shown on the right hdfigpf1 are disjoint as
they do not share any nodes.

When a thread completes the expansion of all open searcts modpping to its
current abstract node, it can release its duplicate detestiope, marking all abstract
nodes in the scope as free to be re-acquired. Then the thagatycto acquire a new
scope to search. If there are no free scopes with open seadels at the current depth
then the thread attempting to acquire a new scope must widianother thread finishes
expanding and releases its abstract nodes. This wait timéeaeduced by using a
finer-grained abstraction with sufficiently many disjoinipdicate detection scopes. In
practice, we find that abstractions can typically be madgel@nough that wait times
are insignificant.

Eventually, as open search nodes become exhausted in teatdepth-layer, there
will be only a single thread actively searching as the otheeads wait for abstract
nodes to become free. When the final non-waiting threadseseigs duplicate detection
scope and finds that there are no free scopes with open nadiipitogress the search
to the next depth layer. To do this, the current and next guéareeach abstract node
are swapped, all abstract nodes with open nodes in their newrt layer are marked
as free, waiting threads are woken up and the search resifinttes.new depth-layer
contains no open search nodes then the search space hashaested and the threads
can terminate.

PSDD provides at least two advantages over hash-distdtagarch: 1) there may
be less synchronization between threads in PSDD becawsadthonly need to syn-
chronize access to the abstract graph when releasing amitiagega new duplicate
detection scope and 2) duplicates can be checked immadiagtéad of using extra
memory to store duplicate nodes before they can be checledsathe hash table.

PSDD provides an additional benefit when applied to modetkihg: it does not
need to be conservative when performing partial-orderctduo. Recall that HD-BFS



did not have access to test if successor nodes reside ongadtbsfirst queue when the
successors were not assigned to the expanding thread. ID P®lvever, the expanding
thread has exclusive access to the data structures for fiicate detection scope of
the abstract node from which it is expanding. This meansRISRD is able to test if
the successors that it is generating pas<Qhpeoviso and therefore it does not need to
be conservative when doing partial-order reduction. As \lesee, this gives PSDD a
major advantage over both HD-BFS and Spin’s multi-core lidijpst search on many
models.

Abstraction for Model Checking

PSDD requires an abstract representation of the stategpaph in order to exploit
the local structure of the space. Since the state space isxptititly represented in
memory, this abstraction must be a function that can be ctedpon each node. In
Spin, each state in the search space consists of the seefgses whose executions are
being modeled. Each process is represented by a finite atdnmdich has a current
state and a set of transitions. The abstraction that we usedriimplementation of
PSDD is: given any state, consider only the process type lddtomaton state of
a fixed subset of the process IDs. For example, consider e sttt seven processes
numbered 0—6. One possible abstraction is to consider balgitomaton states of the
first two process IDs. This effectively ‘projects away’ pess IDs 2—6, leading to a
much smaller set of abstract nodes.

We use the transitions of the finite automaton to determieeptiedecessor and
successor relations in the abstract graph. Because on$itdatesof a single component
automaton will transition between a node and its succe$sthrs successors in the
abstract graph are all of the possible single transitiortk@fprocess IDs that have not
been removed in the abstraction. For efficiency, we gendhatabstract graph lazily
as needed during the search. This provides the benefit ofrmsthntiating the portions
of the graph that are actually used and it also constructgridygh in parallel with the
execution of the search instead of doing it serially as ggpoeessing step.

Experimental Results

In this section we present the results of a set of experinteatsve performed to eval-
uate the two methods of parallelizing breadth-first sedrcladdition, we compare to
Spin’s built-in multi-core depth-first search where apatite. The machine used in our
experiments has two 3.33GHz Xeon 5680 processors, eachgsixicores, and 96GB
of RAM.

Multi-core Depth-first Search

Spin comes, by default, with a state-of-the-art multi-coepth-first search algorithm
[7]. The algorithm connects each of the threads perforntiegsearch in a ring. Nodes

4 For Spin, this is not strictly true when using ‘never clain@ur implementation requires that
never claims are not considered by the abstraction, thugiegshat only a single component
automaton will change across a transition.



may be passed from one thread to another around the ring imgkesiirection. Each
thread is then responsible for expanding all of the nodesféflawithin a particular
depth-interval. When the successors of a node fall outdida mterval assigned to the
currentthread, the newly generated successors must kexidagbe neighboring thread
along the ring using a shared memory queue. This neighbtiiegd may then receive
the nodes from the queue and begin expanding them.

Using this technique, Holzmarhal. [7] were able to achieve speedups of just over
1.6x at two threads on a set of benchmark models and almadigcpéinear speedup
for two threads on a reference model that provided a set aftierparameters. In their
results, however, they show that this technique must besrwatve when doing partial-
order reduction. So, as with HD-BFS, the performance of rualte depth-first search
can actually be worse than serial search when partial-oedierction is used.

In the following experiments, we compare to Spin’s multredepth-first search on
models which do not contain safety property violations guse it finds these violations
via suboptimal paths. Since breadth-first search is canstiao only return optimal
length traces and it must perform significantly more workdering the comparison
unfair. On models without property violations, howevet,aforithms must exhaust
the search space and therefore will do a comparable amogetoth.

Spin provides many parameters that may be tweaked to tursedneh performance
for different models. We compiled the multi-core depthtfivith the

-DFULL_TRAI L - DSAFETY - DMEMLI M=64000

options on all models. For each individual model we also @sgcadditional parameter
settings that were recommended by Spin after running wetd#fault parameter set.

Effect of Delaying Duplicate Detection

To compare the effects of the immediate duplicate detectidSDD with the delayed
duplicated detection of HD-BFS we looked at the memory usddjee two algorithms.
Our hypothesis was that HD-BFS would require more memorydeoto store dupli-
cate search nodes during communication before they candikett against the hash
table by the receiving thread. The model that we choose feettperiment is a model
of the dining philosophers problem with 10 philosopherse Tiodel is constructed to
avoid the classic deadlock situation and therefore theeesgiarch space will be ex-
hausted by the search algorithms. This removes the effédis-breaking that may
be encountered when searching a model that contains an &isor with this model,
the same number of states are expanded by all algorithmedtega of whether or not
partial-order reduction is used and therefore we can cadecthat any difference in
memory usage must be attributed to immediate detection pliciie nodes or lack
thereof.

Figure 2 shows the memory usage reported by Spin for the 1@gaipihers problem.
The x axis gives the number of threads from 1-12 and the y &iwsthe number of
Gigabytes used to complete the search. Each line gives the ofdfive runs at each
thread count and the error bars (which are so tight that theyardly even visible in
this plot) show 95% confidence intervals on the mean. Brefidthsearch only uses a
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Fig. 2. Memory usage of PSDD, HD-BFS, AHD-BFS and BFS.

single thread but we have extended the line for its singleatthed performance across
the x axis to ease comparison.

From this figure, we can see that breadth-first search and R#®BDused less than
3 Gigabytes of memory. The memory usage for PSDD remainedyremstant in the
number of threads that performed the search. HD-BFS, haweaired significantly
more memory on this model when run with more than a singleathréhe amount of
memory required by HD-BFS increased sharply for up to siedds where it begun
to even out. As mentioned above, this can be attributed tdatttethat HD-BFS was
required to store duplicate nodes in memory during comnatiuia instead of detecting
them immediately. Due to the reduction in inter-thread camization, AHD-BFS used
less memory than HD-BFS, however it still required more mgntban breadth-first
search and PSDD for more than a two threads.

In addition to the results shown here, we have observed tBaBHS required a lot
more memory on all of the models that we have used in our exerts. Presumably,
this is because of duplicate nodes, however, for other nsdtiel conservative partial-
order reduction may also be a factor as we will see next.

Effect of Conservative Partial-Order Reduction

To evaluate the performance degradation that hash-digtdtsearch and Spin’s multi-
core depth-first search suffer from due to conservativaglartder reduction we per-
formed an experiment using a model of the semaphore implatien from the “Plan

9 from Bell Labs” operating system (Plan 9) [21The model is of particular interest

5 The model was available from http://swtch.com/spin/
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Fig. 3. States expanded and memory used by PSDD, HD-BFS and BFS.

because, unlike the philosopher model used in the previqerinents, the semaphore
model was taken from a real-world model checking problennti#aorder reduction
is able to reduce the size of the state space of this model fmpximnately a factor of
three, so failure to perform the full reduction has a sigaifidmpact on performance.

Figure 3 shows the number of states expanded (left) and thamtrof memory used
(right) by PSDD, HD-BFS, breadth-first search and Spin’stivadre depth-first search
on the semaphore model with four separate processes camgefiod the semaphore.
The format of the plot is the same as that of Fig. 2. We can seétkadth-first search
expanded the fewest nodes and used the least amount of mémander to exhaust
the configuration space of this model. PSDD expanded ordftiyi more nodes than
breadth-first search and approximately the same amount wfame The reason that
PSDD and breadth-first search expanded slightly differentlrers of nodes is that they
may expand nodes within the same depth layer in a differetdromhis difference in
tie-breaking can have a small effect on the partial-ordgucgon by slightly increasing
or decreasing the number of nodes that must be expanded.

With a single thread, HD-BFS expanded about the same nunfilbedes and used
about the same amount of memory as breadth-first. As the nuofbtreads was
increased, however, the number of expansions and memouyreetent of HD-BFS
rapidly increased. HD-BFS required almost 80GB of memorgmvtun with 12 threads.
The reason for the steep increase is that HD-BFS required oionmunications as the
nodes were divided up between more threads. Each time a aatenimunicated the
search conservatively assumed that it could not perforrtigharder reduction and
therefore many redundant paths were explored that wereurstigd by the other two
algorithms. The plot also shows this same effect happeisSpin’s multi-core depth-
first search. The depth-first search suffers from the samsecweative partial-order re-
duction as HD-BFS and for more than a single thread it expdmagny more states
than PSDD and breadth-first search.
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Fig. 4. Parallel speedup for PSDD, HD-BFS, AHD-BFS, and parallgthidirst search.

Overall Performance

Next we show the overall performance in terms of parallelesp@ and wall-clock
time for the different algorithms on four models. For PSDd akHD-BFS, which
both require an abstraction, we choose the fixed subset ckpsor IDs used in the
projection experimentally. For each model we ran the atgors using a small set of
hand-chosen process ID sequences from &d 1 for small values of. (up to 7).
The sequence that gave the best performance for each moslebed in the following
comparisons. We believe that the good performance exHibit€ SDD in the following
results when using such a simple abstraction is strong se@¢hat finding a good
abstraction for PSDD is not a difficult task.

Figure 4 shows the parallel speedup and Figure 5 shows thlevtatl-clock time
that the algorithms required to search four different medising 1-12 threads. As in
the previous plots, each line shows the mean performancssfive runs with error
bars giving the 95% confidence intervals. The x axis show thelrer of threads used
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Fig. 5. Wall-clock seconds for PSDD, HD-BFS, AHD-BFS, parallel tiefirst search, and serial
breadth-first search.

from 1-12 and in Fig. 5 the performance of breadth-first de&arawn across the x
axis of each plot even though it was only run serially. The el®@dsed were the dinning
philosopher problem with 10 philosophers and no deadlduk,dining philosophers
problem with 15 philosophers and a deadlock which is redehiab2 steps, the Plan
9 semaphore with 4 contending processes, and the O-leviehatisn of the GNU i-
Protocol model from Dongt al. [4]® which contains a live-lock that is reachable in
72 steps, modified to avoid rendezvous as Spin complaingtbkae do not maintain
completeness with breadth-first search. Spin’s multi-clagth-first search algorithm
is not shown on the 15 philosopher model or the i-Protocol ehbécause they both
exhibit errors for which depth-first search does not find sstrcounter-examples and
therefore does not perform a comparable amount of search.

6 Available from http://www.cs.sunysb.edu/ Imc/iproto/



Figure 4 shows the parallel speedup of PSDD, HD-BFS, AHD-BR& depth-first
search, computed as the single-threaded time divided kyntleerequired for the num-
ber of threads given on the x axis. Speedup is perhaps one ofdlt important metrics
when comparing parallel algorithms as it is indicative ovhwell the algorithm will
perform as the parallelism increases. The diagonal lineaghef the speedup plots
shows perfect linear speedup which is typically unachievabpractice, however, it
can provide a useful reference point. The closer that thiopeance of an algorithm
is to the diagonal line, the closer that its performance e perfect linear speedup. We
can see from these figures that PSDD came the closest to §ipeadup on all of these
models; it always provided better speedup than the othatlpbalgorithms.

Figure 5 shows the wall-clock time, that is the actual timeeconds, required by
each algorithm for the four models. We can see from this figlae for greater than
three threads, PSDD was able to solve all of these models quickly than the other
algorithms. On the two ‘real-world’ models, the semaphar@iaProtocol models, HD-
BFS actually required more time than serial breadth-firastdewhen using more than
a single thread. This is because its conservative use ahpartier reduction caused
it to search a much larger graph (c.f., Fig. 3). Spin’s modtie depth-first search also
suffered from this same issue, however, it seems to have bettky use of parallelism
and with greater than four threads it was faster than sereddih-first search on the
semaphore model. Finally, we can see that AHD-BFS gives &atic performance
across different numbers of threads. We attribute this @ fuad balancing among the
threads due to use of the abstraction instead of uniform distiebution.

External-Memory PSDD

Our results have demonstrated that PSDD requires less rgeznomodel checking
problems than hash-distributed search and it gives betteallpl speedup and faster
search times than both hash-distributed search and Spuitseore depth-first search.
PSDD is also able to act as an external-memory search dgowhere external storage
such as a hard disk is used to supplement core memory. Irtli@d SDD framework
was originally developed by Zhoet al. for external-memory search [16]. External-
memory PSDD [17] (external PSDD for short) works just likell5 however, when
an abstract node is not in use by one of the threads, it can $leedwff to external
storage. This reduces the memory usage of the search hlgdridm that of the entire
search graph to just the size of the duplicate detectionescapquired by each thread.
As a preliminary experiment, we implemented external PSDBgin and used it to
solve the deadlock-free 10 philosophers model. We ran onchima with eight cores
and four disks configured in a RAID 0 array. A limitation of cggtup was that 1/0
operations were serialized via a single disk controllegrefore when using all eight
cores external PSDD did not benefit from parallelism. Wheingua single thread,
standard PSDD used an average of 233 seconds to completaithsand external
PSDD required 1,764 seconds on average (both times had itterywariance). With
a more sophisticated machine, external PSDD will show imgagerformance when
using parallelism, for example, Zhou and Hansen [17] shafopmance improvements
for up to four threads with external PSDD for automated pilagnEven given this
limitation with our experimental setup, the real benefitxdbenal PSDD is still realized:



external PSDD was able to reduce the memory usage of seamthZi5 Gigabytes

with standard PSDD down to around half of a Gigabyte whenguairsingle thread.

This is a 500% reduction in the memory requirement of theckedn many cases this
reduction in the memory requirement is much more importzent reducing the search
time because it is easier to wait longer for the search to ¢etephowever, it may not

be possible to add more memory. Because of this, the memquireenent is often

the limiting factor determining whether or not a model canvhidated with a model

checker.

Discussion

In a preliminary experiment we have seen that external-nmgP8DD is able to reduce
the memory requirement of search by a substantial amouetp€halty for external-
memory PSDD, however, is that it can take a lot longer thaialsgearch as it has to
access hard disk storage. We suspect that the performareaeshal PSDD can be
increased substantially by using multiple RAID arrays idesrto exploit parallelism.

In our current implementation, external PSDD uses more mgnrvben run with
more than a single thread as each thread must have its owitatepdetection scope
in RAM. With eight cores, external PSDD used around the sameuat of memory
as standard PSDD which does not use hard disk storage ataéiwAechnique called
edge partitioning [19] may be able to fix this problem. Edgdiflening reduces the
size of a duplicate detection scope to be only those seamdbsrthat map to a single
abstract node. This can be a very significant reduction tiibemable external PSDD
to use multiple threads while still having a very small meyfootprint.

Until now, we have not discussed, in detail, how the chosetrattion effects the
performance of PSDD. For our experiments, the abstractamsglected by evaluating
a small set of different abstractions on each model and é¢hgdise one that gave the
best performance. If the abstract graph is too small or isstoangly connected then
PSDD can suffer as it will be unable to find a sufficient numktfedisjoint scopes to
search in parallel. We have found that the simple abstmnagtised in our experiments
have provided a sufficient amount of parallelism. Recenkwoowever, has shown that
PSDD can greatly benefit from a dynamic search space paitijdhat changes the ab-
straction during search [18]. By using dynamic partitiapithhe algorithm would be able
to select an abstraction that is more balanced, reducingghk memory requirement
of external search, and less connected, increasing iiyabilexploit parallelism.

Conclusion and Future Work

We have compared two techniques for parallelizing the hireficst search algorithm
used to find deadlocks and safety property violations in rholecking. Our results
showed that Parallel Structured Duplicate Detection plesibenefits over both hash-
distributed search and Spin’s multi-core depth-first debecrause it gives better paral-
lel speedup and it requires significantly less memory. Wesledso demonstrated that
external PSDD can reduce the memory requirements of modekaig even further by
taking advantage of cheap secondary storage such as hiasd AlisCPU performance



relies more on parallelism than raw clock speed, the teclasigresented in this paper
enable model checking to better exploit the full capaketitof modern hardware.

Partial-order reduction is a widely used technique for liagkthe state-space ex-
plosion problem found in model checking. However, comigritrwith parallelization
techniques has been a challenge in the past. In this papshamethat not only PSDD is
effective for parallel reachability analysis, but it alsegerves the full power of Spin’s
partial-order reduction algorithm. As for future work, wellvapply PSDD to other
model checkers to show its generality and effectivenesgaeding up search with full
partial-order reduction.
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