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Abstract. We present an efficient method for modeling multi-threadeacar-
rent systems with shared variables and locks in Bounded Meiuecking (BMC),
and use it to improve the detection of safety properties sisctiata races. Pre-
vious approaches based on synchronous modeling of interteaemantics do
not scale up well due to the inherent asynchronism in thosgefaolnstead, in
our approach, we first create independent (uncoupled) mddekach individ-
ual thread in the system, then explicitly add additionalckyonization variables
and constraints, incrementally, and only where such symihation is needed to
guarantee the (chosen) concurrency semantics (based wensiadjconsistency).
We describe our modeling in detail and report verificaticgsules to demonstrate
the efficacy of our approach on a complex case study.

1 Introduction

The growth of cheap and ubiquitous multi-processor systenusconcurrent library
support are making concurrency programming very attrac@n the other hand, verifi-
cation of concurrent systems remains a daunting task edjyedue to complex and un-
expected interactions between asynchronous threads,aaiwdls architecture-specific
memory consistency models [1]. In this work, we focus on corency semantics based
on sequential consistency [2]. In this semantics, the olesdias a view of only the local
history of the individual threads where the operations eesthe program order. Fur-
ther, all the memory operations exhibit a comntotal orderthat respect thprogram
order and has theead value propertyi.e., the read of a variable returns the last write
on the same variable in that total order. In the presenceraftgpnization primitives
such as locks/unlocks, the concurrency semantics alsectsfhe mutual exclusion
of operations that are guarded by matching locks. Sequetisistency is the most
commonly used concurrency semantics for software devetopaiue to ease of pro-
gramming, especially to obtain race-free, i.e, correcfiychironized threads. Aata
race corresponds to a global state where two different threadssacthe same shared
variable, and at least one of them is a write.

Bounded Model Checking (BMC) [3] has been successfullyiagpb verify real-
world designs. Strengths of BMC are manifold: First, expensgjuantification used
in symbolic model checking [4] is avoided. Second, reachaldtes are not stored,
avoiding blow-up of intermediate state representationrdiimodern SAT solvers are
able to search through the relevant paths of the problem thargh the paths get
longer with the each BMC unrolling. We focus on verifying canrent systems through
efficient modeling in BMC.

1.1 Related Work

We discuss various model checking efforts, both explicd apmbolic, for verifying
concurrent systems with shared memory. The general probferarifying a concur-
rent system with even two threads with unbounded stackgdscidable [5]. In practice,
these verification efforts usacompletemethods, oimprecisemodels, or sometimes
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both, to address the scalability of the problem. The vetificamodel is typically ob-
tained by composing individual thread models using intesileg semantics, and model
checkers are applied to systematically explore the gldaté Sspace. Model checkers
such as Verisoft [6], Zing [7] explore states and transgiof the concurrent system
using explicit enumeration. Although several state spadaction techniques based on
partial order methods [8] and transactions-based mett®d] have been proposed,
these techniques do not scale well due to both state explasid explicit enumeration.

Symbolic model checkers such as BDD-based SMV [4], and S#EtH Bounded
Model Checking (BMC) [3] use symbolic representation armydrsal of state space,
and have been shown to be effective for verifying synchreraudware designs. There
have been some efforts [13—16] to combine symbolic modetiihg with the above
mentioned state-reduction methods for verifying conaureaftware. However, they
still suffer from lack of scalability. To overcome this litation, some researchers have
employed sound abstraction [7] with bounded number of casteitches [17], while
some others have used finite-state model [15, 18] or Boolezgrgm abstractions with
bounded depth analysis [19]. This is also combined with anded number of context
switches knowra priori [15] or a proof-guided method to discover them [18]. To the
best of our knowledge, all these model checking methods yrsehsonous modeling
of interleaving semantics. As we see later, our focus is teagraway from such syn-
chronous modeling in BMC in order to obtain significant retiturcin the size of the
BMC instances.

Another development is the growing popularity of SatistighiModulo Theory
(SMT)-solvers such as [20]. Due to their support for richepressive theories be-
yond Boolean logic, and several latest advancements, Sid&ecbmethods are provid-
ing more scalable alternatives than BDD-based or SAT-basettiods. In SMT-based
BMC, a BMC problem is translated typically into a quantiffeze formula in a decid-
able subset of first order logic, instead of translatingti i propositional formula, and
the formula is then checked for satisfiability using an SMvep Specifically, with
several acceleration techniques, SMT-based BMC has besmd21] to scale better
than SAT-based BMC for finding bugs.

There have been parallel efforts [22—24] to detect bugs &aker memory models.
As shown in [25], one can check these models using axiomatimony style specifi-
cations combined with constraint solvers. Note, thougkehwaethods support various
memory models, they check for bugs using given test progrdimsre has been no
effort so far, to our knowledge, to integrate such specificstin a model checking
framework that does not require test programs. There haga bther efforts using
static analysis [26, 27] to detect static races. Unlikeaghmgthods, our goal is to find
true bugs and to not report false warnings.

1.2 Our Approach: Overview

We present an efficient modeling for multi-threaded corenirsystems with shared
variables and locks in BMC. We consider C threads under thignagtion of a bounded
heap and bounded stack. Using this modeling, we augment i3idéd BMC to de-

tect violations of safety properties such as data raths. main novelty of our ap-
proach is that it provides a sound and complete modeling kegpect to the considered
concurrency semantics, without the expensive synchrommgieling of interleaving

semantics Specifically, we do not introducsait-cyclesto model interleaving of the
individual threads, and do not model a scheduler explicit/we see later, these wait-
cycles are detrimental to the performance of BMC. Insteadl fivgt creatdndepen-

dent(decoupled) individual thread models, and add memory stersty constraints
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lazily, incrementally and on-the-flyduring BMC unrolling to capture the considered
concurrency semantics. Our modeling preserves with ré$pex property the set of
all possible executions up to a bounded depth that satigfyséiuential consistency
and synchronization semantics, without requiringagpriori bound on the number of
context switches. We have implemented our techniques intafype SMT-based BMC
framework, and demonstrate its effectiveness througtroled experiments on a com-
plex concurrency benchmark. For experiments, we conttasaoy modelingapproach
with aneager modelingl13—16] of the concurrent system, i.e., a monolithic mogelts
chronously composed with interleaving semantics (andiplyssvith state-reduction
constraints) enforced by an explicit scheduler, captuaihgoncurrent behaviors of the
system eagerly.

Outline: We provide a short background in Section 2; motivation intidac; illus-
trate our basic approach with an example in Section 4; fodestription of our model-
ing in Section 5; correctness theorems and discussion ercsinplexity in Section 6;
BMC size-reduction techniques in Section 7; followed byeripents in Section 8, and
conclusions in Section 9.

2 Preliminaries
2.1 Concurrent System: Model and Semantics

We consider a concurrent system comprising a finite numbeetarministic bounded-
stack threads communicating with shared variables, somehath are used as syn-
chronization objects such as locks. Each thread has a fatitef sontrol states and can
be modeled as an extended finite state machine (EFSM). An BER8d&I is a 5-tuple
(so0,C,I,D,T) where,sq is an initial state(' is a set of control states (or blockg)is

a set of inputsp is a set of data state variables (with possibly infinite ranaedT is

a set of 4-tupléc, g, u, ¢’) transitions where, ¢’ € C, g is a Boolean-valued enabling
condition (orguard) on state and input variables,is an update function on state and
input variables.

We define a concurrent system modél as a 4-tuplé M, V, T, s¢), whereM de-
notes a finite set of EFSM models, i.84 = { M, - - -, M,, } with M; = (so;, Ci, I;, D;U
V,T;), V denotes a finite set of shared(or global) variables¥es {g1, -, 9m}, 7
denotes a finite set of transitions, i.€.,= J, T;, so denotes the initial global state.
Note, for: 75 7 C; N Cj = 0, I; N Ij = 0, D; N Dj = 0, andT; N Tj = 0,
i.e., except for shared variablés each); is disjoint. LetV L; denote a set of tu-
ples values for local data state variablesliy, andV G denote a set of tuple values
for shared variables iw. A global states of CS is a tuple(sy,- -+, s,,v) € S =
(C1 x VLy)--- x (C, x VL) x VG wheres; € C; x VL, andv € VG denotes
the values of the shared global variables. Netelenotes the local state tuple;, «;)
wherec; € C; represents the local control state, anlde V L; represents the local
data state. A global transition system & is an interleaved composition of the indi-
vidual EFSM models);. Each global transition consists of firing of a local traiasit
t; = (as, 9i,u;,b;) € T.1In a given global state, the local transitiort; of model M;
is said to bescheduledf ¢; = a;, wherec; is the local control state componentgf
Further, if enabling predicatg evaluates to true ip, we say that; is enabledNote, in
general, more than one local transition of modi&l can bescheduledut exactly one
of them can benabled(; is a deterministic EFSM). The set of all transitions that are
enabled in a stateis denoted byenableds).

We can obtain a synchronous execution modeldsrby defining a scheduling
functionE : M x S — {0,1} such that is said to beexecutedat global states, iff
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t € enabled(s) N T; and E(M;,s) = 1. Note, in interleaved semantics, at most one
enabled transition can be executed at a global stale this synchronous execution
model, each thread local statg(with shared access) haswvait-cycle i.e., a self-loop
to allow all possible interleavings.

Semantics of a sequentially consistent memory model [J5128as follows:

— Program Order RuleShared accesses, i.e. read/write to shared variablesldsho
follow individual program thread semantics.

— Total Order Rule Shared accesses across all threads should have a total orde

— Read Value RuleA read access of a shared variable should observe the effect
the last write access to the same variable in the total order.

— Mutual Exclusion RuleShared accesses in matched locks/unlock operationsdshoul
be mutually exclusive.

Thread P, Thread P
g1=0;,2=0; 1b. g1 =0;y =0;
L =0 l1 =0;
lock(y); 2b. lock{.); s
if (g1 = 1) 3b. if (g1 = 0) .
goto 6a; goto 6b; 9,=0
g1 =1; 4b. g1 =0;
T+ +; 5b. y+ +;
unlockiy); 6b. unlock(:) Unlock(l
assert{ > 0); 7b. g1 =1; assert(x>0) @ scheduler
E2
Ml
(a) (b)

Fig. 1. (a) Concurrent system with threads and P, with local variablest andy respectively,
communicating with lock; and shared variablg;. (b) CFG of P, and P, and (¢) CFG of
concurrent system with schedulBr

ExampleWe illustrate a concurrent system comprising threlddand P, with local
variablesxz andy, respectively, interacting through lo¢k and shared variablg,, as
shown in Figure 1(a). Each numbered statemeatamic i.e., it cannot be interrupted.
EFSM models)M; and M, of the two threadd”; and P, are shown as control flow
graphs (CFG) in Figure 1(b). Noté/; is the tuple(co1, C1, I1, D1, T1) with ¢o1 = 1a,

Cy = {la,---,7a}, I = {}, D1 = {2} U {g1,l1}. The transitions are shown by
directed edges with enabling predicates (if not a tautgla@tppwn in square brackets
and update functions are shown on the side of each contitel. Stae modeli/; is
similarly defined. An synchronously interleaved model fog toncurrent system with
threadsPl andPQ, i.e.,CS= ({Ml, MQ}, {gl, ll}, {Tl, TQ}, ((la, I), (1b, y), (gl, ll))),
with global shared variablg; and lock variabld;, and a scheduleE is shown in
Figure 1(c). It is obtained by inserting a wait-cycle, i@self-loop at each control state
of model M; and associating the edge with a Boolean gugraguch thate; = 1 iff
E(M;,s) = 1. To understand the need for such wait-cycles, consider lzabkiates
with thread control states @t and6b, respectively. To explore both the interleaving
2a — 3a and6b — 7b from s, each thread needs to wait when the other makes the
transition. By noting that the transitions at control stdte, 7a, and5b correspond to
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non-shared memory accesses, one can remove the self-ioibigsea control states. In
general, however, all self-loops can not be removed.

2.2 Building EFSMs from C threads

For brevity, we highlight the essentials in building a tidteaodel (EFSM) from a C
thread (using the F-Soft framework [29]) under the assuonmptif a bounded heap and
a bounded stack. First we obtain a simplified CFG by creatimgeplicit memory
model for (finite) data structures and heap memory, wherigeodmemory accesses
through pointers are converted to direct accesses by uskilggay variables. We model
arrays and pointer arithmetic precisely using a sound poantalysis. We model loops
in the CFG without unrolling them. We handle non-recursik@cgdures by creating a
single copy (i.e., not inlining) and using extra variable€hcode the call/return sites.
Recursive procedures are inlined up to some user-choseh.d&p perform merging
of control nodes in CFG involving parallel assignments tealovariables into a basic
block, where possible, to reduce the number of such blocles.NdWwever, keep each
shared access as a separate block to allow context-switches

From the simplified CFG, we build an EFSM with each basic blioehtified with
a uniqueid value, and a control state variab®” denoting the current blockl. We
construct a symbolic transition relation f&C', that represent the guarded transitions
between the basic blocks. For each data variable, we adddataigransition relation
based on the expressions assigned to the variable in vayamis blocks in the CFG.
We useBooleanexpressions andrithmetic expressions to represent the guarded and
update transition functions, respectively.

2.3 Control State Reachability (CSR) and CSR-based BMC Sinljfication

Control state reachability (CSR) analysis is a breadth-fieversal of the CFG (cor-
responding to an EFSM model), where a control staite one step reachable from
iff there is a transition edge— b. At a given sequential deptl) let R(d) represent
the set of control states that can be reacstatically, i.e., ignoring the guards, in one
step from the states iR(d — 1), with R(0) = so. ComputingC'SR for the CFG of
M, shown in Figure 1(b), we obtain the sB{d) for the first six depths as follows:
R(0) = {la}, R(1) = {2a}, R(2) = {3a}, R(3) = {4a,6a}, R(4) = {5a,Ta},
R(5) = {6a}, R(6) = {7a}. For somel, if R(d—1) # R(d) = R(d+ 1), we say that
the C'S R saturatesat depthd, andR(t) = R(d) fort > d.

CSRcan be used to reduce size of a BMC instance significantly R4gically, if
a control state ¢ R(d), then the unrolled transition relation of variables thapeted
onr can be simplified. We define a Boolean predicBte= (PC = r), wherePC
is the program counter that tracks the current control statev? denote the unrolled
variablev at depthd during BMC unrolling. Consider the thread mod#l, where
the next state of variablg, is defined asex{g1) = B1,7 0 : By,? 1 : g1 (using C
language notation ?,: f@ascaded if-then-el¥eAt depthsk ¢ {0,3}, Bf, = BX =0
sincela,4a ¢ R(k). Using this unreachability control state information, veanbash
the expression representation fgr™* to the existing expressiogf, i.e., gi ™! = gk.
This hashing, i.e., reusing of expressions, consideradyces the size of the logic
formula, i.e., the BMC instance.

3 Motivation: Why wait-cycles are bad?

The scope of CSR-based BMC simplification is reduced corslidg by a large car-
dinality of the setR(d), i.e., |R(d)|, and hence, the performance of BMC also gets
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affected adversely. In general, re-converging paths démint lengths and different
loop lengths are mainly responsible for enlarging®etlue to inclusion of all control
states in a loop, and ultimately leading to saturation [Ed}.example, computinGSR
on the concurrent synchronous model (Figure 1(c)), we nliéil) as follows:

R(0)={1a, 10}, R(1)={2a, 2b}, R(2)={2a, 3a, 2b, 3b}, R(3)={2a, 3a, 4a, 6a, 2b, 3b, 4b, 6b},
R(4)={2a, 3a, 4a, 5a, 6a, Ta, 2b, 3b, 4b, 5b, 6b, 7b}, R(t)= R(4) for t > 4 (Saturates at 4)

Clearly, saturation is inevitable due to the presence dflseps. Att > 4, the BMC
unrolled transition relation cannot be simplified furtheing unreachable control states,
i.e., notinR(¢). Thus, the scope of reusing the expression for next staiedagression
is also reduced heavily. In general, saturation can als@bsed by program loops. To
overcome that we useBalancing Re-convergenestrategy [21] effectively to balance
the lengths of the re-convergent paths and loops by ingelif P states. An NOP state
does not change the transition relation of any variable. él@w this approach does not
work well in the presence of self-loops.

In our experience, synchronous models with self-loops fodeting interleaving se-
mantics are not directly suitable for verifying concurrepstems using BMC. Instead,
we propose a modeling paradigm that eliminates self-lodis tive goal of reducing
the size of BMC instances. However, there are many chalemgéoing so in a BMC
framework.

— We would like to have soundness and completeness, i.eheméd miss true wit-
nesses nor to report spurious witnesses (up to some bouegés) dWe do so by
decoupling the individual thread models, and add the reduitemory consistency
constraints on-the-fly to the unrolled BMC instances. TH®aas us to exploit ad-
vances in SMT-based BMC, without the expensive modelinghtdrieaving se-
mantics. Note that for bounded analysis the number of shaesdory accesses are
also bounded, and therefore, these constraints are tiypsrabller than the model
with constraints added eagerly, in practice.

— We also would like to formulate and solve iterative BMC peaik incrementally,
and integrate seamlessly state-of-the-art advancemesiatic analysis and BMC.
We achieve our goals in a lazy modeling paradigm that simatiasly facilitates
the use of several static techniques such as contextiserG8R and lockset anal-
ysis [9, 10, 14] and model transformations [21] to acce&ethe performance of
BMC.

4 Lazy Modeling Paradigm: Overview

We illustrate the main idea of our modeling using an exampkgdction 4.1, and high-
light novelties in our approach in Section 4.2. A formal esition of the modeling and
its soundness is provided in Section 5.

4.1 Basic Approach

As a first step in our modeling, we construct abstract andpaddent (i.e. decoupled)
thread modeld M, and L M corresponding to the threads and P, as shown in Fig-
ure 2. We introduce atomic thread-specific procedussesd _sync andwr i t e_sync
before and after every shared access. In Figure 2, the ¢states-; andw; correspond

to calls to proceduresead_sync; andwri t e_sync;, respectively. We also intro-
duce global variableg K, C'S;, andC'S; described later. For each thread, we make the
global variablegocalizedby renaming. As shown in Figure 2, fé4 (and similarly for
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P), we renamey, I, TK, C'S;, andC S, to local variablegy 1, 111, TK1, CS11, and
CSs1, respectively. The localized shared variables get noardehistic (ND) values in
the control state;. (Refer Section 5.1 for detailed instrumentation.) The eied M;
obtained after annotations d@relependensince the update transition relation for each
variable now depends only on the local state variables. Nloége are no self-loops in
these models. However, due M read values for shared variablesrincontrol state,
these models have additional behaviors, which we elimibgtadding concurrency
constraints as described below.

X=0y;=11;=0

assume(l;;=0) assume(l;,=0)

l,.=1 1=

/Ir, atomic rea dtl ) 2 IIr, atomic
[lupdates 1 [lupdates
read_sync,:= ( read_sync,:=
G0y | o 970 &5onD

117 11 12~ 0
CS,,=ND() CS,,=ND()
TK, = ND() TK, = ND()
1,,=ND() y++ @ 1,,=ND()
RD,=ND() A RD,=ND()

- assume(l;,;=1 :

wuririei:)?ncl:z ! ho=0 ©) wur'iatei:;ncz::
TK, =ND() _|assert(<-0)(7a) g=1 @) TK, = NDQ

@
LM,: CFG of annotated P,  LM,: CFG of annotated P,

Fig. 2. CFG of threads?; and P, with annotations.

We unroll each modeL M; independently during BMC (i.e, with possibly differ-
ent unroll depths). To each BMC instance, we add concurreangtraints on-the-fly
between each pair of control states with accesses to sharedbles, that are statically
reachable in unrolled CFG at the corresponding threaddipdepths. For sequential
consistency, these constraints allow sufficient contexteling to maintain theead
value propertyand sequentialize the context-switches to enforce a comotal order.
Note, in addition to these concurrency constraints, a BMifaince comprises transition
relation of all thread models and the property constraiftis.transition relation of each
thread model ensures that memory accesses within the tfuléad the program order
Specifically, to capture context-switching events, we @dal®oolean shared variable
referred to asoken(7T'K). The semantics of a token asserted by a thread is equivalent
to a guarantee that allisible operations, i.e., shared memory accesses, issued so far
have beertommittedfor other threads to see. Initially, only one thread (chosen-
deterministically) is allowed to assert its token. To tréok sequentiality of the global
execution and maintaitotal order, we also add two global clock variables (one per
thread) i.e.C'S; andC'S; to timestamp [28] the token passing events. The pair-wise
constraints, added between shared access states pafsingof the token. Whenever
the token is passed from thredd\/; (post-access shared state)lid/; (pre-access
shared state) the concurrency constraints ensure thal@zadlzed shared variable of
LM; gets the current state value of the corresponding locatihaced variable ab M;,
and the clock variables get synchronized. We call thesevpiag constraints aRead-
Write Synchronization Constraings described in Section 5.2 with more details.
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d=0 e On the fly Concurrency Constraints e d=0 CSR: Eager with
1o at a BMC unrolled depth d No Path Balance
RC,1=0 D=54 No Context-sensitive
1 G R’CJ 57 Q 1 saturation n

2 |R(d)|=54, #NOP=0

CSR: Eager with
Path Balance
Context-sensitive

4 CSR: Lazy with
i Path Balance
8 context-sensitive

A lockset analysis can remove 10

Unrolled CFG L, 2! pair-wise constraints Unrolled CFG LM,
1 except for the following pairs: 2

(,@1.,@9). (,@1,@9), (-,@10, w,@3) g

(r,@10,w,@5), and (r,@10,w,@9)
|R(d)|=4, #NOP=1

(@) (b)

Fig. 3. (a) Unrolled CFG of thread modelsM; and L M, with concurrency constraints added
on-the-fly during BMC unrolling. The dark arrows show thednkpassing events (i.e., context
switches) leading to a data race between source lines 3abafid Figure 1(a)). (b) CSR graphs
with path balancing (PB), context-sensitive (CXT) for edigey on a thread-model (Green/Red
dots denote non-NOP/NOP blocks, resp.)

We illustrate the concurrency constraints added in Figye).3.et cQk denote
the control state: reached statically at depth Computing CSR, we obtai®(0) =
{1a@0, 16@0}, R(1) = {r1@Q1,r,@Q1}, R(2) = {2a@2,2b@2}and so on. The concur-
rency constraints added between a paiQ, w;Qh) are shown as an arrow from;

(of LM;) at depth to r; (of LM;) at depthk. Note,r; corresponds to pre-access shared
state ofL M;, andw; corresponds to post-access shared stafe\éf. These constraints
also capture the exclusivity of the pair, i.e., constraimtffair ¢; Qk, w;Qh), excludes
other pairs {;@Qk,*) and (*,w;@Qh). For BMC at depthi < 3 we do not add any pair-
wise constraints. For BMC at = 3, we add concurrency constraints corresponding
to pairs (1@1,w,@3) and 2@1,w;@3). For BMC atd = 4, we add concurrency
constraints corresponding to pairg @1, w.@3), (r.@1, w,@3), (r;@4, w,@3), and
(ro@4,w,@3). Note, in incremental formulation of BMC, we only need todatthe
constraints corresponding to the last two pairs. In gep#ralconstraints grow quadrat-
ically with the analysis depth (ref. Section 6). In additiare use various static analy-
ses and model transformations to reduce the set of pairemisstraints added that are
redundant (ref. Section 7). For example, using the locksalyais [9,10,14], we can re-
move constraints for all pairs other than@1, w,@9), (r; @1, w2 @9), (r.@10, w;@3),
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(r.@10,w,@5) and @10, w;@9). This is because other pairs are not reachable si-
multaneously in the mutually exclusive region, protectgdh® lock.

In our approach, a data race condition is detected, if theistsea witness trace
where a token passing event occurs between the pgiik(w;@h) with shared ac-
cesses on the same variable, with at least one access betriig amvFigure 3(a), we
indicate the witness trace corresponding to the data raweeba source lines 3a and
7b (from Figure 1(c)) as a sequence of the token passingshattlighted inbold ar-
rows between the pairg; @1, w.@9) and(r, @10, w; @5). Note, the control state pair
(ro@10,w;,@5) corresponds to simultaneous accesses of shared vagiablth r,@10
being a pre-write access state. We obtain the witness tracarolling each model in
BMC up to depthl1. In a synchronously interleaved model (i.e., with waitlegy, we
would have obtained the trace at an unrolled depthlof 7 = 18. Note, we sum the
two depths, as threal, has to wait (self-loop) after context switch i.

For a thread model (example described in Section 8), we cmtha reachability
graphs on the lazy and eager models, as shown in Figure 3i(h)and without using
model transformation such as path/loop balancing (PB) §2t] context-sensitive CSR
(CXT) [30]. Note, the width of the graph is proportional t8(d)|. It is desirable that
the width is small for greater BMC simplification. We obsetkat path/loop balanc-
ing is more effective on our lazy models (i.e., without waytles) asRk(d) is reduced
significantly compared to eager models (i.e., with waitlegg

4.2 Our Contributions

The main idea of our modeling paradigm for concurrent systsno move away from
expensive modeling based on synchronous interleavingrazaaWe focus primarily
on reducing the size of the BMC problem instances to enatdpetesearch within the
limited resources, both time and memory. Features and sr@drdur approach are:

1. Lazy modeling constraint8y adding the constraintazily, i.e., as needed for a
bounded depth analysis, as opposed to adding #egerly we reduce the BMC
problem size at that depth. The size of these concurrenaelimy constraints de-
pendsquadraticallyon the number of shared memory accesses at any given BMC
depth in the worst case. Since the analysis depth of BMC bethml number of
shared memory accesses, these constraints are typicaljesrtihan the model
with constraints added eagerly, in practice.

2. No wait-cycle:We do not allow local wait cycles, i.e., there are no selfpeoin
read/write blocks with shared accesses. This enables ustaina reduced set of
statically reachable blocks at a given BMC degtlvhich dramatically reduces the
set of pair-wise concurrency constraints that we need tdatite BMC problem.

3. Deeper analysisor a given BMC depttD andn concurrentthreads, we guarantee
finding a witness trace (if it exists), i.e., a sequence dbglinterleaved transitions,
of length< n - D, where the number of local thread transitions is at niostn
contrast, an eager modeling approach using BMC [14], anlimgalepth ofn - D
is needed for such a guarantee. Thus, we gain in memory usélojoa ofn.

4. Using static analysisWe use property preserving model transformations such as
path/loop balancing, and context-sensitive control steéehability to reduce the
set of blocks that are statically reachable at a given dégghin, this potentially
reduces the lazy modeling constraints. We alsdadeset9, 10, 14] analysis to re-
duce the set of constraints, by statically identifying whildock pairs (with shared
accesses) are simultaneously unreachable.
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5. SMT-based BMCWe use an SMT solver instead of a traditional SAT solver, to
exploit the richer expressiveness, in contrast to bitiliigsWe effectively capture
the exclusivityof the pair-wise constraints, i.e., for a chosen sharedsacpair,
other pairs with a common access are implied invalid imntetlia

5 Lazy Modeling of Concurrent Systems
We present details of our modeling in Sections 5.1 and 5.2.

5.1 Sound Abstraction: Independent Thread Models

We perform source-to-source transformations to direct/aimodel builder (F-Soft [29])
for sequential programs and obtain sound abstraction.

Token: We introduce a global Boolean variable, a tokéft, to signify that the thread
with the token can execute a shared access operation anditissourrent shared state

to bevisibleto the future transitions. Initially, only one thread, cension-deterministically,
is allowed to asseff' K. Later, this token ipassedfrom one thread to another, i.e., de-
asserted in one thread and asserted by the other threa€dctigsty.

Logical Clock: To obtain a total ordering on tokgrassingevents, we use the concept of
logical clocksandtimestam28]. We add a global clock variablés; for each thread

P;, so that the tupléCS; - - - C'S,,) represents the logical clock. These variables are
initialized to 0. Whenever a tokefiK is acquired by a threa;, C'S; is incremented

by 1in P;. The variable”'S; keeps track of the number of occurrences of token passing
events wherein threafl; acquires the token from another threfdd j # «.

Race Detector:We add a race detector local Boolean variable; for each thread;.

This variable is set td (initially, 0) whenever a shared variable is accessed in thizad
and written in another threafd; while token is passed from; to P;.

Localization: For each thread, we make the global varialideslizedby renaming.
Atomic Procedures:We add atomic thread-specific proceduread_sync andwr i t e_sync
before and after every shared access. Inrthad_sync procedure, eaclocalized
shared and race detector variable get a non-determinigtiey (\D), while in the

wr i t e_sync procedure onlyi" K gets ariND value.

Synchronization primitives: Operations ock( | k) andunl ock( | k) are modeled

as atomic operatiorsssune(lk = 1) andassune(lk = 0), respectively. To maintain
synchronization semantics, we only consider wait-freeetien [15] where the acqui-
sition of the same lock twice is disallowed in a row withoutiatermediate unlock.
Note, this consideration is sufficient to find all data races.

5.2 Concurrency Constraints

Given independent abstract models, obtained as above,dvecadurrency constraints
incrementally andon-the-flyto each BMC instance, in addition to the transition con-
straints of the individual thread models and property aairsts. The concurrency con-
straints captureter- andintra- thread dependencies due to interleavings, and thereby,
eliminate additional behaviors in the models up to a bourtdgadh. Specifically, these
constraints comprise (a) pair-wise, i.e., inter-modelst@ints (shown in Table 1), (b)
single-threaded, i.e., intra-model constraints (showiiahle 2), and (c) global con-
straints (shown in Table 3). In the following, we uBg(d), 0 < d < D, to denote the
set of control states reachable at degfor each thread modédlM;, for a given BMC
boundD. (Note, we comput€SRon each of the modelEM; separately before start-
ing BMC.) Also, we user’ to denote the expression for the variable the unrolled
modelL M; at depthk.
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Table 1. Pair-wise concurrency constraints added in each BMC istan

PI. Read-Write Synchronization Enabling Constraint: For every pair ofread.Synccontro
state inLM;, r; € R;(k) andwrite_synccontrol state inLMj;, j # i, w; € R;(h), we introduce
a Boolean variabIeRWi’jh, and add the following enabling constraint:

RWE —= (BF A=TKF ABL ANTK!ACSE =CSE) ()
J i j J J

If RW}" = 1, we say, theoken passing conditiois enabled.

P2. Read-Write Synchronization Exclusivity Constraint: Let RS} define the sefRW /" |i #
J,0 < h < d} for aread.synccontrol state oflL M, at depthk. To allow at most onevrite_synd
(from a different thread) to match with thisad syng we assign a unique idj? #+ 0 to each

element ofRS¥. We add a new variabl®C? for the read.synccontrol state ofLM; at depth
k, require that it takes value} # 0 iff RW};" = 1. Similarly, we introduce a new varial

WC}L for thewrite_synccontrol state of, M/, at depthh, andrequirethat it takes valué® # 0
ifft RW/}" = 1. The constraints added are:

RIVA = (ROE =)o} #0 @

RWS" = (WO} = bf), b # 0 (3)
Thus, if RW/}" = 1, we require that botlRC} # 0 andW C? # 0; and vice-versa.

P3. Read-Write Synchronization Update Constraint:For everyRWL@'-h variable introduced
we add the following update constraints:

RWE = N\ g5 = g5 (4)
p=1
RW}'" = (TKT' A=TK}!) (5)
RWE' = (CSE™ =Csi+1)A( N\ CSi™ =Csy)) (6)
q=1,q7#1

P4 Dafa Race Detection Property Constraint:We define two predicatewill_accessan
justwritten statically, wherewill_accesér;, g)= 1 iff shared variablg is accessed in the ne
local control state reachable fram andjustwritten(w;, g)= 1 iff shared variablg was written

le

Xt

in the previous local control state reachablestoWe add the following race detection constraint

only if will _accesgr;, g)= 1 andjustwritten(w;, g)= 1:

RW}" = RDI*! @)
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Table 2. Single threaded concurrency constraints added in each Bigt@rice

SI. No Sync Update Constraint:When none of the token passing events is triggered for a
read.synccontrol state ofLM; at depthk, we force the next state values to tvechangedor
each localized shared and race detector variahlelify by adding:

RCY =0= (N gi'" = g5i) A (RD™' = RD}) ®)
p=1
RCF =0= TKF"* = TKF 9)
RC; =0= A CS;" =Csy (10)
q=1

Similarly, for everywrite_synccontrol state ofLM; at depthh, we force the next state token
value to beunchangedy adding a similar constraint:

WC} =0=TK™ =TK} (12)

S2. Lock/Unlock Synchronization Constraint: To modelassune(lk = 0) in lock contro
statel, of LM, at depthk, and similarly, forunlockcontrol stateul;, we add

By, = (=lkf); By, = (Ik}) (12)

S3.Write Commit Constraint: We make only a write operation commit its current shared@stat
to bevisible to the future transitions by adding the following consttamwrite_synccontrol
statew; of LM; at depthh corresponding to write operation only, i.e.,

h h
Bl = TK, (13)

S4.7Single Control State Reachability Property Constraini For checking reachability of]|a
local control state: € C;, we add constraint:

BF — TK! (14)

Table 3. Global concurrency constraints added in each BMC instance

Single Token Constraint. Initially, exactly one thread model has the token. We add,

(V TK)ANN\TE! = -TK7) (15)

1<i<n i£j

Multiple Race Detections: To check multiple data racescrementally we add the following
blocking clause corresponding to ttuken passing evensgen in the last witness trace.

~(RWE A ARWED) (16)
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We add the following pair-wise (i.e., inter-model) consitaP1-P4between un-
rolled modelsL M; andL M; at depths: andh, respectively as shown in Table 1.

P1. Read-Write Synchronization Enabling Constraint: The constraints (Eqn 1) cap-
ture the enabling afoken passingondition. This happens exactly when: a) thread
model LM; is in read.synccontrol state (i.e., pre-access shared state) at depth
and does not hold the token , b) thread mobi8{; is in write_synccontrol state
(i.e., post-access shared state) at dépsimd holds the token, and c) thread model
LM; has the latest value of clock variable bi/;, and both threads agree on that.
Note, this constrairper seis not enough fotoken passingand we require the fol-
lowing exclusivity constraint as well.

P2. Read-Write Synchronization Exclusivity Constraint: Exclusivity constraints (Egn 2-
3) ensure that for a chosen pair for token pas$m@k wj@h) with ¢ # j, other

pairs(r; @k, w; @h') with h # 1’ or j # j" and(r ywithi £ 4 ork # k'
arelmphed invalid As shown in Figure 3(a), the pawl(@l w2 @3) excludes other
pairs (1 @1, w2@6), (r1Q1, we@9), (r; @4, w,@3), and {1 Q7, w,@3) due to spe-
cific values of variable®C{ andW C3 chosen. Note, Eqn 1, together with Eqn 2
and 3, defing?W/". We say @oken passing eveig triggeredff RIWW:" = 1.

P3. Read-Write Synchronization Update Constraint: If the token passing event is
triggered, each localized shared variableLdff; at depthk gets the current state
value of the corresponding localized shared variablé bf; at depthh (Eqn 4),
the next state value of token @fM; is constrained to 1, while it is constrained to
0 for LM;, indicating a transfer of the token (Eqn 5), the next stataevaf the
clock variable of. M, is incremented by 1, while the remaining clock variables are
syneed with that ofL)M; (Eqgn 6).

P4. Data Race or Pair-wise Reachability Property Constraits: A data race is de-
tected, i.e.RDF"! = 1 atthread modelat depthk + 1 whenever for a shared vari-
ableg read-write synchronization enabling constra®i¥’/*" holds (Eqn 7) with at
least one write access @n To check whether control statesc C; (of LM;) and
b € C; (of LM;) are reachable simultaneously, we reduce the reachapility-
lem to a token passing event detection, iféWi’jh = 1 by adding control states
read syncandwrite_syncbefore and after control statesandb.

We add following single-threaded (i.e., intra-model) doaistsS1-S4or each thread
model LM; (LM;) at depthk (h) as shown in Table 2.

S1. No Sync Update Constraint: The constraints (Eqn 8-11) keep the states of thread-
specific localized global variables, and newly introducadables unchanged when
there is no token passing event (i.e. no context switchiogirs.

S2. Lock/Unlock Synchronization Constraint: The constraints (Eqn 12) assert/de-
assert the locking predicate variables in the respectidimlock states.

S3. Write Commit Constraint: The constraints (Eqn 13) make the write operation of
a thread visible to others by asserting the token.

S4. Single Control State Reachability Property Constraint Like S3 the constraints
(Eqn 14) make the reachability of control state visible bgesing the token.
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As shown in Table 3, we add a single token constraint (Eqn &8pad for total
order and blocking clauses (Eqn 16) to detect multiple datas.

6 Correctness and Size Complexity

Theorem 1 (Correctness) (A) The lazy modeling constraints allow dhlyse traces
that respect the sequential consistency of memory mode\arahronization semantics
up to the bound, i.e., our modeling is complete.

(B) Further, if there exists a witness for a reachability pesty, such that the global
trace length is< n- D and each local trace lengtl D, there exists an equivalent trace
allowed by our model corresponding to the witness tracetheowords, our modeling
is sound in that it does not miss any witness up to these bounds

Proof: Here is an outline with details in Appendix A.

— CompletenessOur modeling captures the requirements for sequentialis@ney
(a) program order using the transition model of each threath Sync Update
Constraint(Eqn 9-11), andNrite Commit Constrain(Eqn 13), (b)total order of
shared accessessing logical clock along witRRead-Write Synchronizatiggqn 5
and 6) andNo Sync Update ConstraiEqn 9 and 10), (clead value ruleusing
Read-Write Synchronization Constraifiiqn 4), andNo Sync Update Constraint
(Eqn 8), and (dmutual exclusion ruleusing Lock/Unlock Synchronization Con-
straint (Eqn 12).

— SoundnessWe add pair-wise constraints fafl pairs of shared accesses that are
statically reachablaip to the bounded depth. Thus, we capture all possible inter-
leavings of shared accesses up to the bound, and hence, ma oz@igs any witness
up to the boundd

6.1 Size Complexity

We now discuss the size of constraints and variaibleementallyadded at each depth
d for n concurrent threads. We consider thread specé#i@d_sync andwr i t e_sync
procedure calls, without inlining. This implies that at kamrolled depttk of LM;, at
most ongread.synccontrol stater; and at most onerite_synccontrol statew; belong
to the reachable s&®;(k). Thus, at depthl, r; (or w;) block is paired with at most
(n-d) wj (orr;) blocks. Since there arethreads, we have at mo@t? - d) pairs. Thus,
at depthd, the number of pair-wise constraints added, and varialbfeeduced are
O(d), and number of non-pair constraints adde@{4). Overall, the size of constraints
and variables added up to depthis O(d?). Thus, the concurrency constraints grow
quadraticallywith unrolling in the worst case.

For X memory accesses up to depththe size complexity can be shown to be
O(X?). To compare, the previous approaches [23, 24], inautdccost, i.e.,0(X?),
for a given memory model and a test program.

7 Removal of Redundant Concurrency Constraints

We use various static analyses to reduce the number of daswétches to consider.
We identify and remove redundant concurrency constraimtsesponding to them as
follows:

— CFG transformation(PB): We use path/loop balancing transformations [21] on
each thread model independently to obtain a reduced setati¢adlty reachable
blocks inCSR This reduces concurrency and unrolled transition coimg.a
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— Lockset-based analys{MIX): We determine statically pair-wise unreachability of
read_.syncandwrite_synccontrol states usinfpckset[9, 10, 14] analysis. For such
pairs ofread.syncandwrite_synccontrol states that are mutually exclusive (e.g.,
due to matching locks/unlocks), we do not add pair-wise tairds as the concur-
rency semantics forbids context-switching between thioseat states.

— Context-sensitive CSECXT): In our modeling, we handle non-recursive proce-
dures by creating a single copy and using extra variableadode the call/return
sites. (Recursive procedures are inlined upto some userechdepth). However,
not inlining a procedure can causdseloops in the CFG of each thread, due to un-
matched calls/returns of a procedure. We avoid saturati@BR due tdalseloops
in CSR by determining reachability in a context-sensitianmer, i.e., by matching
the call/return sites for each procedure call. We observaumexperimental re-
sults that such analysis gives a dramatically reduced setachableead syncand
write_synccontrol states, and hence, a reduction in the set of pag-aasistraints
added.

DiscussionThe above mentioned static analysis techniques are noreedo be pre-
cise as the imprecision does not affect completeness andisess (Theorem 1) and
size complexity of the overall analysis. However, less jge¢but conservative) static
analysis may result in less simplification and thereby poBMC performance. Fur-
thermore, we can utilize transactions and/or partial oré@uctions [8,14], to eliminate
some pair-wise concurrency constraints.

8 Experiments

We experimented on thBai sy fil e system[31], a public benchmark used to
evaluate and compare various concurrent verification igcies for concurrent threads
communicating with shared memory and locks/unlocks. Iti&BOC Java implemen-
tation of a representative file system, where each file icatéd a unique inode that
stores the file parameters, and a unique block which stottas Bach access to a file,
inode or block is guarded by a dedicated lock. Since a thread dot guarantee ex-
clusive operations on byte access, potential race condiggist. This system has some
known data races. For our experiments, we used a C versidreafade [14] with a
two-threaded concurrent system.

We conducted our experiments on an SMT-based BMC frameviailas to [21].
We used theyi ces- 1. 0 [32] SMT solver at the back-end. We compared tany
modelingwith an eager modelingln eager modeling approach, we add the pair-wise
constraints in the model itself between the states witheshaccess, that also have wait-
cycles. We applied BMC simplification usingSRas discussed in Section 2.3 for all
cases, referred to as the baseline strategy. We then codtbisédaseline strategy with
other static analysis techniques such as path balancom@&G transformation$g)
on CFG [21], context-sensitive analysi8X{T), andlocksetanalysis MI'X) [9, 10, 14].
We conducted controlled experiments with various cominatof these techniques.

8.1 Comparing BMC results

We now compare the performance of SMT-based BMC on detextirtipledata races,
on both eager/lazy models, in various combinations ofesfies. Note, multiple race
detection is an optional feature. We detextltiple data racesncrementally, by adding
a blocking clause corresponding to the token passing eseatin the last witness trace
to the satisfiable BMC instance, and then continuing thecbe&e conducted our ex-
periments on a workstation with dual Intel 2.8 GHz Xeon Pssoes with 4GB physical
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memory running Red Hat Linux 7.2, using a 6 hx20Ks) time limit and unroll bound
limit of 300 for each BMC run. The results are summarized iblg@at(a). Column 1,
shows the modeling approach (eager/lazy); Columns 2-6 &M@ results for various
combinations of static analysis methods. Edalte point(d : ¢, m) corresponds to a
performance summary of BMC up to depthwith ¢ andm representing the cumulative
run time and memory used, respectively. Note, cumulative includes the solve time
incurred in the previous depths for the same run. We showezteel fewdata points
for comparison. Specifically, Column 2 shows data for CSRwib PB and noCXT;
Column 3 shows data for CSR wifPB and noCXT; Column 4 shows data for CSR
with PB andCXT; Column 5 shows data for CSR wifB, CXT andMT'X; and Column
6 shows data for CSR witRB andMT X, but noCXT. For eager modeling, due to non-
inlining of procedure calls, we did not obtain any usefuldset information to reduce
the constraints statically, and therefore, results in tlerans( CSR+PB+CXT+MTIX)
and( CSR+PB+MTX) are the same gsCSR+PB+CXT) and( CSR+PB) , respectively.
As an example, consider BMC at unroll depgth BMC on eager model witlRSRtimes
out (TO) requiring 66 Mb, while on lazy model witGSR it takes 26s and 39Mb.

In general PB and CXT help BMC go deeper in both the eager and lazy models.
However,CXT has a pronounced effect on the BMC performance. We also \sdxser
that thelocksetanalysis helps in improving the BMC performance, but natiigantly.
BMC on eager model, in general, does not go very deep, and tinmiein all cases with-
out detecting any data races. In contrast, BMC on lazy modél (CSR+PB+CXT)
or (CSR+PB+CXT+MrX) is able to find50 data races in a single BMC run. Note,
less precise static analySBSR and CSR+PB show poorer performance compared to
CSR+PB+CXT andCSR+PB+CXT+MI'X.

In Table 4(b), we provide details of BMC performance on landels usingcSR+PB+CXT+MT X
on the first five data races. Column 1 shows the data racedilistiee order of detection;
Columns 2-4 show the BMC depth, cumulative time, and memsedurespectively.
Column 5 shows the context-switches in the trace, each dd@s{P; : k;,l;) — (P; :
k;,1;) where modeP; executesininterruptedrom depthk; to /;, and then switches the
context toP; at depthk;. The Daisy example intentionally included many data rases a
a benchmark. Each race reported here corresponds to a w@tjaEcontext-switches
in the witness trace. As an example, the first data race icdetat depth 43 taking
12s and 10Mb. There are 3 context switche®;aun from depth) to 127, followed by
a P, run from depth) to 127, followed by anothef; run from128 to 142, followed by
a data race detection wheéh accesses the same variable at dépth Note, the length
of the trace i271(= 143 + 128).

8.2 Comparison with related work

In a related effort [14], two write-write data races wereea¢td for the same bench-
mark,i.eDai sy file system[31],using 1283sand 122Mb, and 5925s and 902Mb,
respectively. Note, our eager modeling (used in experig)afiffers from them mainly
in the back-end solver, i.e., SMT vs SAT, and in use of staituction methods, which
was the crux of their approach. We believe that the ordersazfnitude improvement
in BMC performance (as reported in Table 4(b)), are attaubhainly to our lazy mod-
eling paradigm that facilitates dramatic size-reductibBMIC instances.

In contrast to a closely related work TCMBC [15], we do not bduhe number
of context switches. Further, we add constraints lazily iaedementally during BMC
unrolling. TCBMC, built over CBMC [33], translates concent C threads into static
single assignment (SSA) form, and adds constraints for adedinumber of context-
switches for a bounded depth. TCMBC approach requiresrliiing of functions and
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unwinding of loops like CBMC. This CBMC-based approachréfiere, is not scalable
to large piece of code or code with reactive behavior, as sheviously [29].

We also contrast our work with [23, 24], where weaker memooyglets are consid-
ered. However, these approaches only check given testgregiurther, the number
of concurrency constraints they add axeic [24] in the number of shared accesses,
while we add ayjuadratichumber of constraints.

Table 4. SMT-based BMC (a) Comparison Results (b) Sample Witness=§ra

(a) Comparing SMT-based BMC (b) FirsData Race Traces using
on Lazy/Eager Models CSR+PB+CXT+MI'X on lazy model
Static Analysis Strategies BMC [Ti melVen) (Pi + ki, 1)
Mode|[ CSR | CSRFPB | CSRFPB | CSRFPB | CSRFPB — (Pj : kj,15)
(1) ) +CXT(3) |+CXT+MTX(@)| +MTX(5) |||#depth sec|Mv| P; executes from depths
a7 T, m With d =BMC Depih,f =Cum. Time(s);m =Mem({Mb) ki té”i Ut”'“ttem,'tpthed
Eagef| 64 TO,66] 64 132,21 64.10,14] sameas | sameas %o by at depth. .
95 TO,59| 95: 2K, 3T 3) ) T OS2 0157
22 70,49 1l 143 | 12 | 10| 0127 (2 0,127~
. N — . N (1: 128,142)-(2: 128,-)
race: A 172 | 25 |13 [(C 0120 =(Z 0,127~
Lazy|[ 64 26,39] 64:6,10 | 64:2,6 64: 1,6 64: 3,10 (1:128,173)+(2: 128,)
738K, 10T 95:35,10] 95:5,8 95:4,8 95:17,28 3l 180 | 30 | 15| (& 0.14)~(Z 0,179)
Yices [118:TO,11# 118:8,11| 118:8,11 [118: 15K,10§ —.(1:15,)
124716, 10| 124:9,10 [ 119:TO,113 (130,127}~ (2:0,158)~
aborted 287 2. 7K. 34287 2.4K.32 4 211 | 96 | 17((1:128,158)>(2:159,210)
Tace” N N 50 races 50 races N —(1:159,-)
T:0, 127)~(2: 0,210
Note: N=No Race Detected,2Yi ces Aborted, TG=Time Out 5 211 99 [18] —>(1ﬁ58,—) )

9 Conclusions and Future Work

We described a novel lazy modeling paradigm for shared mgmaiti-threaded con-
current systems, that is more suitable for BMC compared telsonous modeling of
interleaving semantics proposed previously. Such diremdating of concurrency se-
mantics in BMC is geared toward reducing the size of BMC insts, and thereby,
improving the performance of BMC for deeper analysis. We addcurrency con-
straints lazily, incrementally and on-the-fly during BMCralling that preserve the
concurrency semantics up to the bounded depth. We demtatsgaveral benefits of
such an approach without incurring the cost of modelingrieéeing semantics. By
avoiding wait-cycles, our modeling allows greater scopedduction in size of a BMC
instance.. In addition, we use various static analysesdocethe number of context-
switches to consider, which further reduces the size ofdinstraints. We demonstrated
the efficacy of our approach on a complex example.

In future, we would like to combingartial-order reductionmethods [8, 14], add
deadlock detection, and analyze weaker memory models.
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*+x* The appendi x shoul d not be considered as a part of the
submni ssi on. ***

Appendix: Proofs
A Proof of Correctness

We present the proof of soundness and completeness of owlimp@pproach. We
start with a few definitions and notations.

Let there ben thread models withn shared variables. For each modgl/;, let
¥ denote its local state at depth and P"” denote the set of finite sequences of
its local state transitions:f’d(l) =, cf(z), allowed by the transition relation and
concurrency modeling constraints added uptéor somed(i) < D, respectively. As a
note, each moddl M; has differenti(i). To simplify notation, we usé instead ofi(:)
without changing its meaning in the following.

Let the pair(cF, cf*l) denote the local state transition between the correspgndin
states. Since the modél\/; does not have self-loops, thereeigher a transition such
thatci.€+1 # ck, or the associatedssune constraint (Eqn 12-13) does not hold. In
the latter case, transitions froefi are terminated, i.ek = d. Letgk,--- gk , TKF,
CSk -..CSE, represent current state values of thealizedshared variables of the

modelL M, in statec’. Let ¢*! denote the subsequende- - -, ¢} of .

Definition 1 A subsequenoé’l is called an initial subsequence (IS) iff the following
hold

-k=0,1<d
— Vo<naTKP =0, TKT =1

Note, each”" has at most ontS.

Definition 2 A subsequencé?"l is called an uninterrupted subsequence (US) iff the
following holds

- << TKf = . =TK! =1, TK!M' = ... TK! =0
- TK™'=0,ifk#0
- TKT =1,ifl1#4d

A US denoted as!""", is said to becomplete iffh < [; otherwise, it is said to be
incompletei.e.,h = [. Note, anncomplete USiasT K* = 1 in all states in the subse-
guence.

Using Definitions 1 and 2, we chop the sequecﬁ:éinto subsequences ¢ and
US. We can easily show by virtue of construction that for a sghsacec"! with
[ # d, there is another subsequem:f; LU These subsequences can be concatenated
(denoted by =), i.egt! . JdFLAY

s , to obtain the sequencg“. We say these subse-
guences followconcatenation order
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Example We illustrate above definitions using an example showngufé 4. Let there
be three thread®;, P, and P; with local sequences®, ¢3®, andcy°, respectively.
Let each box represent the local stelteof the threadP; at stepk. The valuel /0 inside
the shaded/unshaded box denotes the token valseeast the thread state. The sub-
sequenceblSare shown by bold rectangle, atfslare shown with dash outlines. Note,
all US subsequences aoempleteexcept one, i.ecy®® indicating P, is the current
holder of the token. We will show later that given these sghseaces, there exists a
unique total order on the subsequences, denotéd&shat satisfies the concurrency
constraints up to depth 8.

4 . 5 6 7,8,

f f f — f f — Time steps
¢, 014 c,568)
P1|TK]=1 1‘0‘0‘0'1‘ 1‘0‘ | Concat order
¢,08=c,014::¢,(568)

©0) c, 135 C,688)

Concat order
€,08) =¢,00)::¢,(139):: ¢,688)

P2§TK2=0|1‘1‘1‘0‘0|1

1‘1

% ¢t c2 ¢ ¢t ¢ cf ¢ cf

409 c4138)

P iTK :Ol a ‘ 2 ‘ 2 ‘ o ‘ o ‘ o Concat order
R €408 = ¢,00::¢,138)
c® ¢t c? ¢ ¢t ¢ ¢
Complete US:  ¢,014, ¢,139), c,(136), ¢, (568), c,(6.88)
Incomplete US: c,©88)

Initial US: c,014
IS: €,09, c,00
IUS: CZ(U,O)’ CS(U,O)’ Cl(U,l,d)’ C2(1,3,5)v 03(1,3,5)’ c1(5,5,8)' CZ(E,B,B)

Fig. 4. llustrating various definition of subsequences.

Definition 3 A local sequence?’d can be one of the following types I, Il, or Ill de-
pending on the existence of IS and US in the sequence.

— Type I: IS does not exist and at least one US exists. One caratammate multiple

USsuchthatOd bl L A R l” h”d

— Typell: IS exists (|mlply|ng existence of at Ieast one USI) soat one can concate-
nate IS and US to obtairf*?, i.e.,c)? = ¢ o B

— Type lll: Neither an IS nor a US exists for the local sequence

One can show existence of such concatenations for typesll asithg the definition of
US If IS exists, there exists at least 0d€in a sequenc by construction.

Example In Figure 4,0 = ?’1’4 = 7%% is atype | sequence and)® = ¢°
cy®® 5% andd)’ = cg 0 b0 aretype Il sequences.
Definition 4 We say an ordered pal(rck LY ,cf’h"l) of US from different threads is

valid iff RWig-’C DR 1,fork > 0,andh’ <!, i.e., token passing occurs.
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We have followingprogram ordermproperty on each local sequeng?éi.

Lemma 1. Each local sequenoé)"d follows program order.

Proof: Note, the annotations (Section 5.1) do not change thevelatider of the
thread statements. Further, if &kad-Write Synchronization Enabling Constraging
disabled, i.e.¥;.; 0<n<a RW}"* = 0, No Sync Update ConstraiEqn 8-11) ensures
that each thread modél)/; behaves identical td4;. Therefore, the program order of
memory access is also preserved in these sequences.

Lemma 2. Type lll sequences, by Definition 3, cannot affect globaésend therefore,
can be ignored while analyzing global state.

Proof: Recall, type Il sequence corresponds to a local executimm the initial
state, where the write to shared variables have not been @tedmrhus, such se-
quences cannot affect the global state, and therefore, eagniored. Note, that the
constraintSingle Control State Reachability Property Constrai(Egin 14) requires
thatT K; = 1 when the local control stateis reachable, and therefore, witnesses are
necessarily eitheype lor lll sequences]

Lemma 3. Concatenation order of type | and Il sequences follows paogorder and
is unique for a local sequence.

Proof: Follows from the definitions dfype landll sequences and Lemmarl.

Lemma 4. For a valid ordered pair(cf,’h,’ll,cf’h’l), the following hold:

mn k R’
= VaziCSq = ,Cqu
- CSE =08 +1
= Vi1 = 9y
Proof: For avalid ordered pairRij’“_l)h/ = 1 holds. Hence, from Eqn@;,S: ! =

CSZ-’. The proof follows fromRead-Write Synchronization Update Constraifiign 4
and 6).0

Lemma 5. For an IS or USc®™! the following hold:
m k _ 1
- qulcsqi — CSqZ
Proof: Since inISandUS, there is no transition of token value frditto 1, RCF =

--- = RC! = 0. Applying No Sync Update ConstraigEqn 10), the proof follows

. . IENET i
Lemma 6. Given a concatenatiom?" :: ... :: ¢¥ "' the following hold:

(2

- CSk < oSk
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Proof: Note,k < k' as concatenation order ispmogram order(Lemma 3). Further,

since the only update constraints (Eqn 6 and 10) do not dm@ﬁ{i for k' > k, the
proof follows.O

Lemma 7. There is a unique US"™" with k& = 0 for somei.

Proof: It follows from the Single Token ConstraifEqn 15), that allows only one
model, sayi, to have token initiallyD

k,h,l
i

with k& # 0, there exists a unique complete Uj‘éh,’l/ with

h' < I such that the ordered paief "', c*™!y is valid.

Lemma 8. For an US¢

Proof: From the Definition Zcf"h’l with £ # 0 impIiesTKf*1 # TKF; which
in turn implies RCF~* # 0, using Eqn 9. W.L.o.g. (Without loss of generality), let
ROf*1 = a;?', which with Eqn 2 impIiesRWig.k_l)h = 1. Thus, as per Definition 4,

. ’ I . .
the ordered paird; L ,cf’h’l) is valid.O

Lemma 9. For a complete U$§k/’h/’l/) with b’ < I, there exists a unique US;’h’l
such that the ordered paitf’h/’l/,cf’h’l) is valid.

Proof: From the Definition Zpl’;/’h/"l, with A" < I’ implies TKJ’?'+1 = 0 and
TK! = 1; which in turn impliesiV C!" # 0, using Eqn 11. W.l.o.g., l66/C"" = a¥,
which with Eqn 3 impIiesRWff’l)h, = 1. Thus, as per Definition 4, the ordered pair

roptogt 3 .
(C? L ,cf"h’l) is valid. O

Lemma 10. A global sequence of US (from different threads) can be cocistd so
that every consecutive pair of US is a valid ordered pair aspefinition 4. Further,

such a sequence starts with a unigé~ for somei.

Proof: As per Lemma 7, there exists a uniqué c?’h’l. We start a sequence with
the uniquelS. If & = [, we stop; otherwise using Lemma 9, we obtain a é&in the

sequence, say” """ and continue untik’ = I’. Note, we stop at amcomplete USs

per Definition 2.0

In the following Lemma 11- 13, we prove that the global seaqeenfUS, so con-
structed, has the following propertidiite, cycle-free unique and atotal ordered
interleaving sequence &fSin the program order

Lemma 11. The global sequence of US (from different thread) is finiés ho cycle
and always ends with an incomplete US.
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Proof: As the number obiSis finite for a local sequened™, and number of threads
are finite, i.e.n, we only have to show that there is no cycle in the sequentksoto
prove by contradiction, we assume there exists a cyclecfié:', .- i " Pl
W.l.0.g., let there be no nested cycle in this cycle. Appipiiemma 4 on consecutiiéS
; k,h,l K h / . .
in the sequence”"", - - -, ¢; , one can show that's}; < C'S¥ . Again, applying
Lemma 4 and 5 onc; """, "), we show thal'SE, = C'S!; andC'S%, +1 = CSE.
Thus, we obtain a contradicti@giS’. < CSk. Therefore, we conclude that the sequence
is finite with no cycle and always ends with emcomplete USs per construction using

Lemma 10O

Lemma 12. The global sequence of US is unique.
Proof: We show this by induction on the subsequence length.

— Basis Sequence with ongS,

This is trivially true as there is a uniqués c?"h’l as perLemma 7.

— Induction: Given a unique global subsequencel of lengtht starting with a
unigueUSand ending with @omplete USwe show that the subsequence of length
t+ 1 is also unique. Note, if the lakiSis incompletethe induction step is trivially
true since there can be only oimeompleteJS in a global sequence bfS.

Let thet*® USin the global sequence WU \We use Lemma 9 to obtain a
unique nextJS. Thus, the subsequence of length 1 is also uniquel

Lemma 13. The global sequence of US is a total order-ed sequence antainzs
program order.

Proof: We show that the global sequence includes all the local segseofUSin
the concatenation order.

— Inclusion To show total inclusion, we show a giveS ¢!, is not left out,

i.e., it is always included in the global sequenceklf= 0, we are done triv-
ially, as per Lemma 7 thiflSis unique, and the global sequence starts with this
US (Lemma 10); otherwise, we use Lemma 8 repeatedly, finitetgnobs per
Lemma 11, and obtain anoth&lS ¢* "' preceding it, untilk’ = 0. As per

J
Lemma 12, there is a unique global sequence, and the sequ?e’hcle- . ~cf"h’l

is a subsequence of the global sequence.
— Concatenation orderVe show this by contradiction. Given a concatenated pair of

1 g .
us cimt o PERLE e assume that in the global sequence, we have a subse-

I . . .
quencecl“"h L ~cf’h"l, where the pair does not appearcioncatenation order

4
Applying Lemma 4 on consecutivgSin the global sequenoé“’h o ,cf’h"l,

one can show that's’! < C'S%. However, using Lemma 6, we obtaifiS% <
CS4; a contradiction.

Thus,inclusionandconcatenation orderules give a total interleaving of the local se-
guences obJSand using Lemma 3 we also obtain that the global sequend8& ofain-
tains the program ordern]
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We construct a global sequence, denotetlJ&; by sequencing allSin some total
order before the global sequences.
Example In Figure 4, the global sequeneg’, ¢3°, "', ¢3??, 3?0, 208, (588
represents atus.

Now, we prove thatUS holds the sequential consistency and synchronization se-
mantics.

Lemma 14. The sequence IUS maintains program order.

Proof: This follows trivially from Lemma 1 and 133

Lemma 15. The sequence IUS has a total order of memory access.

Proof: As per Lemma 13, the global sequenceUS is a total ordered sequence.
Further, since we choose a total order8nthe proof follows.O

Lemma 16. Read value rule is maintained in IUS, i.e., a read access bbaesl vari-
able observes the effect of the last write access to the sanable in the sequence
IUS.

Proof: In eachUS, Read Value Rulés observed due to program semantics as per
Lemma 1. Between consecutilss (from different threads)Read Value Rules main-
tained by Lemma 4. In eadB, and in the starting uniqués, the read of shared variable
seeghe initial state of the shared memory, which is the samelfthi@ead modelst

Lemma 17. Shared accesses by different threads in matched lockkimperations
are mutually exclusive in 1US.

Proof: It is is sufficient to show that the mutually exclusive shaaedess does not
occur twice in thdUS sequence with same lock variable being selt Without setting
it to 0 in between.

W.l.o.g., assume a shared variable is accessed simultslyeoia statea; andb;

that are mutually exclusive using logkin the global sequence 88S. Letc™"' denote
aUSsuch thatk! has valuel. Let c]; U denoteUS such that for somé’ < ¢ < 1/,

lkf;l gets valud in control state:.tj*1 due to an update from a lock control sta}eLet

™" oceur before’s """ in the IUS. We further assume that there exists no other se-

quence corresponding to lock/unlock of ldék A necessary condition for exclusive vi-
olation to occur, is to show that there exists in lI& a transition from lock acquisition
control state, i.ect with ¢ < I’. Note, k¥ = Ik! = 1 asRead Value Rulis maintained
(Lemma 16), which thévlutual Exclusion ConstraintEqn 12),Bc§_ = (Ik} = 0),
there is a clear conflict. Hence, such a global sequéd8aloes not exist where lock
variable is set td twice without setting it td). Similarly, we can argue for unlock case,
where lock is set t0 twice without setting it tol. O

We now present the following Theorem validating the sousdraad completeness of
our lazy modeling approach for BMC.
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Theorem 1 The lazy modeling constraints allow only those traces thapect the se-
guential consistency of memory model and synchronizatieareatics up to the bound
D, i.e., our modeling is complete.

Further, if there exists witness for a reachability propgguch that the global trace
length is< n - D and each local trace lengtkl D, there exists an equivalent trace
allowed by our model, i.e., IUS corresponding to the witriesmse. In other words, our
modeling is sound in that it does not miss any witness up &etheunds.

Proof:

— CompletenessRecall, for a given BMC bound, Pf’D denotes the set of se-
guences of local state transitions up to the bound. Givepla tf local state tran-
sitions (2™ ... ™y e POP ... x POP we construct a unique global
sequenceUs, that capture the requirements of sequential consistehimemory
model and synchronization semantics up to the babndemmas 14-17). Thus,
thelUSrepresents a valid trace in the concurrent system w.r.&esg@l consistency
and synchronization semantics.

— SoundnessWWe show that for a given witness trace that follows sequenta-
sistency and synchronization semantics, there existsla afdocal state transi-

tions(c(f’d(l), cee c?{d(")). Note, from this tuple we construct a uniglés (using
Lemma 10 and 12).
Let us take a total ordereff*-length memory tracet? - - - A§ that is sequentially
consistent and follows synchronization semantics and istaegs to the given
reachability property, wherelg- represents a shared access by thrBadat "
step. We chop this trace into subsequences of consecutiesses of a threa#,
i.e., AF ... Al We then append a NOP operatidf ™ after AL. We obtain an
equivalentUS from each such subsequence by associating a téeénsuch that
TKF=...=TK}=1,andTK""" = ... = TK!™' = 0, where we choosk
from one of the following:
e h = k, if there is no write in the subsequence
e h = r, if subsequence is not the last subsequence Anid the last write in
the subsequence,<r <1
e h =1, if the subsequence is the last sequence (and there is aopgtation in
the subsequence).
We then obtain a local sequencelds for each thread’;, by taking theUS corre-

sponding to the threa®; and concatenate them in the same order as they appear

in the witness. Note, each local sequence follows the prognaler (quaranteed
by the witness), which can be represented by the tuple of ktede transition

c(f’d(l), cee 24 Note, each local sequence ig/pe lor Il sequences by Defini-
tion 3.0

CommentsThe maximum length of alJS can ben - D with the restriction that each
local sequence, combinin§ andUS, is of maximum lengthD. Note, the construction
of IUSis only conceptual. Indeed, we use BMC to explore all suclsiptsiUS to find
a violation or a witness for a reachability property.



