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Abstract. We present an efficient method for modeling multi-threaded concur-
rent systems with shared variables and locks in Bounded Model Checking (BMC),
and use it to improve the detection of safety properties suchas data races. Pre-
vious approaches based on synchronous modeling of interleaving semantics do
not scale up well due to the inherent asynchronism in those models. Instead, in
our approach, we first create independent (uncoupled) models for each individ-
ual thread in the system, then explicitly add additional synchronization variables
and constraints, incrementally, and only where such synchronization is needed to
guarantee the (chosen) concurrency semantics (based on sequential consistency).
We describe our modeling in detail and report verification results to demonstrate
the efficacy of our approach on a complex case study.

1 Introduction
The growth of cheap and ubiquitous multi-processor systemsand concurrent library
support are making concurrency programming very attractive. On the other hand, verifi-
cation of concurrent systems remains a daunting task especially due to complex and un-
expected interactions between asynchronous threads, and various architecture-specific
memory consistency models [1]. In this work, we focus on concurrency semantics based
on sequential consistency [2]. In this semantics, the observer has a view of only the local
history of the individual threads where the operations respect the program order. Fur-
ther, all the memory operations exhibit a commontotal order that respect theprogram
order and has theread value property, i.e., the read of a variable returns the last write
on the same variable in that total order. In the presence of synchronization primitives
such as locks/unlocks, the concurrency semantics also respects the mutual exclusion
of operations that are guarded by matching locks. Sequential consistency is the most
commonly used concurrency semantics for software development due to ease of pro-
gramming, especially to obtain race-free, i.e, correctly synchronized threads. Adata
racecorresponds to a global state where two different threads access the same shared
variable, and at least one of them is a write.

Bounded Model Checking (BMC) [3] has been successfully applied to verify real-
world designs. Strengths of BMC are manifold: First, expensive quantification used
in symbolic model checking [4] is avoided. Second, reachable states are not stored,
avoiding blow-up of intermediate state representation. Third, modern SAT solvers are
able to search through the relevant paths of the problem eventhough the paths get
longer with the each BMC unrolling. We focus on verifying concurrent systems through
efficient modeling in BMC.

1.1 Related Work

We discuss various model checking efforts, both explicit and symbolic, for verifying
concurrent systems with shared memory. The general problemof verifying a concur-
rent system with even two threads with unbounded stacks is undecidable [5]. In practice,
these verification efforts useincompletemethods, orimprecisemodels, or sometimes
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both, to address the scalability of the problem. The verification model is typically ob-
tained by composing individual thread models using interleaving semantics, and model
checkers are applied to systematically explore the global state space. Model checkers
such as Verisoft [6], Zing [7] explore states and transitions of the concurrent system
using explicit enumeration. Although several state space reduction techniques based on
partial order methods [8] and transactions-based methods [9–12] have been proposed,
these techniques do not scale well due to both state explosion and explicit enumeration.

Symbolic model checkers such as BDD-based SMV [4], and SAT-based Bounded
Model Checking (BMC) [3] use symbolic representation and traversal of state space,
and have been shown to be effective for verifying synchronous hardware designs. There
have been some efforts [13–16] to combine symbolic model checking with the above
mentioned state-reduction methods for verifying concurrent software. However, they
still suffer from lack of scalability. To overcome this limitation, some researchers have
employed sound abstraction [7] with bounded number of context switches [17], while
some others have used finite-state model [15,18] or Boolean program abstractions with
bounded depth analysis [19]. This is also combined with a bounded number of context
switches knowna priori [15] or a proof-guided method to discover them [18]. To the
best of our knowledge, all these model checking methods use synchronous modeling
of interleaving semantics. As we see later, our focus is to move away from such syn-
chronous modeling in BMC in order to obtain significant reduction in the size of the
BMC instances.

Another development is the growing popularity of Satisfiability-Modulo Theory
(SMT)-solvers such as [20]. Due to their support for richer expressive theories be-
yond Boolean logic, and several latest advancements, SMT-based methods are provid-
ing more scalable alternatives than BDD-based or SAT-basedmethods. In SMT-based
BMC, a BMC problem is translated typically into a quantifier-free formula in a decid-
able subset of first order logic, instead of translating it into a propositional formula, and
the formula is then checked for satisfiability using an SMT solver. Specifically, with
several acceleration techniques, SMT-based BMC has been shown [21] to scale better
than SAT-based BMC for finding bugs.

There have been parallel efforts [22–24] to detect bugs for weaker memory models.
As shown in [25], one can check these models using axiomatic memory style specifi-
cations combined with constraint solvers. Note, though these methods support various
memory models, they check for bugs using given test programs. There has been no
effort so far, to our knowledge, to integrate such specifications in a model checking
framework that does not require test programs. There have been other efforts using
static analysis [26, 27] to detect static races. Unlike these methods, our goal is to find
true bugs and to not report false warnings.

1.2 Our Approach: Overview

We present an efficient modeling for multi-threaded concurrent systems with shared
variables and locks in BMC. We consider C threads under the assumption of a bounded
heap and bounded stack. Using this modeling, we augment SMT-based BMC to de-
tect violations of safety properties such as data races.The main novelty of our ap-
proach is that it provides a sound and complete modeling withrespect to the considered
concurrency semantics, without the expensive synchronousmodeling of interleaving
semantics. Specifically, we do not introducewait-cyclesto model interleaving of the
individual threads, and do not model a scheduler explicitly. As we see later, these wait-
cycles are detrimental to the performance of BMC. Instead, we first createindepen-
dent (decoupled) individual thread models, and add memory consistency constraints
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lazily, incrementally, andon-the-flyduring BMC unrolling to capture the considered
concurrency semantics. Our modeling preserves with respect to a property the set of
all possible executions up to a bounded depth that satisfy the sequential consistency
and synchronization semantics, without requiring ana priori bound on the number of
context switches. We have implemented our techniques in a prototype SMT-based BMC
framework, and demonstrate its effectiveness through controlled experiments on a com-
plex concurrency benchmark. For experiments, we contrast our lazy modelingapproach
with aneager modeling[13–16] of the concurrent system, i.e., a monolithic model syn-
chronously composed with interleaving semantics (and possibly, with state-reduction
constraints) enforced by an explicit scheduler, capturingall concurrent behaviors of the
system eagerly.

Outline: We provide a short background in Section 2; motivation in Section 3; illus-
trate our basic approach with an example in Section 4; formaldescription of our model-
ing in Section 5; correctness theorems and discussion on size complexity in Section 6;
BMC size-reduction techniques in Section 7; followed by experiments in Section 8, and
conclusions in Section 9.

2 Preliminaries
2.1 Concurrent System: Model and Semantics

We consider a concurrent system comprising a finite number ofdeterministic bounded-
stack threads communicating with shared variables, some ofwhich are used as syn-
chronization objects such as locks. Each thread has a finite set of control states and can
be modeled as an extended finite state machine (EFSM). An EFSMmodel is a 5-tuple
(s0, C, I, D, T ) where,s0 is an initial state,C is a set of control states (or blocks),I is
a set of inputs,D is a set of data state variables (with possibly infinite range), andT is
a set of 4-tuple(c, g, u, c′) transitions wherec, c′ ∈ C, g is a Boolean-valued enabling
condition (orguard) on state and input variables,u is an update function on state and
input variables.

We define a concurrent system modelCS as a 4-tuple(M,V , T , s0), whereM de-
notes a finite set of EFSM models, i.e.,M = {M1, · · · , Mn}with Mi = (s0i, Ci, Ii, Di∪
V , Ti), V denotes a finite set of shared(or global) variables i.e.,V = {g1, · · · , gm}, T
denotes a finite set of transitions, i.e.,T =

⋃
i Ti, s0 denotes the initial global state.

Note, for i 6= j, Ci ∩ Cj = ∅, Ii ∩ Ij = ∅, Di ∩ Dj = ∅, andTi ∩ Tj = ∅,
i.e., except for shared variablesV , eachMi is disjoint. LetV Li denote a set of tu-
ples values for local data state variables inDi, andV G denote a set of tuple values
for shared variables inV . A global states of CS is a tuple(s1, · · · , sn, v) ∈ S =
(C1 × V L1) · · · × (Cn × V Ln) × V G wheresi ∈ Ci × V Li andv ∈ V G denotes
the values of the shared global variables. Note,si denotes the local state tuple(ci, xi)
whereci ∈ Ci represents the local control state, andxi ∈ V Li represents the local
data state. A global transition system forCS is an interleaved composition of the indi-
vidual EFSM models,Mi. Each global transition consists of firing of a local transition
ti = (ai, gi, ui, bi) ∈ T . In a given global states, the local transitionti of modelMi

is said to bescheduledif ci = ai, whereci is the local control state component ofsi.
Further, if enabling predicategi evaluates to true ins, we say thatti is enabled. Note, in
general, more than one local transition of modelMi can bescheduledbut exactly one
of them can beenabled(Mi is a deterministic EFSM). The set of all transitions that are
enabled in a states is denoted byenabled(s).

We can obtain a synchronous execution model forCS by defining a scheduling
functionE : M × S 7→ {0, 1} such thatt is said to beexecutedat global states, iff



4 Malay K. Ganai and Aarti Gupta

t ∈ enabled(s) ∩ Ti andE(Mi, s) = 1. Note, in interleaved semantics, at most one
enabled transition can be executed at a global states. In this synchronous execution
model, each thread local statesi (with shared access) has await-cycle, i.e., a self-loop
to allow all possible interleavings.

Semantics of a sequentially consistent memory model [25,28] are as follows:

– Program Order Rule: Shared accesses, i.e. read/write to shared variables, should
follow individual program thread semantics.

– Total Order Rule: Shared accesses across all threads should have a total order.
– Read Value Rule: A read access of a shared variable should observe the effectof

the last write access to the same variable in the total order.
– Mutual Exclusion Rule: Shared accesses in matched locks/unlock operations should

be mutually exclusive.

Thread P1 Thread P2

1a. g1 = 0; x = 0; 1b. g1 = 0; y = 0;
l1 = 0; l1 = 0;

2a. lock(l1); 2b. lock(l1);
3a. if (g1 = 1) 3b. if (g1 = 0)

goto 6a; goto 6b;
4a. g1 = 1; 4b. g1 = 0;
5a. x + +; 5b. y + +;
6a. unlock(l1); 6b. unlock(l1)
7a. assert(x > 0); 7b. g1 = 1;
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Fig. 1. (a) Concurrent system with threadsP1 andP2 with local variablesx andy respectively,
communicating with lockl1 and shared variableg1. (b) CFG ofP1 and P2, and (c) CFG of
concurrent system with schedulerE.

Example:We illustrate a concurrent system comprising threadsP1 andP2 with local
variablesx andy, respectively, interacting through lockl1 and shared variableg1, as
shown in Figure 1(a). Each numbered statement isatomic, i.e., it cannot be interrupted.
EFSM modelsM1 andM2 of the two threadsP1 andP2 are shown as control flow
graphs (CFG) in Figure 1(b). Note,M1 is the tuple(c01, C1, I1, D1, T1) with c01 = 1a,
C1 = {1a, · · · , 7a}, I1 = {}, D1 = {x} ∪ {g1, l1}. The transitions are shown by
directed edges with enabling predicates (if not a tautology) shown in square brackets
and update functions are shown on the side of each control state. The modelM2 is
similarly defined. An synchronously interleaved model for the concurrent system with
threadsP1 andP2, i.e.,CS= ({M1, M2}, {g1, l1}, {T1, T2}, ((1a, x), (1b, y), (g1, l1))),
with global shared variableg1 and lock variablel1, and a schedulerE is shown in
Figure 1(c). It is obtained by inserting a wait-cycle, i.e.,a self-loop at each control state
of modelMi and associating the edge with a Boolean guardEi such thatEi = 1 iff
E(Mi, s) = 1. To understand the need for such wait-cycles, consider a global states
with thread control states at2a and6b, respectively. To explore both the interleaving
2a → 3a and6b → 7b from s, each thread needs to wait when the other makes the
transition. By noting that the transitions at control states 5a, 7a, and5b correspond to
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non-shared memory accesses, one can remove the self-loops at these control states. In
general, however, all self-loops can not be removed.

2.2 Building EFSMs from C threads

For brevity, we highlight the essentials in building a thread model (EFSM) from a C
thread (using the F-Soft framework [29]) under the assumption of a bounded heap and
a bounded stack. First we obtain a simplified CFG by creating an explicit memory
model for (finite) data structures and heap memory, where indirect memory accesses
through pointers are converted to direct accesses by using auxiliary variables. We model
arrays and pointer arithmetic precisely using a sound pointer analysis. We model loops
in the CFG without unrolling them. We handle non-recursive procedures by creating a
single copy (i.e., not inlining) and using extra variables to encode the call/return sites.
Recursive procedures are inlined up to some user-chosen depth. We perform merging
of control nodes in CFG involving parallel assignments to local variables into a basic
block, where possible, to reduce the number of such blocks. We, however, keep each
shared access as a separate block to allow context-switches.

From the simplified CFG, we build an EFSM with each basic blockidentified with
a uniqueid value, and a control state variablePC denoting the current blockid. We
construct a symbolic transition relation forPC, that represent the guarded transitions
between the basic blocks. For each data variable, we add an update transition relation
based on the expressions assigned to the variable in variousbasic blocks in the CFG.
We useBooleanexpressions andarithmeticexpressions to represent the guarded and
update transition functions, respectively.

2.3 Control State Reachability (CSR) and CSR-based BMC Simplification

Control state reachability (CSR) analysis is a breadth-first traversal of the CFG (cor-
responding to an EFSM model), where a control stateb is one step reachable froma
iff there is a transition edgea −→ b. At a given sequential depthd, let R(d) represent
the set of control states that can be reachedstatically, i.e., ignoring the guards, in one
step from the states inR(d − 1), with R(0) = s0. ComputingCSR for the CFG of
M1 shown in Figure 1(b), we obtain the setR(d) for the first six depths as follows:
R(0) = {1a}, R(1) = {2a}, R(2) = {3a}, R(3) = {4a, 6a}, R(4) = {5a, 7a},
R(5) = {6a}, R(6) = {7a}. For somed, if R(d− 1) 6= R(d) = R(d + 1), we say that
theCSR saturatesat depthd, andR(t) = R(d) for t > d.

CSRcan be used to reduce size of a BMC instance significantly [21]. Basically, if
a control stater 6∈ R(d), then the unrolled transition relation of variables that depend
on r can be simplified. We define a Boolean predicateBr ≡ (PC = r), wherePC
is the program counter that tracks the current control state. Let vd denote the unrolled
variablev at depthd during BMC unrolling. Consider the thread modelM1, where
the next state of variableg1 is defined asnext(g1) = B1a? 0 : B4a? 1 : g1 (using C
language notation ?,: forcascaded if-then-else). At depthsk 6∈ {0, 3}, Bk

1a = Bk
4a = 0

since1a, 4a 6∈ R(k). Using this unreachability control state information, we canhash
the expression representation forgk+1

1 to the existing expressiongk
1 , i.e.,gk+1

1 = gk
1 .

This hashing, i.e., reusing of expressions, considerably reduces the size of the logic
formula, i.e., the BMC instance.

3 Motivation: Why wait-cycles are bad?

The scope of CSR-based BMC simplification is reduced considerably by a large car-
dinality of the setR(d), i.e., |R(d)|, and hence, the performance of BMC also gets
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affected adversely. In general, re-converging paths of different lengths and different
loop lengths are mainly responsible for enlarging setR, due to inclusion of all control
states in a loop, and ultimately leading to saturation [21].For example, computingCSR
on the concurrent synchronous model (Figure 1(c)), we obtain R(d) as follows:

R(0)= {1a, 1b}, R(1)= {2a, 2b}, R(2)= {2a, 3a, 2b, 3b}, R(3)= {2a, 3a, 4a, 6a, 2b, 3b, 4b, 6b},
R(4)= {2a, 3a, 4a, 5a, 6a, 7a, 2b, 3b, 4b, 5b, 6b, 7b}, R(t)= R(4) for t > 4 (Saturates at 4)

Clearly, saturation is inevitable due to the presence of self-loops. At t ≥ 4, the BMC
unrolled transition relation cannot be simplified further using unreachable control states,
i.e., not inR(t). Thus, the scope of reusing the expression for next state logic expression
is also reduced heavily. In general, saturation can also be caused by program loops. To
overcome that we use aBalancing Re-convergencestrategy [21] effectively to balance
the lengths of the re-convergent paths and loops by insertingNOP states. An NOP state
does not change the transition relation of any variable. However, this approach does not
work well in the presence of self-loops.

In our experience, synchronous models with self-loops for modeling interleaving se-
mantics are not directly suitable for verifying concurrentsystems using BMC. Instead,
we propose a modeling paradigm that eliminates self-loops with the goal of reducing
the size of BMC instances. However, there are many challenges in doing so in a BMC
framework.

– We would like to have soundness and completeness, i.e., neither to miss true wit-
nesses nor to report spurious witnesses (up to some bounded depth). We do so by
decoupling the individual thread models, and add the required memory consistency
constraints on-the-fly to the unrolled BMC instances. This allows us to exploit ad-
vances in SMT-based BMC, without the expensive modeling of interleaving se-
mantics. Note that for bounded analysis the number of sharedmemory accesses are
also bounded, and therefore, these constraints are typically smaller than the model
with constraints added eagerly, in practice.

– We also would like to formulate and solve iterative BMC problems incrementally,
and integrate seamlessly state-of-the-art advancements in static analysis and BMC.
We achieve our goals in a lazy modeling paradigm that simultaneously facilitates
the use of several static techniques such as context-sensitive CSR and lockset anal-
ysis [9, 10, 14] and model transformations [21] to accelerate the performance of
BMC.

4 Lazy Modeling Paradigm: Overview

We illustrate the main idea of our modeling using an example in Section 4.1, and high-
light novelties in our approach in Section 4.2. A formal exposition of the modeling and
its soundness is provided in Section 5.

4.1 Basic Approach

As a first step in our modeling, we construct abstract and independent (i.e. decoupled)
thread modelsLM1 andLM2 corresponding to the threadsP1 andP2 as shown in Fig-
ure 2. We introduce atomic thread-specific proceduresread sync andwrite sync
before and after every shared access. In Figure 2, the control statesri andwi correspond
to calls to proceduresread synci andwrite synci, respectively. We also intro-
duce global variablesTK, CS1, andCS2 described later. For each thread, we make the
global variableslocalizedby renaming. As shown in Figure 2, forP1 (and similarly for
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P2), we renameg1, l1, TK, CS1, andCS2 to local variablesg11, l11, TK1, CS11, and
CS21, respectively. The localized shared variables get non-deterministic (ND) values in
the control stateri. (Refer Section 5.1 for detailed instrumentation.) The modelsLMi

obtained after annotations areindependentsince the update transition relation for each
variable now depends only on the local state variables. Note, there are no self-loops in
these models. However, due toND read values for shared variables inri control state,
these models have additional behaviors, which we eliminateby adding concurrency
constraints as described below.

1a

2a

3a

4a

x=g11=l11=0

[g11=1]

assume(l11=1)
l11=0

g11=1
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CS21=ND()
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l11=ND()
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//w1 atomic 
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write_sync1:=
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//r1 atomic 
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g11 =ND()
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//w1 atomic 
//updates
write_sync1:=
TK1 = ND()

Fig. 2.CFG of threadsP1 andP2 with annotations.

We unroll each modelLMi independently during BMC (i.e, with possibly differ-
ent unroll depths). To each BMC instance, we add concurrencyconstraints on-the-fly
between each pair of control states with accesses to shared variables, that are statically
reachable in unrolled CFG at the corresponding thread-specific depths. For sequential
consistency, these constraints allow sufficient context-switching to maintain theread
value property, and sequentialize the context-switches to enforce a common total order.
Note, in addition to these concurrency constraints, a BMC instance comprises transition
relation of all thread models and the property constraints.The transition relation of each
thread model ensures that memory accesses within the threadfollow theprogram order.
Specifically, to capture context-switching events, we added a Boolean shared variable
referred to astoken(TK). The semantics of a token asserted by a thread is equivalent
to a guarantee that allvisible operations, i.e., shared memory accesses, issued so far
have beencommittedfor other threads to see. Initially, only one thread (chosennon-
deterministically) is allowed to assert its token. To trackthe sequentiality of the global
execution and maintaintotal order, we also add two global clock variables (one per
thread) i.e.,CS1 andCS2 to timestamp [28] the token passing events. The pair-wise
constraints, added between shared access states, allowpassingof the token. Whenever
the token is passed from threadLMi (post-access shared state) toLMj (pre-access
shared state) the concurrency constraints ensure that eachlocalized shared variable of
LMj gets the current state value of the corresponding localizedshared variable ofLMi,
and the clock variables get synchronized. We call these pair-wise constraints asRead-
Write Synchronization Constraintsas described in Section 5.2 with more details.
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130 D=37

81 D=46

92 D=52

138 D=37

148 D=46

75 D=52

26 D=38

149 D=46

94 D=52

24 D=38

155 D=46

95 D=52

31 D=38

158 D=46

41 D=52

32 D=38

161 D=46

141 D=52

40 D=38

156 D=46

100 D=52

33 D=38

157 D=46

102 D=52

38 D=38

159 D=46

103 D=52

43 D=38

160 D=46

27 D=52

42 D=38

162 D=46

105 D=52

28 D=38

163 D=46

106 D=52

44 D=38

4 D=47

109 D=52

96 D=38

5 D=47

110 D=52

101 D=38

13 D=47

118 D=52

115 D=38

6 D=47

111 D=52

120 D=38

11 D=47

113 D=52

134 D=38

58 D=47

114 D=52

139 D=38

17 D=47

119 D=52

50 D=38

62 D=47

121 D=52

51 D=38

85 D=47

122 D=52

53 D=38

104 D=47

124 D=52

56 D=38

123 D=47

125 D=52

54 D=38

31 D=47

128 D=52

55 D=38

32 D=47

129 D=52

57 D=38

40 D=47

137 D=52

1 D=38

33 D=47

130 D=52

64 D=38

38 D=47

132 D=52

70 D=38

43 D=47

133 D=52

68 D=38

42 D=47

138 D=52

69 D=38

28 D=47

144 D=52

73 D=38

44 D=47

143 D=52

74 D=38

96 D=47

83 D=52

88 D=38

101 D=47

145 D=52

107 D=38

115 D=47

81 D=52

126 D=38

120 D=47

148 D=52

76 D=38

134 D=47

147 D=52

49 D=38

139 D=47

142 D=52

90 D=38

48 D=47

149 D=52

91 D=38

152 D=47

155 D=52

99 D=38

50 D=47

158 D=52

92 D=38

51 D=47

161 D=52

75 D=38

53 D=47

153 D=52

100 D=38

56 D=47

154 D=52

41 D=38

54 D=47

146 D=52

109 D=38

55 D=47

156 D=52

110 D=38

57 D=47

157 D=52

118 D=38

1 D=47

159 D=52

111 D=38

59 D=47

160 D=52

119 D=38

77 D=47

162 D=52

128 D=38

65 D=47

163 D=52

129 D=38

67 D=47

172 D=52

137 D=38

70 D=47

166 D=52

130 D=38

73 D=47

167 D=52

138 D=38

72 D=47

4 D=53

4 D=39

60 D=47

5 D=53

17 D=39

74 D=47

13 D=53

62 D=39

88 D=47

6 D=53

31 D=39

107 D=47

11 D=53

32 D=39

126 D=47

58 D=53

40 D=39

76 D=47

17 D=53

33 D=39

49 D=47

18 D=53

38 D=39

78 D=47

26 D=53

43 D=39

93 D=47

19 D=53

42 D=39

112 D=47

24 D=53

28 D=39

131 D=47

62 D=53

44 D=39

82 D=47

85 D=53

96 D=39

47 D=47

104 D=53

101 D=39

86 D=47

123 D=53

115 D=39

87 D=47

31 D=53

120 D=39

71 D=47

32 D=53

134 D=39

90 D=47

40 D=53

139 D=39

91 D=47

33 D=53

50 D=39

99 D=47

38 D=53

51 D=39

92 D=47

43 D=53

53 D=39

75 D=47

42 D=53

56 D=39

94 D=47

28 D=53

54 D=39

95 D=47

44 D=53

55 D=39

141 D=47

96 D=53

57 D=39

100 D=47

101 D=53

1 D=39

41 D=47

115 D=53

65 D=39

102 D=47

120 D=53

67 D=39

103 D=47

134 D=53

70 D=39

27 D=47

139 D=53

73 D=39

105 D=47

48 D=53

74 D=39

106 D=47

152 D=53

88 D=39

109 D=47

50 D=53

107 D=39

110 D=47

51 D=53

126 D=39

118 D=47

53 D=53

76 D=39

111 D=47

56 D=53

49 D=39

113 D=47

54 D=53

90 D=39

114 D=47

55 D=53

91 D=39

119 D=47

57 D=53

99 D=39

121 D=47

1 D=53

92 D=39

122 D=47

59 D=53

75 D=39

124 D=47

77 D=53

141 D=39

125 D=47

61 D=53

100 D=39

128 D=47

14 D=53

41 D=39

129 D=47

64 D=53

102 D=39

137 D=47

65 D=53

109 D=39

130 D=47

67 D=53

110 D=39

132 D=47

70 D=53

118 D=39

133 D=47

73 D=53

111 D=39

138 D=47

72 D=53

119 D=39

144 D=47

60 D=53

121 D=39

145 D=47

74 D=53

128 D=39

81 D=47

88 D=53

129 D=39

148 D=47

107 D=53

137 D=39

149 D=47

126 D=53

130 D=39

155 D=47

76 D=53

138 D=39

158 D=47

49 D=53

4 D=40

161 D=47

78 D=53

5 D=40

153 D=47

93 D=53

13 D=40

156 D=47

112 D=53

18 D=40

157 D=47

131 D=53

26 D=40

146 D=47

82 D=53

31 D=40

159 D=47

47 D=53

32 D=40

160 D=47

84 D=53

40 D=40

162 D=47

27 D=53

33 D=40

163 D=47

86 D=53

38 D=40

172 D=47

87 D=53

43 D=40

166 D=47

71 D=53

42 D=40

4 D=48

90 D=53

28 D=40

5 D=48

91 D=53

44 D=40

13 D=48

99 D=53

96 D=40

6 D=48

92 D=53

101 D=40

11 D=48

75 D=53

115 D=40

58 D=48

94 D=53

120 D=40

18 D=48

95 D=53

134 D=40

26 D=48

41 D=53

139 D=40

85 D=48

141 D=53

50 D=40

104 D=48

100 D=53

51 D=40

123 D=48

102 D=53

53 D=40

31 D=48

103 D=53

56 D=40

32 D=48

105 D=53

54 D=40

40 D=48

106 D=53

55 D=40

33 D=48

109 D=53

57 D=40

38 D=48

110 D=53

1 D=40

43 D=48

118 D=53

64 D=40

42 D=48

111 D=53

70 D=40

28 D=48

113 D=53

68 D=40

44 D=48

114 D=53

69 D=40

96 D=48

119 D=53

73 D=40

101 D=48

121 D=53

74 D=40

115 D=48

122 D=53

88 D=40

120 D=48

124 D=53

107 D=40

134 D=48

125 D=53

126 D=40

139 D=48

128 D=53

76 D=40

48 D=48

129 D=53

49 D=40

152 D=48

137 D=53

90 D=40

50 D=48

130 D=53

91 D=40

51 D=48

132 D=53

99 D=40

53 D=48

133 D=53

92 D=40

56 D=48

138 D=53

75 D=40

54 D=48

144 D=53

141 D=40

55 D=48

143 D=53

100 D=40

57 D=48

83 D=53

41 D=40

1 D=48

145 D=53

102 D=40

59 D=48

81 D=53

103 D=40

77 D=48

148 D=53

109 D=40

61 D=48

147 D=53

110 D=40

64 D=48

142 D=53

118 D=40

70 D=48

149 D=53

111 D=40

68 D=48

155 D=53

119 D=40

69 D=48

158 D=53

121 D=40

73 D=48

161 D=53

122 D=40

72 D=48

153 D=53

128 D=40

60 D=48

154 D=53

129 D=40

74 D=48

146 D=53

137 D=40

88 D=48

156 D=53

130 D=40

107 D=48

157 D=53

138 D=40

126 D=48

159 D=53

144 D=40

76 D=48

160 D=53

4 D=41

49 D=48

162 D=53

5 D=41

78 D=48

163 D=53

13 D=41

93 D=48

172 D=53

6 D=41

112 D=48

166 D=53

58 D=41

131 D=48

167 D=53

19 D=41

82 D=48

4 D=54

62 D=41

47 D=48

5 D=54

31 D=41

86 D=48

13 D=54

32 D=41

87 D=48

6 D=54

40 D=41

71 D=48

11 D=54

33 D=41

90 D=48

58 D=54

38 D=41

91 D=48

17 D=54

43 D=41

99 D=48

18 D=54

42 D=41

92 D=48

26 D=54

28 D=41

75 D=48

19 D=54

44 D=41

94 D=48

24 D=54

96 D=41

95 D=48

62 D=54

101 D=41

41 D=48

85 D=54

115 D=41

141 D=48

104 D=54

120 D=41

100 D=48

123 D=54

134 D=41

102 D=48

31 D=54

139 D=41

103 D=48

32 D=54

50 D=41

27 D=48

40 D=54

51 D=41

105 D=48

33 D=54

53 D=41

106 D=48

38 D=54

56 D=41

109 D=48

43 D=54

54 D=41

110 D=48

42 D=54

55 D=41

118 D=48

28 D=54

57 D=41

111 D=48

44 D=54

1 D=41

113 D=48

96 D=54

65 D=41

114 D=48

101 D=54

67 D=41

119 D=48

115 D=54

70 D=41

121 D=48

120 D=54

73 D=41

122 D=48

134 D=54

74 D=41

124 D=48

139 D=54

88 D=41

125 D=48

48 D=54

107 D=41

128 D=48

152 D=54

126 D=41

129 D=48

50 D=54

76 D=41

137 D=48

51 D=54

49 D=41

130 D=48

53 D=54

90 D=41

132 D=48

56 D=54

91 D=41

133 D=48

54 D=54

99 D=41

138 D=48

55 D=54

92 D=41

144 D=48

57 D=54

75 D=41

145 D=48

1 D=54

141 D=41

81 D=48

59 D=54

100 D=41

148 D=48

77 D=54

41 D=41

147 D=48

61 D=54

102 D=41

149 D=48

14 D=54

103 D=41

155 D=48

64 D=54

27 D=41

158 D=48

65 D=54

109 D=41

161 D=48

67 D=54

110 D=41

153 D=48

70 D=54

118 D=41

154 D=48

68 D=54

111 D=41

156 D=48

69 D=54

119 D=41

157 D=48

73 D=54

121 D=41

146 D=48

72 D=54

122 D=41

159 D=48

60 D=54

128 D=41

160 D=48

74 D=54

129 D=41

162 D=48

88 D=54

137 D=41

163 D=48

107 D=54

130 D=41

172 D=48

126 D=54

138 D=41

166 D=48

76 D=54

144 D=41

167 D=48

49 D=54

145 D=41

4 D=49

78 D=54

4 D=42

5 D=49

93 D=54

5 D=42

13 D=49

112 D=54

13 D=42

6 D=49

131 D=54

6 D=42

11 D=49

82 D=54

11 D=42

58 D=49

47 D=54

58 D=42

19 D=49

84 D=54

26 D=42

62 D=49

27 D=54

24 D=42

85 D=49

86 D=54

85 D=42

104 D=49

87 D=54

104 D=42

123 D=49

71 D=54

123 D=42

31 D=49

90 D=54

31 D=42

32 D=49

91 D=54

32 D=42

40 D=49

99 D=54

40 D=42

33 D=49

92 D=54

33 D=42

38 D=49

75 D=54

38 D=42

43 D=49

94 D=54

43 D=42

42 D=49

95 D=54

42 D=42

28 D=49

41 D=54

28 D=42

44 D=49

141 D=54

44 D=42

96 D=49

100 D=54

96 D=42

101 D=49

102 D=54

101 D=42

115 D=49

103 D=54

115 D=42

120 D=49

105 D=54

120 D=42

134 D=49

106 D=54

134 D=42

139 D=49

109 D=54

139 D=42

48 D=49

110 D=54

50 D=42

152 D=49

118 D=54

51 D=42

50 D=49

111 D=54

53 D=42

51 D=49

113 D=54

56 D=42

53 D=49

114 D=54

54 D=42

56 D=49

119 D=54

55 D=42

54 D=49

121 D=54

57 D=42

55 D=49

122 D=54

1 D=42

57 D=49

124 D=54

59 D=42

1 D=49

125 D=54

64 D=42

59 D=49

128 D=54

70 D=42

77 D=49

129 D=54

68 D=42

61 D=49

137 D=54

69 D=42

14 D=49

130 D=54

73 D=42

65 D=49

132 D=54

74 D=42

67 D=49

133 D=54

88 D=42

70 D=49

138 D=54

107 D=42

73 D=49

144 D=54

126 D=42

72 D=49

143 D=54

76 D=42

60 D=49

83 D=54

49 D=42

74 D=49

145 D=54

90 D=42

88 D=49

81 D=54

91 D=42

107 D=49

148 D=54

99 D=42

126 D=49

147 D=54

92 D=42

76 D=49

142 D=54

75 D=42

49 D=49

149 D=54

141 D=42

78 D=49

155 D=54

D=54
saturation

CSR: Eager with
No Path Balance
No Context-sensitive

|R(d)|=54, #NOP=0

150 D=0

33 D=67

76 D=91

151 D=1

42 D=67

93 D=91

45 D=2

96 D=67

112 D=91

46 D=3

101 D=67

134235

79 D=4

117827

90 D=91

80 D=5

122947

109 D=91

142 D=6

137283

180 D=91

143 D=7

142403

186 D=91

83 D=8

181 D=67

190 D=91

84 D=9

54 D=67

194 D=91

27 D=10

55 D=67

198 D=91

85 D=11

70 D=67

202 D=91

106507

72 D=67

206 D=91

125963

76 D=67

210 D=91

86 D=12

93 D=67

5 D=92

87 D=13

114755

175 D=92

71 D=14

134211

18 D=92

72 D=15

90 D=67

177 D=92

60 D=16

109 D=67

40 D=92

61 D=17

180 D=67

38 D=92

14 D=18

186 D=67

28 D=92

17 D=19

5 D=68

56 D=92

18 D=20

175 D=68

59 D=92

177 D=20

18 D=68

64 D=92

19 D=21

177 D=68

73 D=92

178 D=21

40 D=68

60 D=92

26 D=22

38 D=68

49 D=92

24 D=22

28 D=68

91 D=92

17 D=23

56 D=68

99 D=92

62 D=23

59 D=68

94 D=92

18 D=24

64 D=68

183 D=92

177 D=24

73 D=68

102 D=92

64 D=24

60 D=68

105 D=92

19 D=25

49 D=68

110 D=92

65 D=25

91 D=68

118 D=92

67 D=25

99 D=68

113 D=92

178 D=25

94 D=68

121 D=92

26 D=26

183 D=68

124 D=92

24 D=26

102 D=68

187 D=92

182 D=26

105 D=68

191 D=92

68 D=26

110 D=68

195 D=92

69 D=26

118 D=68

199 D=92

17 D=27

187 D=68

203 D=92

62 D=27

6 D=69

207 D=92

70 D=27

19 D=69

211 D=92

18 D=28

31 D=69

6 D=93

177 D=28

43 D=69

19 D=93

64 D=28

50 D=69

31 D=93

73 D=28

57 D=69

43 D=93

19 D=29

77 D=69

50 D=93

65 D=29

61 D=69

57 D=93

67 D=29

65 D=69

77 D=93

74 D=29

67 D=69

61 D=93

178 D=29

74 D=69

65 D=93

26 D=30

92 D=69

67 D=93

24 D=30

95 D=69

74 D=93

182 D=30

100 D=69

92 D=93

68 D=30

103 D=69

95 D=93

69 D=30

106 D=69

100 D=93

88 D=30

111 D=69

103 D=93

109598

119 D=69

106 D=93

129054

176 D=69

111 D=93

17 D=31

178 D=69

114 D=93

62 D=31

184 D=69

119 D=93

70 D=31

188 D=69

122 D=93

90 D=31

13 D=70

125 D=93

18 D=32

11 D=70

176 D=93

177 D=32

26 D=70

178 D=93

64 D=32

24 D=70

184 D=93

73 D=32

32 D=70

188 D=93

91 D=32

179 D=70

192 D=93

99 D=32

44 D=70

196 D=93

19 D=33

51 D=70

200 D=93

65 D=33

53 D=70

204 D=93

67 D=33

1 D=70

208 D=93

74 D=33

14 D=70

212 D=93

92 D=33

182 D=70

13 D=94

100 D=33

68 D=70

11 D=94

178 D=33

69 D=70

26 D=94

26 D=34

88 D=70

24 D=94

24 D=34

107 D=70

32 D=94

182 D=34

129094

179 D=94

68 D=34

78 D=70

44 D=94

69 D=34

75 D=70

51 D=94

88 D=34

41 D=70

53 D=94

109602

27 D=70

1 D=94

129058

71 D=70

14 D=94

75 D=34

185 D=70

182 D=94

41 D=34

189 D=70

68 D=94

17 D=35

4 D=71

69 D=94

62 D=35

58 D=71

88 D=94

42 D=35

17 D=71

107 D=94

70 D=35

62 D=71

129118

76 D=35

87111

78 D=94

90 D=35

104 D=71

75 D=94

18 D=36

126023

41 D=94

177 D=36

33 D=71

27 D=94

28 D=36

42 D=71

71 D=94

64 D=36

96 D=71

185 D=94

73 D=36

101 D=71

189 D=94

49 D=36

117831

193 D=94

91 D=36

122951

197 D=94

99 D=36

137287

201 D=94

19 D=37

142407

205 D=94

31 D=37

181 D=71

209 D=94

50 D=37

54 D=71

213 D=94

65 D=37

55 D=71

4 D=95

67 D=37

70 D=71

58 D=95

74 D=37

72 D=71

17 D=95

92 D=37

76 D=71

62 D=95

100 D=37

93 D=71

87135

178 D=37

114759

104 D=95

26 D=38

134215

123 D=95

24 D=38

90 D=71

33 D=95

32 D=38

109 D=71

42 D=95

179 D=38

180 D=71

96 D=95

51 D=38

186 D=71

101 D=95

53 D=38

190 D=71

117855

182 D=38

5 D=72

120 D=95

68 D=38

175 D=72

137311

69 D=38

18 D=72

142431

88 D=38

177 D=72

181 D=95

109606

40 D=72

54 D=95

129062

38 D=72

55 D=95

75 D=38

28 D=72

70 D=95

41 D=38

56 D=72

72 D=95

17 D=39

59 D=72

76 D=95

62 D=39

64 D=72

93 D=95

33 D=39

73 D=72

112 D=95

42 D=39

60 D=72

134239

181 D=39

49 D=72

90 D=95

54 D=39

91 D=72

109 D=95

55 D=39

99 D=72

180 D=95

70 D=39

94 D=72

186 D=95

76 D=39

183 D=72

190 D=95

90 D=39

102 D=72

194 D=95

180 D=39

105 D=72

198 D=95

18 D=40

110 D=72

202 D=95

177 D=40

118 D=72

206 D=95

40 D=40

187 D=72

210 D=95

38 D=40

191 D=72

214 D=95

28 D=40

6 D=73

5 D=96

56 D=40

19 D=73

175 D=96

64 D=40

31 D=73

18 D=96

73 D=40

43 D=73

177 D=96

49 D=40

50 D=73

40 D=96

91 D=40

57 D=73

38 D=96

99 D=40

77 D=73

28 D=96

19 D=41

61 D=73

56 D=96

31 D=41

65 D=73

59 D=96

43 D=41

67 D=73

64 D=96

50 D=41

74 D=73

73 D=96

57 D=41

92 D=73

60 D=96

65 D=41

95 D=73

49 D=96

67 D=41

100 D=73

91 D=96

74 D=41

103 D=73

99 D=96

92 D=41

106 D=73

94 D=96

100 D=41

111 D=73

183 D=96

178 D=41

119 D=73

102 D=96

26 D=42

176 D=73

105 D=96

24 D=42

178 D=73

110 D=96

32 D=42

184 D=73

118 D=96

179 D=42

188 D=73

113 D=96

44 D=42

192 D=73

121 D=96

51 D=42

13 D=74

124 D=96

53 D=42

11 D=74

187 D=96

1 D=42

26 D=74

191 D=96

182 D=42

24 D=74

195 D=96

68 D=42

32 D=74

199 D=96

69 D=42

179 D=74

203 D=96

88 D=42

44 D=74

207 D=96

109610

51 D=74

211 D=96

129066

53 D=74

215 D=96

75 D=42

1 D=74

6 D=97

41 D=42

14 D=74

19 D=97

4 D=43

182 D=74

31 D=97

17 D=43

68 D=74

43 D=97

62 D=43

69 D=74

50 D=97

33 D=43

88 D=74

57 D=97

42 D=43

107 D=74

77 D=97

98347

129098

61 D=97

101 D=43

78 D=74

65 D=97

117803

75 D=74

67 D=97

122923

41 D=74

74 D=97

137259

27 D=74

92 D=97

142379

71 D=74

95 D=97

181 D=43

185 D=74

100 D=97

54 D=43

189 D=74

103 D=97

55 D=43

193 D=74

106 D=97

70 D=43

4 D=75

111 D=97

76 D=43

58 D=75

114 D=97

90 D=43

17 D=75

119 D=97

180 D=43

62 D=75

122 D=97

5 D=44

87115

125 D=97

175 D=44

104 D=75

176 D=97

18 D=44

126027

178 D=97

177 D=44

33 D=75

184 D=97

40 D=44

42 D=75

188 D=97

38 D=44

96 D=75

192 D=97

28 D=44

101 D=75

196 D=97

56 D=44

117835

200 D=97

64 D=44

122955

204 D=97

73 D=44

137291

208 D=97

49 D=44

142411

212 D=97

91 D=44

181 D=75

216 D=97

99 D=44

54 D=75

13 D=98

102 D=44

55 D=75

11 D=98

6 D=45

70 D=75

26 D=98

19 D=45

72 D=75

24 D=98

31 D=45

76 D=75

32 D=98

43 D=45

93 D=75

179 D=98

50 D=45

114763

44 D=98

57 D=45

134219

51 D=98

65 D=45

90 D=75

53 D=98

67 D=45

109 D=75

1 D=98

74 D=45

180 D=75

14 D=98

92 D=45

186 D=75

182 D=98

100 D=45

190 D=75

68 D=98

103 D=45

194 D=75

69 D=98

176 D=45

5 D=76

88 D=98

178 D=45

175 D=76

107 D=98

13 D=46

18 D=76

129122

11 D=46

177 D=76

78 D=98

26 D=46

40 D=76

75 D=98

24 D=46

38 D=76

41 D=98

32 D=46

28 D=76

27 D=98

179 D=46

56 D=76

71 D=98

44 D=46

59 D=76

185 D=98

51 D=46

64 D=76

189 D=98

53 D=46

73 D=76

193 D=98

1 D=46

60 D=76

197 D=98

182 D=46

49 D=76

201 D=98

68 D=46

91 D=76

205 D=98

69 D=46

99 D=76

209 D=98

88 D=46

94 D=76

213 D=98

109614

183 D=76

217 D=98

129070

102 D=76

4 D=99

75 D=46

105 D=76

58 D=99

41 D=46

110 D=76

17 D=99

27 D=46

118 D=76

62 D=99

4 D=47

187 D=76

87139

58 D=47

191 D=76

104 D=99

17 D=47

195 D=76

123 D=99

62 D=47

6 D=77

33 D=99

87087

19 D=77

42 D=99

104 D=47

31 D=77

96 D=99

125999

43 D=77

101 D=99

33 D=47

50 D=77

115 D=99

42 D=47

57 D=77

120 D=99

98351

77 D=77

137315

101 D=47

61 D=77

142435

117807

65 D=77

181 D=99

122927

67 D=77

54 D=99

137263

74 D=77

55 D=99

142383

92 D=77

70 D=99

181 D=47

95 D=77

72 D=99

54 D=47

100 D=77

76 D=99

55 D=47

103 D=77

93 D=99

70 D=47

106 D=77

112 D=99

76 D=47

111 D=77

134243

90 D=47

119 D=77

90 D=99

180 D=47

176 D=77

109 D=99

5 D=48

178 D=77

180 D=99

175 D=48

184 D=77

186 D=99

18 D=48

188 D=77

190 D=99

177 D=48

192 D=77

194 D=99

40 D=48

196 D=77

198 D=99

38 D=48

13 D=78

202 D=99

28 D=48

11 D=78

206 D=99

56 D=48

26 D=78

210 D=99

59 D=48

24 D=78

214 D=99

64 D=48

32 D=78

218 D=99

73 D=48

179 D=78

5220

49 D=48

44 D=78

179300

91 D=48

51 D=78

18532

99 D=48

53 D=78

181348

102 D=48

1 D=78

41060

105 D=48

14 D=78

39012

6 D=49

182 D=78

28772

19 D=49

68 D=78

57444

31 D=49

69 D=78

60516

43 D=49

88 D=78

65636

50 D=49

107 D=78

74852

57 D=49

129102

61540

77 D=49

78 D=78

50276

65 D=49

75 D=78

93284

67 D=49

41 D=78

101476

74 D=49

27 D=78

96356

92 D=49

71 D=78

187492

100 D=49

185 D=78

104548

103 D=49

189 D=78

107620

106 D=49

193 D=78

112740

176 D=49

197 D=78

120932

178 D=49

4 D=79

115812

13 D=50

58 D=79

261220

11 D=50

17 D=79

124004

26 D=50

62 D=79

127076

24 D=50

87119

191588

32 D=50

104 D=79

195684

179 D=50

126031

199780

44 D=50

33 D=79

203876

51 D=50

42 D=79

207972

53 D=50

96 D=79

212068

1 D=50

101 D=79

216164

182 D=50

117839

220260

68 D=50

120 D=79

224356

69 D=50

137295

88 D=50

142415

109618

181 D=79

129074

54 D=79

78 D=50

55 D=79

75 D=50

70 D=79

41 D=50

72 D=79

27 D=50

76 D=79

71 D=50

93 D=79

4 D=51

114767

58 D=51

134223

17 D=51

90 D=79

62 D=51

109 D=79

87091

180 D=79

104 D=51

186 D=79

126003

190 D=79

33 D=51

194 D=79

42 D=51

198 D=79

98355

5 D=80

101 D=51

175 D=80

117811

18 D=80

122931

177 D=80

137267

40 D=80

142387

38 D=80

181 D=51

28 D=80

54 D=51

56 D=80

55 D=51

59 D=80

70 D=51

64 D=80

72 D=51

73 D=80

76 D=51

60 D=80

93 D=51

49 D=80

114739

91 D=80

134195

99 D=80

90 D=51

94 D=80

180 D=51

183 D=80

5 D=52

102 D=80

175 D=52

105 D=80

18 D=52

110 D=80

177 D=52

118 D=80

40 D=52

121 D=80

38 D=52

187 D=80

28 D=52

191 D=80

56 D=52

195 D=80

59 D=52

199 D=80

64 D=52

6 D=81

73 D=52

19 D=81

60 D=52

31 D=81

49 D=52

43 D=81

91 D=52

50 D=81

99 D=52

57 D=81

94 D=52

77 D=81

102 D=52

61 D=81

105 D=52

65 D=81

6 D=53

67 D=81

19 D=53

74 D=81

31 D=53

92 D=81

43 D=53

95 D=81

50 D=53

100 D=81

57 D=53

103 D=81

77 D=53

106 D=81

61 D=53

111 D=81

65 D=53

119 D=81

67 D=53

122 D=81

74 D=53

176 D=81

92 D=53

178 D=81

95 D=53

184 D=81

100 D=53

188 D=81

103 D=53

192 D=81

106 D=53

196 D=81

176 D=53

200 D=81

178 D=53

13 D=82

13 D=54

11 D=82

11 D=54

26 D=82

26 D=54

24 D=82

24 D=54

32 D=82

32 D=54

179 D=82

179 D=54

44 D=82

44 D=54

51 D=82

51 D=54

53 D=82

53 D=54

1 D=82

1 D=54

14 D=82

14 D=54

182 D=82

182 D=54

68 D=82

68 D=54

69 D=82

69 D=54

88 D=82

88 D=54

107 D=82

109622

129106

129078

78 D=82

78 D=54

75 D=82

75 D=54

41 D=82

41 D=54

27 D=82

27 D=54

71 D=82

71 D=54

185 D=82

4 D=55

189 D=82

58 D=55

193 D=82

17 D=55

197 D=82

62 D=55

201 D=82

87095

4 D=83

104 D=55

58 D=83

126007

17 D=83

33 D=55

62 D=83

42 D=55

87123

98359

104 D=83

101 D=55

123 D=83

117815

33 D=83

122935

42 D=83

137271

96 D=83

142391

101 D=83

181 D=55

117843

54 D=55

120 D=83

55 D=55

137299

70 D=55

142419

72 D=55

181 D=83

76 D=55

54 D=83

93 D=55

55 D=83

114743

70 D=83

134199

72 D=83

90 D=55

76 D=83

180 D=55

93 D=83

5 D=56

114771

175 D=56

134227

18 D=56

90 D=83

177 D=56

109 D=83

40 D=56

180 D=83

38 D=56

186 D=83

28 D=56

190 D=83

56 D=56

194 D=83

59 D=56

198 D=83

64 D=56

202 D=83

73 D=56

5 D=84

60 D=56

175 D=84

49 D=56

18 D=84

91 D=56

177 D=84

99 D=56

40 D=84

94 D=56

38 D=84

102 D=56

28 D=84

105 D=56

56 D=84

6 D=57

59 D=84

19 D=57

64 D=84

31 D=57

73 D=84

43 D=57

60 D=84

50 D=57

49 D=84

57 D=57

91 D=84

77 D=57

99 D=84

61 D=57

94 D=84

65 D=57

183 D=84

67 D=57

102 D=84

74 D=57

105 D=84

92 D=57

110 D=84

95 D=57

118 D=84

100 D=57

121 D=84

103 D=57

124 D=84

106 D=57

187 D=84

176 D=57

191 D=84

178 D=57

195 D=84

13 D=58

199 D=84

11 D=58

203 D=84

26 D=58

6 D=85

24 D=58

19 D=85

32 D=58

31 D=85

179 D=58

43 D=85

44 D=58

50 D=85

51 D=58

57 D=85

53 D=58

77 D=85

1 D=58

61 D=85

14 D=58

65 D=85

182 D=58

67 D=85

68 D=58

74 D=85

69 D=58

92 D=85

88 D=58

95 D=85

109626

100 D=85

129082

103 D=85

78 D=58

106 D=85

75 D=58

111 D=85

41 D=58

119 D=85

27 D=58

122 D=85

71 D=58

125 D=85

4 D=59

176 D=85

58 D=59

178 D=85

17 D=59

184 D=85

62 D=59

188 D=85

87099

192 D=85

104 D=59

196 D=85

126011

200 D=85

33 D=59

204 D=85

42 D=59

13 D=86

98363

11 D=86

101 D=59

26 D=86

117819

24 D=86

122939

32 D=86

137275

179 D=86

142395

44 D=86

181 D=59

51 D=86

54 D=59

53 D=86

55 D=59

1 D=86

70 D=59

14 D=86

72 D=59

182 D=86

76 D=59

68 D=86

93 D=59

69 D=86

114747

88 D=86

134203

107 D=86

90 D=59

129110

180 D=59

78 D=86

5 D=60

75 D=86

175 D=60

41 D=86

18 D=60

27 D=86

177 D=60

71 D=86

40 D=60

185 D=86

38 D=60

189 D=86

28 D=60

193 D=86

56 D=60

197 D=86

59 D=60

201 D=86

64 D=60

205 D=86

73 D=60

4 D=87

60 D=60

58 D=87

49 D=60

17 D=87

91 D=60

62 D=87

99 D=60

87127

94 D=60

104 D=87

102 D=60

123 D=87

105 D=60

33 D=87

6 D=61

42 D=87

19 D=61

96 D=87

31 D=61

101 D=87

43 D=61

117847

50 D=61

120 D=87

57 D=61

137303

77 D=61

142423

61 D=61

181 D=87

65 D=61

54 D=87

67 D=61

55 D=87

74 D=61

70 D=87

92 D=61

72 D=87

95 D=61

76 D=87

100 D=61

93 D=87

103 D=61

112 D=87

106 D=61

134231

176 D=61

90 D=87

178 D=61

109 D=87

13 D=62

180 D=87

11 D=62

186 D=87

26 D=62

190 D=87

24 D=62

194 D=87

32 D=62

198 D=87

179 D=62

202 D=87

44 D=62

206 D=87

51 D=62

5 D=88

53 D=62

175 D=88

1 D=62

18 D=88

14 D=62

177 D=88

182 D=62

40 D=88

68 D=62

38 D=88

69 D=62

28 D=88

88 D=62

56 D=88

109630

59 D=88

129086

64 D=88

78 D=62

73 D=88

75 D=62

60 D=88

41 D=62

49 D=88

27 D=62

91 D=88

71 D=62

99 D=88

4 D=63

94 D=88

58 D=63

183 D=88

17 D=63

102 D=88

62 D=63

105 D=88

87103

110 D=88

104 D=63

118 D=88

126015

113 D=88

33 D=63

121 D=88

42 D=63

124 D=88

96 D=63

187 D=88

101 D=63

191 D=88

117823

195 D=88

122943

199 D=88

137279

203 D=88

142399

207 D=88

181 D=63

6 D=89

54 D=63

19 D=89

55 D=63

31 D=89

70 D=63

43 D=89

72 D=63

50 D=89

76 D=63

57 D=89

93 D=63

77 D=89

114751

61 D=89

134207

65 D=89

90 D=63

67 D=89

180 D=63

74 D=89

5 D=64

92 D=89

175 D=64

95 D=89

18 D=64

100 D=89

177 D=64

103 D=89

40 D=64

106 D=89

38 D=64

111 D=89

28 D=64

114 D=89

56 D=64

119 D=89

59 D=64

122 D=89

64 D=64

125 D=89

73 D=64

176 D=89

60 D=64

178 D=89

49 D=64

184 D=89

91 D=64

188 D=89

99 D=64

192 D=89

94 D=64

196 D=89

183 D=64

200 D=89

102 D=64

204 D=89

105 D=64

208 D=89

6 D=65

13 D=90

19 D=65

11 D=90

31 D=65

26 D=90

43 D=65

24 D=90

50 D=65

32 D=90

57 D=65

179 D=90

77 D=65

44 D=90

61 D=65

51 D=90

65 D=65

53 D=90

67 D=65

1 D=90

74 D=65

14 D=90

92 D=65

182 D=90

95 D=65

68 D=90

100 D=65

69 D=90

103 D=65

88 D=90

106 D=65

107 D=90

176 D=65

129114

178 D=65

78 D=90

184 D=65

75 D=90

13 D=66

41 D=90

11 D=66

27 D=90

26 D=66

71 D=90

24 D=66

185 D=90

32 D=66

189 D=90

179 D=66

193 D=90

44 D=66

197 D=90

51 D=66

201 D=90

53 D=66

205 D=90

1 D=66

209 D=90

14 D=66

4 D=91

182 D=66

58 D=91

68 D=66

17 D=91

69 D=66

62 D=91

88 D=66

87131

107 D=66

104 D=91

129090

123 D=91

78 D=66

33 D=91

75 D=66

42 D=91

41 D=66

96 D=91

27 D=66

101 D=91

71 D=66

117851

185 D=66

120 D=91

4 D=67

137307

58 D=67

142427

17 D=67

181 D=91

62 D=67

54 D=91

87107

55 D=91

104 D=67

70 D=91

126019

72 D=91

D=100
CSR: Eager with
Path Balance
Context-sensitive

|R(d)| =33, #NOP=13

CSR: Lazy with
Path Balance
Context-sensitive

103 D=0

181 D=215

104 D=1

212 D=215

44 D=2

228 D=215

45 D=3

93 D=216

8 D=4

182 D=216

46 D=5

213 D=216

66565

229 D=216

86021

94 D=217

47 D=6

183 D=217

48 D=7

214 D=217

36 D=8

230 D=217

37 D=9

10 D=218

25 D=10

184 D=218

26 D=11

215 D=218

2 D=12

231 D=218

3 D=13

11 D=219

125 D=14

185 D=219

6 D=14

216 D=219

7 D=15

232 D=219

27 D=16

9 D=220

29 D=17

186 D=220

30 D=18

217 D=220

32 D=18

233 D=220

127 D=19

12 D=221

33 D=19

187 D=221

34 D=19

218 D=221

35 D=20

234 D=221

38 D=21

13 D=222

39 D=22

188 D=222

49 D=23

219 D=222

69655

235 D=222

89111

58591

51 D=24

63711

52 D=25

78047

60 D=25

83167

53 D=26

95 D=223

61 D=26

102623

40 D=27

189 D=223

10 D=27

220 D=223

11 D=28

236 D=223

41 D=28

102 D=224

9 D=29

107745

14 D=29

108 D=225

12 D=30

111 D=225

15 D=30

109 D=226

13 D=31

112 D=226

16 D=31

110 D=227

18 D=31

113 D=227

58400

44 D=228

62 D=32

237 D=228

77856

116 D=228

82976

45 D=229

97312

117 D=229

102432

238 D=229

126 D=32

8 D=230

19 D=32

122 D=230

20 D=32

46 D=231

21 D=33

66791

63 D=33

86247

22 D=34

47 D=232

64 D=34

48 D=233

1 D=35

36 D=234

8 D=35

37 D=235

23 D=36

25 D=236

47140

26 D=237

65 D=36

2 D=238

86052

3 D=239

24 D=37

125 D=240

66 D=37

6 D=240

42 D=38

7 D=241

67 D=38

27 D=242

43 D=39

29 D=243

36 D=39

30 D=244

37 D=40

32 D=244

54 D=40

127 D=245

74792

33 D=245

94248

34 D=245

25 D=41

35 D=246

55 D=41

38 D=247

26 D=42

39 D=248

56 D=42

49 D=249

2 D=43

69881

10 D=43

89337

3 D=44

51 D=250

11 D=44

52 D=251

125 D=45

60 D=251

6 D=45

53 D=252

9 D=45

61 D=252

7 D=46

40 D=253

12 D=46

10 D=253

27 D=47

11 D=254
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Fig. 3. (a) Unrolled CFG of thread modelsLM1 andLM2 with concurrency constraints added
on-the-fly during BMC unrolling. The dark arrows show the token passing events (i.e., context
switches) leading to a data race between source lines 3a and 7b (in Figure 1(a)). (b) CSR graphs
with path balancing (PB), context-sensitive (CXT) for eager/lazy on a thread-model (Green/Red
dots denote non-NOP/NOP blocks, resp.)

We illustrate the concurrency constraints added in Figure 3(a). Let c@k denote
the control statec reached statically at depthk. Computing CSR, we obtainR(0) =
{1a@0, 1b@0}, R(1) = {r1@1, r2@1}, R(2) = {2a@2, 2b@2}and so on. The concur-
rency constraints added between a pair (ri@k, wj@h) are shown as an arrow fromwj

(of LMj) at depthh to ri (of LMi) at depthk. Note,ri corresponds to pre-access shared
state ofLMi, andwj corresponds to post-access shared state ofLMj. These constraints
also capture the exclusivity of the pair, i.e., constraint for pair (ri@k, wj@h), excludes
other pairs (ri@k,*) and (*,wj@h). For BMC at depthd < 3 we do not add any pair-
wise constraints. For BMC atd = 3, we add concurrency constraints corresponding
to pairs (r1@1, w2@3) and (r2@1, w1@3). For BMC atd = 4, we add concurrency
constraints corresponding to pairs (r1@1, w2@3), (r2@1, w1@3), (r1@4, w2@3), and
(r2@4, w1@3). Note, in incremental formulation of BMC, we only need to add the
constraints corresponding to the last two pairs. In general, the constraints grow quadrat-
ically with the analysis depth (ref. Section 6). In addition, we use various static analy-
ses and model transformations to reduce the set of pair-wiseconstraints added that are
redundant (ref. Section 7). For example, using the lockset analysis [9,10,14], we can re-
move constraints for all pairs other than (r2@1, w1@9), (r1@1, w2@9), (r2@10, w1@3),
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(r2@10, w1@5) and (r2@10, w1@9). This is because other pairs are not reachable si-
multaneously in the mutually exclusive region, protected by the lock.

In our approach, a data race condition is detected, if there exists a witness trace
where a token passing event occurs between the pair (ri@k, wj@h) with shared ac-
cesses on the same variable, with at least one access being a write. In Figure 3(a), we
indicate the witness trace corresponding to the data race between source lines 3a and
7b (from Figure 1(c)) as a sequence of the token passing events highlighted inbold ar-
rows between the pairs(r1@1, w2@9) and(r2@10, w1@5). Note, the control state pair
(r2@10, w1@5) corresponds to simultaneous accesses of shared variableg1 with r2@10
being a pre-write access state. We obtain the witness trace by unrolling each model in
BMC up to depth11. In a synchronously interleaved model (i.e., with wait-cycles), we
would have obtained the trace at an unrolled depth of11 + 7 = 18. Note, we sum the
two depths, as threadP2 has to wait (self-loop) after context switch toP1.

For a thread model (example described in Section 8), we compare the reachability
graphs on the lazy and eager models, as shown in Figure 3(b), with and without using
model transformation such as path/loop balancing (PB) [21]and context-sensitive CSR
(CXT) [30]. Note, the width of the graph is proportional to|R(d)|. It is desirable that
the width is small for greater BMC simplification. We observethat path/loop balanc-
ing is more effective on our lazy models (i.e., without wait-cycles) asR(d) is reduced
significantly compared to eager models (i.e., with wait-cycles).

4.2 Our Contributions

The main idea of our modeling paradigm for concurrent systems is to move away from
expensive modeling based on synchronous interleaving semantics. We focus primarily
on reducing the size of the BMC problem instances to enable deeper search within the
limited resources, both time and memory. Features and merits of our approach are:

1. Lazy modeling constraints:By adding the constraintslazily, i.e., as needed for a
bounded depth analysis, as opposed to adding themeagerly, we reduce the BMC
problem size at that depth. The size of these concurrency-modeling constraints de-
pendsquadraticallyon the number of shared memory accesses at any given BMC
depth in the worst case. Since the analysis depth of BMC bounds the number of
shared memory accesses, these constraints are typically smaller than the model
with constraints added eagerly, in practice.

2. No wait-cycle:We do not allow local wait cycles, i.e., there are no self-loops in
read/write blocks with shared accesses. This enables us to obtain a reduced set of
statically reachable blocks at a given BMC depthd, which dramatically reduces the
set of pair-wise concurrency constraints that we need to addto the BMC problem.

3. Deeper analysis:For a given BMC depthD andn concurrent threads, we guarantee
finding a witness trace (if it exists), i.e., a sequence of global interleaved transitions,
of length≤ n · D, where the number of local thread transitions is at mostD. In
contrast, an eager modeling approach using BMC [14], an unrolling depth ofn ·D
is needed for such a guarantee. Thus, we gain in memory use by afactor ofn.

4. Using static analysis:We use property preserving model transformations such as
path/loop balancing, and context-sensitive control statereachability to reduce the
set of blocks that are statically reachable at a given depth.Again, this potentially
reduces the lazy modeling constraints. We also uselockset[9,10,14] analysis to re-
duce the set of constraints, by statically identifying which block pairs (with shared
accesses) are simultaneously unreachable.
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5. SMT-based BMC:We use an SMT solver instead of a traditional SAT solver, to
exploit the richer expressiveness, in contrast to bit-blasting. We effectively capture
the exclusivityof the pair-wise constraints, i.e., for a chosen shared access pair,
other pairs with a common access are implied invalid immediately.

5 Lazy Modeling of Concurrent Systems

We present details of our modeling in Sections 5.1 and 5.2.

5.1 Sound Abstraction: Independent Thread Models

We perform source-to-source transformations to directly use a model builder (F-Soft [29])
for sequential programs and obtain sound abstraction.
Token: We introduce a global Boolean variable, a tokenTK, to signify that the thread
with the token can execute a shared access operation and commit its current shared state
to bevisibleto the future transitions. Initially, only one thread, chosen non-deterministically,
is allowed to assertTK. Later, this token ispassed, from one thread to another, i.e., de-
asserted in one thread and asserted by the other thread, respectively.
Logical Clock: To obtain a total ordering on tokenpassingevents, we use the concept of
logical clocksandtimestamp[28]. We add a global clock variableCSi for each thread
Pi, so that the tuple(CS1 · · ·CSn) represents the logical clock. These variables are
initialized to 0. Whenever a tokenTK is acquired by a threadPi, CSi is incremented
by 1 in Pi. The variableCSi keeps track of the number of occurrences of token passing
events wherein threadPi acquires the token from another threadPj , j 6= i.
Race Detector:We add a race detector local Boolean variableRDi for each threadPi.
This variable is set to1 (initially, 0) whenever a shared variable is accessed in threadPi

and written in another threadPj while token is passed fromPj to Pi.
Localization: For each thread, we make the global variableslocalizedby renaming.
Atomic Procedures:We add atomic thread-specific proceduresread sync andwrite sync
before and after every shared access. In theread sync procedure, eachlocalized
shared and race detector variable get a non-deterministic value, (ND), while in the
write sync procedure onlyTK gets anND value.
Synchronization primitives: Operationslock(lk) andunlock(lk) are modeled
as atomic operationsassume(lk = 1) andassume(lk = 0), respectively. To maintain
synchronization semantics, we only consider wait-free execution [15] where the acqui-
sition of the same lock twice is disallowed in a row without anintermediate unlock.
Note, this consideration is sufficient to find all data races.

5.2 Concurrency Constraints

Given independent abstract models, obtained as above, we add concurrency constraints
incrementally, andon-the-flyto each BMC instance, in addition to the transition con-
straints of the individual thread models and property constraints. The concurrency con-
straints captureinter- andintra- thread dependencies due to interleavings, and thereby,
eliminate additional behaviors in the models up to a boundeddepth. Specifically, these
constraints comprise (a) pair-wise, i.e., inter-model constraints (shown in Table 1), (b)
single-threaded, i.e., intra-model constraints (shown inTable 2), and (c) global con-
straints (shown in Table 3). In the following, we useRi(d), 0 ≤ d ≤ D, to denote the
set of control states reachable at depthd for each thread modelLMi, for a given BMC
boundD. (Note, we computeCSRon each of the modelsLMi separately before start-
ing BMC.) Also, we usexk

i to denote the expression for the variablex in the unrolled
modelLMi at depthk.



Efficient Modeling of Concurrent Systems in BMC 11

Table 1.Pair-wise concurrency constraints added in each BMC instance

P1. Read-Write Synchronization Enabling Constraint: For every pair ofread synccontrol
state inLMi, ri ∈ Ri(k) andwrite synccontrol state inLMj , j 6= i, wj ∈ Rj(h), we introduce
a Boolean variableRW kh

ij , and add the following enabling constraint:

RW
kh
ij ⇐⇒ (Bk

ri
∧ ¬TK

k
i ∧ B

h
wj

∧ TK
h
j ∧ CS

k
ii = CS

h
ij) (1)

If RW kh
ij = 1, we say, thetoken passing conditionis enabled.

P2. Read-Write Synchronization Exclusivity Constraint:LetRSk
i define the set{RW kh

ij |i 6=
j, 0 ≤ h ≤ d} for a read synccontrol state ofLMi at depthk. To allow at most onewrite sync
(from a different thread) to match with thisread sync, we assign a unique idah

j 6= 0 to each
element ofRSk

i . We add a new variableRCk
i for the read synccontrol state ofLMi at depth

k, require that it takes valueah
j 6= 0 iff RW kh

ij = 1. Similarly, we introduce a new variable
WCh

j for thewrite synccontrol state ofLMj at depthh, andrequire that it takes valuebk
i 6= 0

iff RW kh
ij = 1. The constraints added are:

RW
kh
ij ⇐⇒ (RC

k
i = a

h
j ), ah

j 6= 0 (2)

RW
kh
ij ⇐⇒ (WC

h
j = b

k
i ), bk

i 6= 0 (3)

Thus, ifRW kh
ij = 1, we require that bothRCk

i 6= 0 andWCh
j 6= 0; and vice-versa.

P3. Read-Write Synchronization Update Constraint:For everyRW kh
ij variable introduced,

we add the following update constraints:

RW
kh
ij =⇒

m∧

p=1

g
k+1

pi = g
h
pj (4)

RW
kh
ij =⇒ (TK

k+1

i ∧ ¬TK
h+1

j ) (5)

RW
kh
ij =⇒ (CS

k+1

ii = CS
k
ii + 1) ∧ (

n∧

q=1,q 6=i

CS
k+1

qi = CS
h
qj) (6)

P4. Data Race Detection Property Constraint:We define two predicateswill accessand
just written statically, wherewill access(ri, g)= 1 iff shared variableg is accessed in the next
local control state reachable fromri, andjust written(wi, g)= 1 iff shared variableg was written
in the previous local control state reachable towi. We add the following race detection constraint
only if will access(ri, g)= 1 andjust written(wj , g)= 1:

RW
kh
ij =⇒ RD

k+1

i (7)
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Table 2.Single threaded concurrency constraints added in each BMC instance

S1. No Sync Update Constraint:When none of the token passing events is triggered for a
read synccontrol state ofLMi at depthk, we force the next state values to beunchangedfor
each localized shared and race detector variable inLMi by adding:

RC
k
i = 0 =⇒ (

m∧

p=1

g
k+1

pi = g
k
pi) ∧ (RD

k+1

i = RD
k
i ) (8)

RC
k
i = 0 =⇒ TK

k+1

i = TK
k
i (9)

RC
k
i = 0 =⇒

n∧

q=1

CS
k+1

qi = CS
k
qi (10)

Similarly, for everywrite synccontrol state ofLMj at depthh, we force the next state token
value to beunchangedby adding a similar constraint:

WC
h
j = 0 =⇒ TK

h+1

j = TK
h
j (11)

S2. Lock/Unlock Synchronization Constraint: To modelassume(lk = 0) in lock control
stateli of LMi at depthk, and similarly, forunlockcontrol stateuli, we add

B
k
li

=⇒ (¬lk
k
i ); B

k
uli

=⇒ (lkk
i ) (12)

S3. Write Commit Constraint: We make only a write operation commit its current shared state
to bevisible to the future transitions by adding the following constraint in write synccontrol
statewj of LMj at depthh corresponding to write operation only, i.e.,

B
h
wj

=⇒ TK
h
j (13)

S4. Single Control State Reachability Property Constraint: For checking reachability of a
local control statea ∈ Ci, we add constraint:

B
k
a =⇒ TK

k
i (14)

Table 3.Global concurrency constraints added in each BMC instance

Single Token Constraint: Initially, exactly one thread model has the token. We add,

(
∨

1≤i≤n

TK
0
i ) ∧ (

∧

i6=j

TK
0
i =⇒ ¬TK

0
j ) (15)

Multiple Race Detections:To check multiple data racesincrementally, we add the following
blocking clause corresponding to thetoken passing eventsseen in the last witness trace.

¬(RW
kh
ij ∧ · · · ∧ RW

k′h′

i′j′ ) (16)
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We add the following pair-wise (i.e., inter-model) constraints P1-P4between un-
rolled modelsLMi andLMj at depthsk andh, respectively as shown in Table 1.

P1. Read-Write Synchronization Enabling Constraint: The constraints (Eqn 1) cap-
ture the enabling oftoken passingcondition. This happens exactly when: a) thread
modelLMi is in read synccontrol state (i.e., pre-access shared state) at depthk
and does not hold the token , b) thread modelLMj is in write synccontrol state
(i.e., post-access shared state) at depthh and holds the token, and c) thread model
LMj has the latest value of clock variable ofLMi, and both threads agree on that.
Note, this constraintper seis not enough fortoken passing, and we require the fol-
lowing exclusivity constraint as well.

P2. Read-Write Synchronization Exclusivity Constraint: Exclusivity constraints (Eqn 2-
3) ensure that for a chosen pair for token passing(ri@k, wj@h) with i 6= j, other
pairs(ri@k, wj′@h′) with h 6= h′ or j 6= j′ and(rk′

i′ , wh
j ) with i 6= i′ or k 6= k′

areimplied invalid. As shown in Figure 3(a), the pair (r1@1, w2@3) excludes other
pairs (r1@1, w2@6), (r1@1, w2@9), (r1@4, w2@3), and (r1@7, w2@3) due to spe-
cific values of variablesRC1

1 andWC3
2 chosen. Note, Eqn 1, together with Eqn 2

and 3, defineRW kh
ij . We say atoken passing eventis triggerediff RW kh

ij = 1.

P3. Read-Write Synchronization Update Constraint: If the token passing event is
triggered, each localized shared variable ofLMi at depthk gets the current state
value of the corresponding localized shared variable ofLMj at depthh (Eqn 4),
the next state value of token ofLMi is constrained to 1, while it is constrained to
0 for LMj, indicating a transfer of the token (Eqn 5), the next state value of the
clock variable ofLMi is incremented by 1, while the remaining clock variables are
sync-ed with that ofLMj (Eqn 6).

P4. Data Race or Pair-wise Reachability Property Constraints: A data race is de-
tected, i.e.,RDk+1

i = 1 at thread modeli at depthk+1 whenever for a shared vari-
ableg read-write synchronization enabling constraintRW kh

ij holds (Eqn 7) with at
least one write access ong. To check whether control statesa ∈ Ci (of LMi) and
b ∈ Cj (of LMj) are reachable simultaneously, we reduce the reachabilityprob-
lem to a token passing event detection, i.e.,RW kh

ij = 1 by adding control states
read syncandwrite syncbefore and after control statesa andb.

We add following single-threaded (i.e., intra-model) constraintsS1-S4for each thread
modelLMi (LMj) at depthk (h) as shown in Table 2.

S1. No Sync Update Constraint:The constraints (Eqn 8-11) keep the states of thread-
specific localized global variables, and newly introduced variables unchanged when
there is no token passing event (i.e. no context switching) occurs.

S2. Lock/Unlock Synchronization Constraint: The constraints (Eqn 12) assert/de-
assert the locking predicate variables in the respective lock/unlock states.

S3. Write Commit Constraint: The constraints (Eqn 13) make the write operation of
a thread visible to others by asserting the token.

S4. Single Control State Reachability Property Constraint: Like S3, the constraints
(Eqn 14) make the reachability of control state visible by asserting the token.
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As shown in Table 3, we add a single token constraint (Eqn 15) needed for total
order and blocking clauses (Eqn 16) to detect multiple data races.

6 Correctness and Size Complexity

Theorem 1 (Correctness) (A) The lazy modeling constraints allow onlythose traces
that respect the sequential consistency of memory model andsynchronization semantics
up to the boundD, i.e., our modeling is complete.

(B) Further, if there exists a witness for a reachability property, such that the global
trace length is≤ n ·D and each local trace length≤ D, there exists an equivalent trace
allowed by our model corresponding to the witness trace. In other words, our modeling
is sound in that it does not miss any witness up to these bounds.

Proof: Here is an outline with details in Appendix A.

– Completeness:Our modeling captures the requirements for sequential consistency
(a) program order: using the transition model of each thread,No Sync Update
Constraint(Eqn 9-11), andWrite Commit Constraint(Eqn 13), (b)total order of
shared accesses:using logical clock along withRead-Write Synchronization(Eqn 5
and 6) andNo Sync Update Constraint(Eqn 9 and 10), (c)read value rule:using
Read-Write Synchronization Constraint(Eqn 4), andNo Sync Update Constraint
(Eqn 8), and (d)mutual exclusion rule:usingLock/Unlock Synchronization Con-
straint (Eqn 12).

– Soundness:We add pair-wise constraints forall pairs of shared accesses that are
statically reachableup to the bounded depth. Thus, we capture all possible inter-
leavings of shared accesses up to the bound, and hence, we cannot miss any witness
up to the bound.2

6.1 Size Complexity

We now discuss the size of constraints and variablesincrementallyadded at each depth
d for n concurrent threads. We consider thread specificread sync andwrite sync
procedure calls, without inlining. This implies that at each unrolled depthk of LMi, at
most oneread synccontrol stateri and at most onewrite synccontrol statewi belong
to the reachable setRi(k). Thus, at depthd, ri (or wi) block is paired with at most
(n ·d) wj (or rj) blocks. Since there aren threads, we have at most(n2 ·d) pairs. Thus,
at depthd, the number of pair-wise constraints added, and variables introduced are
O(d), and number of non-pair constraints added isO(1). Overall, the size of constraints
and variables added up to depthd is O(d2). Thus, the concurrency constraints grow
quadraticallywith unrolling in the worst case.

For X memory accesses up to depthd, the size complexity can be shown to be
O(X2). To compare, the previous approaches [23, 24], incur acubiccost, i.e.,O(X3),
for a given memory model and a test program.2.

7 Removal of Redundant Concurrency Constraints

We use various static analyses to reduce the number of context switches to consider.
We identify and remove redundant concurrency constraints corresponding to them as
follows:

– CFG transformation(PB): We use path/loop balancing transformations [21] on
each thread model independently to obtain a reduced set of statically reachable
blocks inCSR. This reduces concurrency and unrolled transition constraints.
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– Lockset-based analysis(MTX): We determine statically pair-wise unreachability of
read syncandwrite synccontrol states usinglockset[9, 10, 14] analysis. For such
pairs ofread syncandwrite synccontrol states that are mutually exclusive (e.g.,
due to matching locks/unlocks), we do not add pair-wise constraints as the concur-
rency semantics forbids context-switching between those thread states.

– Context-sensitive CSR(CXT): In our modeling, we handle non-recursive proce-
dures by creating a single copy and using extra variables to encode the call/return
sites. (Recursive procedures are inlined upto some user-chosen depth). However,
not inlining a procedure can causefalseloops in the CFG of each thread, due to un-
matched calls/returns of a procedure. We avoid saturation in CSR due tofalseloops
in CSR by determining reachability in a context-sensitive manner, i.e., by matching
the call/return sites for each procedure call. We observe inour experimental re-
sults that such analysis gives a dramatically reduced set ofreachableread syncand
write synccontrol states, and hence, a reduction in the set of pair-wise constraints
added.

Discussion:The above mentioned static analysis techniques are not required to be pre-
cise as the imprecision does not affect completeness and soundness (Theorem 1) and
size complexity of the overall analysis. However, less precise (but conservative) static
analysis may result in less simplification and thereby poorer BMC performance. Fur-
thermore, we can utilize transactions and/or partial orderreductions [8,14], to eliminate
some pair-wise concurrency constraints.

8 Experiments

We experimented on theDaisy file system [31], a public benchmark used to
evaluate and compare various concurrent verification techniques for concurrent threads
communicating with shared memory and locks/unlocks. It is a1KLOC Java implemen-
tation of a representative file system, where each file is allocated a unique inode that
stores the file parameters, and a unique block which stores data. Each access to a file,
inode or block is guarded by a dedicated lock. Since a thread does not guarantee ex-
clusive operations on byte access, potential race conditions exist. This system has some
known data races. For our experiments, we used a C version of the code [14] with a
two-threaded concurrent system.

We conducted our experiments on an SMT-based BMC framework similar to [21].
We used theyices-1.0 [32] SMT solver at the back-end. We compared ourlazy
modelingwith an eager modeling. In eager modeling approach, we add the pair-wise
constraints in the model itself between the states with shared access, that also have wait-
cycles. We applied BMC simplification usingCSRas discussed in Section 2.3 for all
cases, referred to as the baseline strategy. We then combined this baseline strategy with
other static analysis techniques such as path balancing/loop CFG transformations (PB)
on CFG [21], context-sensitive analysis (CXT), andlocksetanalysis (MTX) [9, 10, 14].
We conducted controlled experiments with various combinations of these techniques.

8.1 Comparing BMC results

We now compare the performance of SMT-based BMC on detectingmultipledata races,
on both eager/lazy models, in various combinations of strategies. Note, multiple race
detection is an optional feature. We detectmultiple data racesincrementally, by adding
a blocking clause corresponding to the token passing eventsseenin the last witness trace
to the satisfiable BMC instance, and then continuing the search. We conducted our ex-
periments on a workstation with dual Intel 2.8 GHz Xeon Processors with 4GB physical
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memory running Red Hat Linux 7.2, using a 6 hrs (≈20Ks) time limit and unroll bound
limit of 300 for each BMC run. The results are summarized in Table 4(a). Column 1,
shows the modeling approach (eager/lazy); Columns 2-6 showBMC results for various
combinations of static analysis methods. Eachdata point(d : t, m) corresponds to a
performance summary of BMC up to depthd, with t andm representing the cumulative
run time and memory used, respectively. Note, cumulative time includes the solve time
incurred in the previous depths for the same run. We show a selected fewdata points
for comparison. Specifically, Column 2 shows data for CSR with noPB and noCXT;
Column 3 shows data for CSR withPB and noCXT; Column 4 shows data for CSR
with PB andCXT; Column 5 shows data for CSR withPB, CXT andMTX; and Column
6 shows data for CSR withPB andMTX, but noCXT. For eager modeling, due to non-
inlining of procedure calls, we did not obtain any useful lockset information to reduce
the constraints statically, and therefore, results in the columns(CSR+PB+CXT+MTX)
and(CSR+PB+MTX) are the same as(CSR+PB+CXT) and(CSR+PB), respectively.
As an example, consider BMC at unroll depth64. BMC on eager model withCSR times
out (TO) requiring 66 Mb, while on lazy model withCSR it takes 26s and 39Mb.

In general,PB andCXT help BMC go deeper in both the eager and lazy models.
However,CXT has a pronounced effect on the BMC performance. We also observed
that thelocksetanalysis helps in improving the BMC performance, but not significantly.
BMC on eager model, in general, does not go very deep, and times out in all cases with-
out detecting any data races. In contrast, BMC on lazy model with (CSR+PB+CXT)
or (CSR+PB+CXT+MTX) is able to find50 data races in a single BMC run. Note,
less precise static analysisCSR andCSR+PB show poorer performance compared to
CSR+PB+CXT andCSR+PB+CXT+MTX.

In Table 4(b), we provide details of BMC performance on lazy models usingCSR+PB+CXT+MTX
on the first five data races. Column 1 shows the data races listed in the order of detection;
Columns 2-4 show the BMC depth, cumulative time, and memory used, respectively.
Column 5 shows the context-switches in the trace, each denoted as(Pi : ki, li) → (Pj :
kj , lj) where modelPi executesuninterruptedfrom depthki to li, and then switches the
context toPj at depthkj . The Daisy example intentionally included many data races as
a benchmark. Each race reported here corresponds to a uniqueset of context-switches
in the witness trace. As an example, the first data race is detected at depth143 taking
12s and 10Mb. There are 3 context switches: aP1 run from depth0 to 127, followed by
aP2 run from depth0 to 127, followed by anotherP1 run from128 to 142, followed by
a data race detection whenP2 accesses the same variable at depth128. Note, the length
of the trace is271(= 143 + 128).

8.2 Comparison with related work

In a related effort [14], two write-write data races were detected for the same bench-
mark, i.e.Daisy file system [31], using 1283s and 122Mb, and 5925s and 902Mb,
respectively. Note, our eager modeling (used in experiments) differs from them mainly
in the back-end solver, i.e., SMT vs SAT, and in use of static reduction methods, which
was the crux of their approach. We believe that the orders of magnitude improvement
in BMC performance (as reported in Table 4(b)), are attributed mainly to our lazy mod-
eling paradigm that facilitates dramatic size-reduction of BMC instances.

In contrast to a closely related work TCMBC [15], we do not bound the number
of context switches. Further, we add constraints lazily andincrementally during BMC
unrolling. TCBMC, built over CBMC [33], translates concurrent C threads into static
single assignment (SSA) form, and adds constraints for a bounded number of context-
switches for a bounded depth. TCMBC approach requires full inlining of functions and
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unwinding of loops like CBMC. This CBMC-based approach, therefore, is not scalable
to large piece of code or code with reactive behavior, as shown previously [29].

We also contrast our work with [23,24], where weaker memory models are consid-
ered. However, these approaches only check given test programs. Further, the number
of concurrency constraints they add arecubic [24] in the number of shared accesses,
while we add aquadraticnumber of constraints.

Table 4.SMT-based BMC (a) Comparison Results (b) Sample Witness Traces

(a) Comparing SMT-based BMC (b) First5 Data Race Traces using
on Lazy/Eager Models CSR+PB+CXT+MTX on lazy model

Static Analysis Strategies
Model CSR CSR+PB CSR+PB CSR+PB CSR+PB

(1) (2) +CXT(3) +CXT+MTX(4) +MTX(5)
d: t, m with d ≡BMC Depth,t ≡Cum. Time(s),m ≡Mem(Mb)

Eager 64: TO,66 64: 132,21 64: 10,14 same as same as
95: TO,59 95: 2K,31 (3) (2)

124: TO,49
race? N N N N N
Lazy 64: 26,39 64: 6,10 64: 2,6 64: 1,6 64: 3,10

73: 8K,101 95: 35,10 95: 5,8 95: 4,8 95: 17,28
Yices 118: TO,114 118: 8,11 118: 8,11 118: 15K,108

124: 16, 10 124: 9, 10 119: TO,112
aborted 287: 2.7K,34287: 2.4K,32

race? N N 50 races 50 races N

Note: N≡No Race Detected, *≡Yices Aborted, TO≡Time Out

BMC TimeMem (Pi : ki, li)
→ (Pj : kj , lj)

#depth sec Mb Pi executes from depths
ki to li uninterrupted
and context-switches
to Pj at depthkj .

(1: 0,127)→(2: 0,127)→1 143 12 10
(1: 128,142)→(2: 128,-)
(1: 0,127)→(2: 0,127)→2 174 25 13
(1: 128,173)→(2: 128,-)

(1: 0,14)→(2: 0,179)3 180 30 15
→(1: 15,-)

(1:0,127)→(2:0,158)→
4 211 96 17 (1:128,158)→(2:159,210)

→(1:159,-)
(1: 0, 127)→(2: 0,210)5 211 99 18

→(1: 128,-)

9 Conclusions and Future Work

We described a novel lazy modeling paradigm for shared memory multi-threaded con-
current systems, that is more suitable for BMC compared to synchronous modeling of
interleaving semantics proposed previously. Such direct modeling of concurrency se-
mantics in BMC is geared toward reducing the size of BMC instances, and thereby,
improving the performance of BMC for deeper analysis. We addconcurrency con-
straints lazily, incrementally and on-the-fly during BMC unrolling that preserve the
concurrency semantics up to the bounded depth. We demonstrated several benefits of
such an approach without incurring the cost of modeling interleaving semantics. By
avoiding wait-cycles, our modeling allows greater scope for reduction in size of a BMC
instance.. In addition, we use various static analyses to reduce the number of context-
switches to consider, which further reduces the size of the constraints. We demonstrated
the efficacy of our approach on a complex example.

In future, we would like to combinepartial-order reductionmethods [8, 14], add
deadlock detection, and analyze weaker memory models.
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***The appendix should not be considered as a part of the
submission.***

Appendix: Proofs

A Proof of Correctness

We present the proof of soundness and completeness of our modeling approach. We
start with a few definitions and notations.

Let there ben thread models withm shared variables. For each modelLMi, let
ck
i denote its local state at depthk, andP 0,D

i denote the set of finite sequences of

its local state transitions,c0,d(i)
i ≡ c0

i , · · · , c
d(i)
i , allowed by the transition relation and

concurrency modeling constraints added up toD for somed(i) ≤ D, respectively. As a
note, each modelLMi has differentd(i). To simplify notation, we used instead ofd(i)
without changing its meaning in the following.

Let the pair(ck
i , ck+1

i ) denote the local state transition between the corresponding
states. Since the modelLMi does not have self-loops, there iseither a transition such
that ck+1

i 6= ck
i , or the associatedassume constraint (Eqn 12-13) does not hold. In

the latter case, transitions fromck
i are terminated, i.e.,k = d. Let gk

i1, · · · , g
k
im, TKk

i ,
CSk

i1 · · ·CSk
in represent current state values of thelocalizedshared variables of the

modelLMi in stateck
i . Let ck,l

i denote the subsequenceck
i , · · · , cl

i of c0,d
i .

Definition 1 A subsequenceck,l
i is called an initial subsequence (IS) iff the following

hold

– k = 0, l < d
– ∀0≤h≤lTKh

i = 0, TK l+1
i = 1

Note, eachc0,d
i has at most oneIS.

Definition 2 A subsequenceck,l
i is called an uninterrupted subsequence (US) iff the

following holds

– ∃k≤h≤lTKk
i = · · · = TKh

i = 1, TKh+1
i = · · ·TK l

i = 0

– TKk−1
i = 0, if k 6= 0

– TK l+1
i = 1, if l 6= d

A US, denoted asck,h,l
i , is said to becomplete iffh < l; otherwise, it is said to be

incomplete, i.e.,h = l. Note, anincomplete UShasTKk
i = 1 in all states in the subse-

quence.

Using Definitions 1 and 2, we chop the sequencec0,d
i into subsequences ofIS and

US. We can easily show by virtue of construction that for a subsequenceck,h,l
i with

l 6= d, there is another subsequencecl+1,h′,l′

i . These subsequences can be concatenated

(denoted by ::), i.e.,ck,h,l
i :: cl+1,h′,l′

i , to obtain the sequencec0,d
i . We say these subse-

quences followconcatenation order.
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Example: We illustrate above definitions using an example shown in Figure 4. Let there
be three threadsP1, P2 andP3 with local sequencesc0,8

1 , c0,8
2 , andc0,6

3 , respectively.
Let each box represent the local stateck

i of the threadPi at stepk. The value1/0 inside
the shaded/unshaded box denotes the token value asseenat the thread state. The sub-
sequencesUSare shown by bold rectangle, andIS are shown with dash outlines. Note,
all US subsequences arecompleteexcept one, i.e.,c6,8,8

2 indicatingP2 is the current
holder of the token. We will show later that given these subsequences, there exists a
unique total order on the subsequences, denoted asIUS that satisfies the concurrency
constraints up to depth 8.

TK1=1 1 0 0 10 001

TK2=0 1 1 1 00 111

c1
0

TK3=0 1 1 1 00 0

c1
1 c1

2 c1
3 c1

4 c1
5 c1

6 c1
7 c1

8

c2
0 c2

1 c2
2 c2

3 c2
4 c2

5 c2
6 c2

7 c2
8

c3
0 c3

1 c3
2 c3

3 c3
4 c3

5 c3
6

c1
(0,1,4) c1

(5,6,8)

c2
(1,3,5) c2

(6,8,8)

c3
(1,3,6)

Complete US:    c1
(0,1,4),  c2

(1,3,5), c3
(1,3,6), c1

(5,6,8), c2
(6,8,8)

Incomplete US: c2
(6,8,8)

Initial US:           c1
(0,1,4)

IS:                       c2
(0,0), c3

(0,0)

IUS:                   c2
(0,0), c3

(0,0), c1
(0,1,4),  c2

(1,3,5), c3
(1,3,6), c1

(5,6,8), c2
(6,8,8)

c3
(0,0)

c2
(0,0)

Concat order
c3

(0,6) ≡≡≡≡ c3
(0,0)::c3

(1,3,6)

Concat order
c1

(0,8)≡≡≡≡ c1
(0,1,4)::c1

(5,6,8)

Concat order
c2
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Fig. 4. Ilustrating various definition of subsequences.

Definition 3 A local sequencec0,d
i can be one of the following types I, II, or III de-

pending on the existence of IS and US in the sequence.

– Type I: IS does not exist and at least one US exists. One can concatenate multiple
US such thatc0,d

i ≡ c0,h,l
i :: cl+1,h′,l′

i :: · · · :: cl′′,h′′,d
i .

– Type II: IS exists (implying existence of at least one US) such that one can concate-
nate IS and US to obtainc0,d

i , i.e.,c0,d
i ≡ c0,l

i :: cl+1,h′,l′

i :: · · · :: cl′′,h′′,d
i .

– Type III: Neither an IS nor a US exists for the local sequence.

One can show existence of such concatenations for types I andII using the definition of
US. If IS exists, there exists at least oneUS in a sequencec0,d

i by construction.

Example: In Figure 4,c0,8
1 ≡ c0,1,4

1 :: c5,6,8
1 is a type I sequence andc0,8

2 ≡ c0,0
2 ::

c1,3,5
2 :: c6,8,8

2 andc0,6
1 ≡ c0,0

3 :: c1,3,6
3 aretype II sequences.

Definition 4 We say an ordered pair(ck′,h′,l′

j , ck,h,l
i ) of US from different threads is

valid iff RW
(k−1)h′

ij = 1, for k > 0, andh′ < l′, i.e., token passing occurs.
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We have followingprogram orderproperty on each local sequencec0,d
i .

Lemma 1. Each local sequencec0,d
i follows program order.

Proof: Note, the annotations (Section 5.1) do not change the relative order of the
thread statements. Further, if allRead-Write Synchronization Enabling Constraintare
disabled, i.e.,∀j 6=i,0≤h≤dRW kh

ij = 0, No Sync Update Constraint(Eqn 8-11) ensures
that each thread modelLMi behaves identical toMi. Therefore, the program order of
memory access is also preserved in these sequences.2

Lemma 2. Type III sequences, by Definition 3, cannot affect global state, and therefore,
can be ignored while analyzing global state.

Proof: Recall, type III sequence corresponds to a local execution from the initial
state, where the write to shared variables have not been committed. Thus, such se-
quences cannot affect the global state, and therefore, can be ignored. Note, that the
constraintSingle Control State Reachability Property Constraints(Eqn 14) requires
thatTKi = 1 when the local control statea is reachable, and therefore, witnesses are
necessarily eithertype Ior III sequences.2

Lemma 3. Concatenation order of type I and II sequences follows program order and
is unique for a local sequence.

Proof: Follows from the definitions oftype IandII sequences and Lemma 1.2

Lemma 4. For a valid ordered pair(ck′,h′,l′

j , ck,h,l
i ), the following hold:

– ∀n
q 6=iCSk

qi = CSh′

qj

– CSk
ii = CSh′

ij + 1

– ∀m
p=1g

k
pi = gh′

pj

Proof:For avalid ordered pair, RW
(k−1)h′

ij = 1 holds. Hence, from Eqn 1,CSk−1
ii =

CSh′

ij . The proof follows fromRead-Write Synchronization Update Constraints(Eqn 4
and 6).2

Lemma 5. For an IS or USck,h,l
i the following hold:

– ∀n
q=1CSk

qi = CSl
qi

Proof: Since inISandUS, there is no transition of token value from0 to 1, RCk
i =

· · · = RCl
i = 0. ApplyingNo Sync Update Constraint(Eqn 10), the proof follows.2

Lemma 6. Given a concatenation,ck,h,l
i :: · · · :: ck′,h′,l′

i , the following hold:

– CSk
ii ≤ CSk′

ii
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Proof: Note,k < k′ as concatenation order is inprogram order(Lemma 3). Further,
since the only update constraints (Eqn 6 and 10) do not decreaseCSk′

ii for k′ > k, the
proof follows.2

Lemma 7. There is a unique USck,h,l
i with k = 0 for somei.

Proof: It follows from theSingle Token Constraint(Eqn 15), that allows only one
model, sayi, to have token initially.2

Lemma 8. For an USck,h,l
i with k 6= 0, there exists a unique complete USck′,h′,l′

j with

h′ < l′ such that the ordered pair (ck′,h′,l′

j , ck,h,l
i ) is valid.

Proof: From the Definition 2,ck,h,l
i with k 6= 0 implies TKk−1

i 6= TKk
i ; which

in turn impliesRCk−1
i 6= 0, using Eqn 9. W.l.o.g. (Without loss of generality), let

RCk−1
i = ah′

j , which with Eqn 2 impliesRW
(k−1)h′

ij = 1. Thus, as per Definition 4,

the ordered pair (ck′,h′,l′

j , ck,h,l
i ) is valid.2

Lemma 9. For a complete USc(k′,h′,l′)
j with h′ < l′, there exists a unique USck,h,l

i

such that the ordered pair (ck′,h′,l′

j ,ck,h,l
i ) is valid.

Proof: From the Definition 2,ck′,h′,l′

j with h′ < l′ implies TKh′+1
j = 0 and

TKh′

j = 1; which in turn impliesWCh′

j 6= 0, using Eqn 11. W.l.o.g., letWCh′

j = ak
i ,

which with Eqn 3 impliesRW
(k−1)h′

ij = 1. Thus, as per Definition 4, the ordered pair

(ck′,h′,l′

j , ck,h,l
i ) is valid.2

Lemma 10. A global sequence of US (from different threads) can be constructed so
that every consecutive pair of US is a valid ordered pair as per Definition 4. Further,
such a sequence starts with a uniquec0,h,l

i for somei.

Proof: As per Lemma 7, there exists a uniqueUS c0,h,l
i . We start a sequence with

the uniqueUS. If h = l, we stop; otherwise using Lemma 9, we obtain a nextUS in the
sequence, say,ck′,h′,l′

j and continue untilh′ = l′. Note, we stop at anincomplete USas
per Definition 2.2

In the following Lemma 11- 13, we prove that the global sequence ofUS, so con-
structed, has the following properties:finite, cycle-free, unique, and atotal ordered-
interleaving sequence ofUS in theprogram order.

Lemma 11. The global sequence of US (from different thread) is finite, has no cycle
and always ends with an incomplete US.
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Proof:As the number ofUSis finite for a local sequencec0,d
i , and number of threads

are finite, i.e.,n, we only have to show that there is no cycle in the sequence ofUS. To
prove by contradiction, we assume there exists a cycle, i.e., ck,h,l

i , · · · , ck′,h′,l′

j , ck,h,l
i .

W.l.o.g., let there be no nested cycle in this cycle. Applying Lemma 4 on consecutiveUS
in the sequenceck,h,l

i , · · · , ck′,h′,l′

j , one can show thatCSk
ii ≤ CSk′

ij . Again, applying

Lemma 4 and 5 on(ck′,h′,l′

j , ck,h,l
i ), we show thatCSk′

ij = CSl′

ij andCSl′

ij +1 = CSk
ii.

Thus, we obtain a contradictionCSk
ii < CSk

ii. Therefore, we conclude that the sequence
is finite with no cycle and always ends with anincomplete USas per construction using
Lemma 10.2

Lemma 12. The global sequence of US is unique.

Proof: We show this by induction on the subsequence length.

– Basis: Sequence with oneUS.
This is trivially true as there is a uniqueUSc0,h,l

i as per Lemma 7.
– Induction: Given a unique global subsequence ofUS of length t starting with a

uniqueUSand ending with acomplete US, we show that the subsequence of length
t+1 is also unique. Note, if the lastUS is incomplete, the induction step is trivially
true since there can be only oneincompleteUS in a global sequence ofUS.
Let the tth US in the global sequence beck′,h′,l′

j . We use Lemma 9 to obtain a
unique nextUS. Thus, the subsequence of lengtht + 1 is also unique.2

Lemma 13. The global sequence of US is a total order-ed sequence and maintains
program order.

Proof: We show that the global sequence includes all the local sequences ofUS in
the concatenation order.

– Inclusion: To show total inclusion, we show a givenUS ck,h,l
i , is not left out,

i.e., it is always included in the global sequence. Ifk = 0, we are done triv-
ially, as per Lemma 7 thisUS is unique, and the global sequence starts with this
US (Lemma 10); otherwise, we use Lemma 8 repeatedly, finitely often as per
Lemma 11, and obtain anotherUS ck′,h′,l′

j preceding it, untilk′ = 0. As per

Lemma 12, there is a unique global sequence, and the sequencec0,h′,l′

j · · · ck,h,l
i

is a subsequence of the global sequence.
– Concatenation order: We show this by contradiction. Given a concatenated pair of

US ck,h,l
i :: cl+1,h′,l′

i , we assume that in the global sequence, we have a subse-

quencecl+1,h′,l′

i · · · ck,h,l
i , where the pair does not appear inconcatenation order.

Applying Lemma 4 on consecutiveUS in the global sequencecl+1,h′,l′

i , · · · , ck,h,l
i ,

one can show thatCSl+1
ii < CSk

ii. However, using Lemma 6, we obtain,CSk
ii ≤

CSl+1
ii ; a contradiction.

Thus,inclusionandconcatenation orderrules give a total interleaving of the local se-
quences ofUSand using Lemma 3 we also obtain that the global sequence ofUSmain-
tains the program order.2



24 Malay K. Ganai and Aarti Gupta

We construct a global sequence, denoted asIUS, by sequencing allIS in some total
order before the global sequence ofUS.
Example: In Figure 4, the global sequencec0,0

2 , c0,0
3 , c0,1,4

1 , c1,3,5
2 , c1,3,6

3 , c5,6,8
1 , c6,8,8

2
represents anIUS.

Now, we prove thatIUS holds the sequential consistency and synchronization se-
mantics.

Lemma 14. The sequence IUS maintains program order.

Proof: This follows trivially from Lemma 1 and 13.2

Lemma 15. The sequence IUS has a total order of memory access.

Proof: As per Lemma 13, the global sequence ofUS is a total ordered sequence.
Further, since we choose a total order onIS, the proof follows.2

Lemma 16. Read value rule is maintained in IUS, i.e., a read access of a shared vari-
able observes the effect of the last write access to the same variable in the sequence
IUS.

Proof: In eachUS, Read Value Ruleis observed due to program semantics as per
Lemma 1. Between consecutiveUS (from different threads),Read Value Ruleis main-
tained by Lemma 4. In eachIS, and in the starting uniqueUS, the read of shared variable
seesthe initial state of the shared memory, which is the same for all thread models.2

Lemma 17. Shared accesses by different threads in matched lock/unlock operations
are mutually exclusive in IUS.

Proof: It is is sufficient to show that the mutually exclusive sharedaccess does not
occur twice in theIUS sequence with same lock variable being set to1 without setting
it to 0 in between.

W.l.o.g., assume a shared variable is accessed simultaneously in a stateai andbj

that are mutually exclusive using locklk in the global sequence ofIUS. Letck,h,l
i denote

a USsuch thatlkl
i has value1. Let ck′,h′,l′

j denoteUSsuch that for somek′ ≤ t ≤ h′,

lkt+1
1,j gets value1 in control statect+1

j due to an update from a lock control statect
j . Let

ck,h,l
i occur beforeck′,h′,l′

j in the IUS. We further assume that there exists no other se-
quence corresponding to lock/unlock of locklk. A necessary condition for exclusive vi-
olation to occur, is to show that there exists in theIUSa transition from lock acquisition
control state, i.e.,ct

j with t < l′. Note,lkk′

j = lkl
i = 1 asRead Value Ruleis maintained

(Lemma 16), which theMutual Exclusion Constraint(Eqn 12),Bct
j

=⇒ (lkt
j = 0),

there is a clear conflict. Hence, such a global sequenceIUS does not exist where lock
variable is set to1 twice without setting it to0. Similarly, we can argue for unlock case,
where lock is set to0 twice without setting it to1. 2

We now present the following Theorem validating the soundness and completeness of
our lazy modeling approach for BMC.
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Theorem 1 The lazy modeling constraints allow only those traces that respect the se-
quential consistency of memory model and synchronization schematics up to the bound
D, i.e., our modeling is complete.

Further, if there exists witness for a reachability property, such that the global trace
length is≤ n · D and each local trace length≤ D, there exists an equivalent trace
allowed by our model, i.e., IUS corresponding to the witnesstrace. In other words, our
modeling is sound in that it does not miss any witness up to these bounds.

Proof:

– Completeness:Recall, for a given BMC boundD, P 0,D
i denotes the set of se-

quences of local state transitions up to the bound. Given a tuple of local state tran-
sitions(c

0,d(1)
1 , · · · , c

0,d(n)
n ) ∈ P 0,D

1 × · · · × P 0,D
n , we construct a unique global

sequenceIUS, that capture the requirements of sequential consistency of memory
model and synchronization semantics up to the boundD (Lemmas 14-17). Thus,
theIUSrepresents a valid trace in the concurrent system w.r.t sequential consistency
and synchronization semantics.

– Soundness:We show that for a given witness trace that follows sequential con-
sistency and synchronization semantics, there exists a tuple of local state transi-
tions(c

0,d(1)
1 , · · · , c

0,d(n)
n ). Note, from this tuple we construct a uniqueIUS (using

Lemma 10 and 12).
Let us take a total orderedtth-length memory traceA0

i · · ·A
t
j that is sequentially

consistent and follows synchronization semantics and is a witness to the given
reachability property, whereAt

j represents a shared access by threadPj at tth

step. We chop this trace into subsequences of consecutive accesses of a threadPi,
i.e., Ak

i , · · · , Al
i. We then append a NOP operationN l+1

i after Al
i. We obtain an

equivalentUS from each such subsequence by associating a tokenTKi such that
TKk

i = · · · = TKh
i = 1, andTKh+1

i = · · · = TK l+1
i = 0, where we chooseh

from one of the following:
• h = k, if there is no write in the subsequence
• h = r, if subsequence is not the last subsequence, andAr

i is the last write in
the subsequence,k ≤ r ≤ l

• h = l, if the subsequence is the last sequence (and there is a writeoperation in
the subsequence).

We then obtain a local sequence ofUS for each threadPi, by taking theUScorre-
sponding to the threadPi and concatenate them in the same order as they appear
in the witness. Note, each local sequence follows the program order (guaranteed
by the witness), which can be represented by the tuple of local state transition
c
0,d(1)
1 , · · · , c

0,d(n)
n . Note, each local sequence is atype Ior II sequences by Defini-

tion 3.2

Comments: The maximum length of anIUS can ben · D with the restriction that each
local sequence, combiningIS andUS, is of maximum lengthD. Note, the construction
of IUS is only conceptual. Indeed, we use BMC to explore all such possibleIUS to find
a violation or a witness for a reachability property.


