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a simple example
to get started

$ cat example.c
#define N 5
#define M 4

int
main(void)
{ int i, x = 12, y = 34, z, w;

int *p,*q,*h,*j,*k;
int *****a, *b[N][M], c[M];

for (i = 0; i < N; i++)
b[i][3] = &c[i];

p = &z;
q = &x;
x = 56;
*p = *q;
h = p;
p = &y;
****a = h;
j = ****a;
h = q;

}

here is a typical little, inscrutable, C program.
does it have bugs, and if so how many?

can we use model checking to find them?

how much work do we have to do to
extract a model and see the result?

step 1: define a Modex test harness:

$ cat example.prx

%F example.c

%X -x

%L

Import _all_ _all_

%%

from this file

extract all functions

and import all data
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run modex
$ ls –l
-rwxrwxrwx 1 g None  302 Aug 10 10:15 example.c
-rwxrwxrwx 1 g None   44 Aug 10 10:08 example.prx
$ modex example.c
$ ls –l
-rw-rw-rw- 1 g None  130 Aug 10 11:39 _modex_.cln
-rw-rw-rw- 1 g None   47 Aug 10 11:39 _modex_.drv
-rw-rw-rw- 1 g None  348 Aug 10 11:39 _modex_.h
-rw-rw-rw- 1 g None   79 Aug 10 11:39 _modex_.lut
-rw-rw-rw- 1 g None  285 Aug 10 11:39 _modex_.run
-rw-rw-rw- 1 g None 1489 Aug 10 11:39 _modex_all.spn
-rw-rw-rw- 1 g None  158 Aug 10 11:39 _modex_all_0.h
-rwxrwxrwx 1 g None  302 Aug 10 10:15 example.c
-rwxrwxrwx 1 g None   44 Aug 10 10:08 example.prx
$ cat _modex_.run

cpp –E -P _modex_.drv > model
sh _modex_.cln
if spin -a model && cc -o pan pan.c
then    ./pan
else    exit 1
fi
exit 0

$ cpp –E –P _modex_.drv > model
$ cat model

run modex

view model
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$ cat model
c_state "int ***** a" "Local main"
c_state "int * b[5][4]" "Local main"
c_state "int * p" "Local main"
c_state "int * q" "Local main"
c_state "int * h" "Local main"
c_state "int * j" "Local main"
c_state "int * k" "Local main"

active proctype main( )
{ int c[4];

int i;
int x = 12;
int y = 34;
int z, w;

c_code { Pmain->i=0; };

do
:: c_expr { (Pmain->i<5) };

c_code [(Pmain->i < 5)]
{ Pmain->b[Pmain->i][3]=&(Pmain->c[Pmain->i]); };

c_code { Pmain->i++; }

:: else ->
break

od;

c_code { Pmain->p = &(Pmain->z); };
c_code { Pmain->q = &(Pmain->x); };
c_code { Pmain->x = 56; };
c_code [Pmain->q && Pmain->p]  { (*Pmain->p) = (*Pmain->q); };
c_code { Pmain->h = Pmain->p; };
c_code { Pmain->p = &(Pmain->y); };
c_code [Pmain->a&&(*Pmain->a)&&(*((*Pmain->a)))&&(*((*((*Pmain->a)))))]

{ (*((*((*((*Pmain->a)))))))=Pmain->h; };
c_code [Pmain->a&&(*Pmain->a)&&(*((*Pmain->a)))&&(*((*((*Pmain->a)))))]

{ Pmain->j = (*((*((*((*Pmain->a))))))); };
c_code { Pmain->h = Pmain->q; };

}

$ cat example.c
#define N 5
#define M 4

int
main(void)
{ int i, x = 12, y = 34, z, w;

int *p,*q,*h,*j,*k;
int *****a, *b[N][M], c[M];

for (i = 0; i < N; i++)
b[i][3] = &c[i];

p = &z;
q = &x;
x = 56;
*p = *q;
h = p;
p = &y;
****a = h;
j = ****a;
h = q;

}

some variables could be
represented as Promela
data object; others are
imported with c_state declarations

the extracted model:

original C code:

modex generated
correctness assertions
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verification of the model with Spin
$ spin –a model
$ cc –o pan pan.c
$ ./pan

pan: (Pmain->i < 4) (at depth 15)

pan: wrote model.trail

(Spin Version 4.2.5 -- 2 April 2005)

Warning: Search not completed

+ Partial Order Reduction

Full statespace search for:

never claim             - (none specified)

assertion violations    +

acceptance   cycles     - (not selected)

invalid end states      +

State-vector 160 byte, depth reached 14, errors: 1

15 states, stored

0 states, matched

15 transitions (= stored+matched)

0 atomic steps

hash conflicts: 0 (resolved)

2.622   memory usage (Mbyte)
$ ./pan –r

one of the generated
preconditions fails
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the counter-example

$ ./pan -r

1:    proc  0 (main) line  25 "pan_in" (state 1) [ Pmain->i=0; ]

2:    proc  0 (main) line  27 "pan_in" (state 7) [( (Pmain->i<5) )]

3:    proc  0 (main) line  29 "pan_in" (state 3) [ Pmain->b[Pmain->i][3]=&(Pmain->c[Pmain->i]); ]

4:    proc  0 (main) line  30 "pan_in" (state 4) [ Pmain->i++; ]

5:    proc  0 (main) line  27 "pan_in" (state 7) [( (Pmain->i<5) )]

6:    proc  0 (main) line  29 "pan_in" (state 3) [ Pmain->b[Pmain->i][3]=&(Pmain->c[Pmain->i]); ]

7:    proc  0 (main) line  30 "pan_in" (state 4) [ Pmain->i++; ]

8:    proc  0 (main) line  27 "pan_in" (state 7) [( (Pmain->i<5) )]

9:    proc  0 (main) line  29 "pan_in" (state 3) [ Pmain->b[Pmain->i][3]=&(Pmain->c[Pmain->i]); ]

10:    proc  0 (main) line  30 "pan_in" (state 4) [ Pmain->i++; ]

11:    proc  0 (main) line  27 "pan_in" (state 7) [( (Pmain->i<5) )]

12:    proc  0 (main) line  29 "pan_in" (state 3) [ Pmain->b[Pmain->i][3]=&(Pmain->c[Pmain->i]); ]

13:    proc  0 (main) line  30 "pan_in" (state 4) [ Pmain->i++; ]

14:    proc  0 (main) line  27 "pan_in" (state 7) [( (Pmain->i<5) )]

pan: precondition false: (Pmain->i < 4)

15:    proc  0 (main) line  29 "pan_in" (state 3) [ Pmain->b[Pmain->i][3]=&(Pmain->c[Pmain->i]); ]

spin: trail ends after 15 steps

local vars proc 0 (main):

int c[0]:    0

int c[1]:    0

...

$

the counter-example is generated by pan, not spin, because
we use embedded C code, which Spin cannot simulate 
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example2.c
$ sed ‘s/c\[M\]/c[N]/’ example.c > example2.c # correct the array size of c[]

$ modex example2.c

$ cpp –E –P _modex_.drv > model

$ spin –a model

$ cc –o pan pan.c

$ ./pan

pan: Pmain->a && (*Pmain->a) && (*((*Pmain->a))) && (*((*((*Pmain->a))))) (at depth 24)

pan: wrote model.trail

(Spin Version 4.2.5 -- 2 April 2005)

Warning: Search not completed

+ Partial Order Reduction

Full statespace search for:

never claim             - (none specified)

assertion violations    +

acceptance   cycles     - (not selected)

invalid end states      +

State-vector 164 byte, depth reached 23, errors: 1

24 states, stored

0 states, matched

24 transitions (= stored+matched)

0 atomic steps

...

repeat verification

NOTE: we did not define an example2.prx file !
the contents of example.prx matches the
default settings of modex, so we can omit it too
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new counter-example
a nil-pointer derefence error

$ ./pan -r

1:    proc  0 (main) line  25 "pan_in" (state 1)      [ Pmain->i=0; ]

2:    proc  0 (main) line  27 "pan_in" (state 7)      [( (Pmain->i<5) )]

3:    proc  0 (main) line  29 "pan_in" (state 3)      [ Pmain->b[Pmain->i][3]=&(Pmain->c[Pmain->i]); ]

4:    proc  0 (main) line  30 "pan_in" (state 4)      [ Pmain->i++; ]

5:    proc  0 (main) line  27 "pan_in" (state 7)      [( (Pmain->i<5) )]

6:    proc  0 (main) line  29 "pan_in" (state 3)      [ Pmain->b[Pmain->i][3]=&(Pmain->c[Pmain->i]); ]

7:    proc  0 (main) line  30 "pan_in" (state 4)      [ Pmain->i++; ]

8:    proc  0 (main) line  27 "pan_in" (state 7)      [( (Pmain->i<5) )]

9:    proc  0 (main) line  29 "pan_in" (state 3)      [ Pmain->b[Pmain->i][3]=&(Pmain->c[Pmain->i]); ]

10:    proc  0 (main) line  30 "pan_in" (state 4)      [ Pmain->i++; ]

11:    proc  0 (main) line  27 "pan_in" (state 7)      [( (Pmain->i<5) )]

12:    proc  0 (main) line  29 "pan_in" (state 3)      [ Pmain->b[Pmain->i][3]=&(Pmain->c[Pmain->i]); ]

13:    proc  0 (main) line  30 "pan_in" (state 4)      [ Pmain->i++; ]

14:    proc  0 (main) line  27 "pan_in" (state 7)      [( (Pmain->i<5) )]

15:    proc  0 (main) line  29 "pan_in" (state 3)      [ Pmain->b[Pmain->i][3]=&(Pmain->c[Pmain->i]); ]

16:    proc  0 (main) line  30 "pan_in" (state 4)      [ Pmain->i++; ]

17:    proc  0 (main) line  27 "pan_in" (state 7)      [else]

18:    proc  0 (main) line  34 "pan_in" (state 10)     [ Pmain->p=&(Pmain->z); ]

19:    proc  0 (main) line  35 "pan_in" (state 11)     [ Pmain->q=&(Pmain->x); ]

20:    proc  0 (main) line  36 "pan_in" (state 12)     [ Pmain->x=56; ]

21:    proc  0 (main) line  37 "pan_in" (state 13)     [ (*Pmain->p)=(*Pmain->q); ]

22:    proc  0 (main) line  38 "pan_in" (state 14)     [ Pmain->h=Pmain->p; ]

23:    proc  0 (main) line  39 "pan_in" (state 15)     [ Pmain->p=&(Pmain->y); ]

pan: precondition false: Pmain->a && (*Pmain->a) && (*((*Pmain->a))) && (*((*((*Pmain->a)))))

24:    proc  0 (main) line  40 "pan_in" (state 16)     [ (*((*((*((*Pmain->a)))))))=Pmain->h; ]

spin: trail ends after 24 steps
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an example with concurrency
int main(void)
{       thread_t thread_id, main_id;

main_id = thr_self();
thr_setconcurrency(2);
thr_create(NULL, 0, thread_sub, (void *)main_id, THR_SUSPENDED, &thread_id);

while(1) {
printf("MAIN: continuing subroutine thread\n"); fflush(stdout);
thr_continue(thread_id);
printf("MAIN: suspending self\n"); fflush(stdout);
thr_suspend(main_id);

}
return(0);

}
void *thread_sub(void *arg)
{       thread_t thread_id;

thread_t main_id = (thread_t) arg;

thread_id = thr_self();

while(1) {
printf("THREAD: continuing main thread\n"); fflush(stdout);
thr_continue(main_id);
printf("THREAD: suspending self\n"); fflush(stdout);
thr_suspend(thread_id);

}
return((void *)0);

}

can this code deadlock?

http://www.cs.cf.ac.uk/Dave/EXAMPLES/sw_race.c
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yes
$ modex sw_race.c # Extract Model
$ sh _modex_.run # Compile and Run
pan: invalid end state (at depth 17)
pan: wrote model.trail
(Spin Version 4.2.5 -- 2 April 2005)
...
State-vector 16 byte, depth reached 18, errors: 1
...
$ pan –C # Replay Error Trace

THREAD: continuing main thread
THREAD: suspending self
MAIN: continuing subroutine thread
THREAD: continuing main thread
THREAD: suspending self
MAIN: suspending self

18: main(0):[Suspend_main = 1]
spin: trail ends after 18 steps
#processes 2:
18:    proc 0 (main)  line   5 (state  7) (invalid end state)

Printf("MAIN: continuing subroutine thread\n");
18:    proc 1 (thread)  line  20 (state  7) (invalid end state)

Printf("THREAD: continuing main thread\n");
global vars:

bit    Suspend_main:    1
bit    Suspend_thread:  1
bit    arg:     0

...

using a more specific test harness
to provide the correct Spin abstraction
for thread creation andsuspension and resumption
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test harness definition for sw_race
$ cat sw_race.prx
%F sw_race.c
%X -n main
%X -n thread_sub
%L
thr_setconcurrency(...          hide
thr_create(...                  hide

thr_suspend(main_id)            Suspend_main = 1
thr_continue(main_id)           Suspend_main = 0

thr_suspend(thread_id)          Suspend_thread = 1
thr_continue(thread_id)         Suspend_thread = 0

main_id=...                     hide
thread_id=...                   hide
%%
%P
#define thread_t int

bool Suspend_main, Suspend_thread, arg;

active proctype main() provided (!Suspend_main) {
#include "_modex_main.spn"
}

active proctype thread() provided (!Suspend_thread) {
#include "_modex_thread_sub.spn"
}

%%

special keyword that can
appear on the rhs in the
lookup table (defining the
mapping/abstractions for
the model extraction)

optionally define an
explicit Promela context
for the extracted models
for each function in a %P
segment in test harness
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examples:

printf(... keep
exit(... warn

special keywords that can appear
on the rhs in a modex lookup table definition
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list of the 10 possible
test harness commands
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valid parameters to an %X command
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the main steps in the
model extraction process

• lexical analysis & parsing
– produce control flow graph

• complexity control:
– slicing

– abstraction

– restriction etc.

• model generation
– interprets the cfg

– applies the controls

– converts into a Spin automata 
model

C
code

cfg

automata

SPIN
model
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model extraction...
beginthread

main

exit

exit
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extensions in Spin v4 that make this possible
(implemented Sep. 2000, added to distribution Jan. 2003)

five new Promela primitives:

c_decl

c_state

c_track

c_expr

c_code

to define new C data types that can be used 
later in c_state or c_track primitives

to declare new C variables inside state vector 
scoped as: Global, Local, or Hidden 
(meant for used by modex only, not humans)

to report C data objects, declared outside the 
model (in C code), as holding state information

blocking: execute a C expression and 
use the boolean return value in the model

non-blocking: execute a fragment of C code
atomically and deterministically (like a d_step)

data

behavior
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greet

proc

proxy

proc
proxy
thread

spawn
thread

grant
thread

serv

proc

glen
thread

view
thread

grant
thread

view

proc
ClientServer

glen

proc

(server-side) (client-side)

Grant

Request

Read

Write

DelegateAck/Nak

Reply

Update

so does it really work on larger applications?
Protium system (Bell Labs): ~20 process threads
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FeaVer Test Harness
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circular wait problem
detected in ~2 minutes

example scenario of 931 steps

view
proc

proxy
thread

proxy
proc

glen
proc

Server Clientserv
wait
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the PathStar verification (1998-2000)

C

code

Spin
model

model
extraction

bug
reporting

filter

feature
requirements

“test”
drivers

environment

model
test automata
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check

feature verification

Standard
Web Browser
Interface

extract
model of

source code

extract
model of
property

run
checks

x

=

document error-traces

web-based interface
full automation

(Holzmann&Smith BLTJ2000)
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http://cm.bell-labs.com/cm/cs/what/modex
http://cm.bell-labs.com/cm/cs/what/feaver

documentation
more info
examples

etc.:
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some papers on modex/feaver
(pdf’s are on http://spinroot.com/gerard/pubs.html)

• G.J. Holzmann and M.H. Smith, “A practical method for the verification of 
event-driven software,” Proc. Intern. Conf. on Software Engineering, May 
1999, Los Angeles, CA, pp. 597-607.

• G.J. Holzmann and M.H. Smith, “Automating software feature verification,”
Bell Labs Technical Journal, Vol. 5, No. 2, April-June 2000, pp. 72-87.

• G.J. Holzmann, “Logic Verification of ANSI-C Code with Spin,” Proc. SPIN 
Workshop, Stanford Univ., CA, Aug-Sept. 2000, Springer Verlag, LNCS 
Vol. 1885, pp. 131-147.

• G.J. Holzmann, “From Code to Models,” Proc. 2nd Int. Cong. on 
Concurrency to System Design, Newcastle, U.K., IEEE Computer Society 
Press, June 2001, pp. 3-10.

• G.J. Holzmann and M.H. Smith, “An automated verification method for 
distributed systems software based on model extraction,” IEEE Trans. on 
Software Engineering, Vol. 28, No. 4, pp. 364-377, April 2002.

• G.J. Holzmann and R. Joshi, “Model Driven Software Verification,” Proc. 
11th Spin Workshop, Barcelona, Spain, April 2004, Springer Verlag, LNCS 
2989, pp. 77-92.
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synopsis


