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a simple example
to get started

. . . . $ cat exanple.c
here is a typical little, inscrutable, C program. |, .ine N 5

does it have bugs, and if so how many? #define M4
_ _ I nt
can we use model checking to find them? mai n( voi d)
{ int i, x =12, y = 34, z, w,
int *p,*q,*h, *j, *k;
how much work do we have to do to int *****a, *b[N[[M, c[M;
extract a model and see the result? for (I =0 i <N i+4)

b[i][3] = &c[i];
step 1: define a Modex test harness:

p = &;
$ cat exaan(e_mx/ from this file )C(' - ‘;"éj
% exanpl e. c = *p = *;il'
%X - X «— extract all functions ho=pr
% . p = &;
mort a1 _all_«—]andimportalldata | seseq = py
o j = *kkk kg

h = q;
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run modex

view model

spin2005

run modex

$ Is -l

-rwxrwxrwx 1 g None 302 Aug 10 10: 15 exanple.c
-rwxrwxrwx 1 g None 44 Aug 10 10: 08 exanpl e. prx
$ nodex exanple.c

$ Is -l

-rwrwrw 1 g None 130 Aug 10 11:39 nodex .cln h
-rwrwrw 1 g None 47 Aug 10 11:39 _nodex_.drv
-rwrwrw 1 g None 348 Aug 10 11:39 _nodex_.h
-rwrwrw 1 g None 79 Aug 10 11:39 nodex_. | ut >
-rwrwrw 1 g None 285 Aug 10 11:39 _nodex_.run
-rwrwrw 1 g None 1489 Aug 10 11:39 _nodex_all.spn
-rwrwrw 1 g None 158 Aug 10 11:39 nodex_all _0.h )
-rwxrwxrwx 1 g None 302 Aug 10 10: 15 exanple.c
-rwxrwxrwx 1 g None 44 Aug 10 10: 08 exanpl e. prx

$ cat _nodex_.run
cpp —E -P _nodex_.drv > node
sh _nodex_.cln
If spin -a nodel && cc -0 pan pan.c

t hen ./ pan
el se exit 1
fi

exit O

$ cpp -E —P _nodex_.drv > nodel
$ cat nodel




. | $ cat nodel —~
the extracted model: | [ ofaie "int ++esr a "Local min B
c_state "int * b[5][4]" "Local main /
c_state "int * p" "Local main
c_state "int * @" "Local main b
c_state "int * h" "Local main -
c_state "int * j" "Local main
c_state "int * K" "Local main
original C code: . _
active proctype main( ) bl p
5 cat example.c int c[4]; some variables could be
sdefine N 5 int i: - represented as Promela
#define M 4 int x = 12; data object; others are
Inty = 34 imported with ¢_state declarations
i nt int z, w
i id
?m n(ivnotl i) x =12, y = 34, z, w c_code { Pmain->i=0; };
S S modex generated
i nt *f;*i‘; ;‘bj[i\l][i\/] ¢[M: do correctness assertions
’ ’ ’ c_expr { (Pmain->i<5) };
for (i =0; i <N i++) c_code [(Pmain-> < 5)]
b[i][3] = &[i]; > { Pmai n->b[ Pmai n->i ] [ 3)/=&( Pmai n->c[ Pmain->i]); };
’ ‘c_code { Pmain->i ++ }
= &z;
3 = & el se ->
x = 56 . br eak
*p — *q; od,
h = p; . .
p = g«y' c_code { Pnmain->p = & Pmain->z);/};
xxxkg = he c_code { Pmain->q = & Pmain->x)/ };
o= kk Kk : C_COde { Pmai n- >x = 56; };
Jh = q; & \c_code [ Pmai n->q && Prmain->p] { (*Pmain->p) = (*Pmain->q); };
} ’ c_code { Pmain->h = Pmain->p; }:
c_code { Pmain->p = & Pmain->y); };
c_code [ Pmai n->a&&(* Pmai n->a) &&(* ((*Pmain->a)) ) &&(*((*((*Pmain->a)))))]
{ ((C((*((*Pmain->a)))))))=Pmain->h; };
c_code [ Prai n->a&&( *Prmai n->a) &&(* ((*Prmai n->a) ) ) &&(*((*((*Pmain->a)))))]
{ Pmain-> = (*((*((*((*Pmain->a))))))); };
c_code { Pmain->h = Pnmain->q; };
spin2005 }




verification of the model with Spin

spin2005

$ spi n —a nodel
$ cc —0 pan pan.c
$ ./ pan
pan: (Pmain-> < 4) (at depth 15)
pan: w ote nodel.trai
(Spin Version 4.2.5 -- 2 April 2005)
Warni ng: Search not conpleted

+ Partial Order Reduction

Ful | statespace search for:

never claim - (none specified)
assertion violations +

accept ance cycl es - (not sel ected)
invalid end states +

State-vector 160 byte, depth reached 14, errors: 1
15 states, stored
0 states, matched
15 transitions (= stored+natched)
0 atom c steps
hash conflicts: O (resolved)

2.622 nmenory usage (Moyte)
$ ./ pan —r

one of the generated
preconditions fails



the counter-example

the counter-example is generated by pan, not spin, because
we use embedded C code, which Spin cannot simulate

n)
n)
n)
n)
n)
n)
n)
n)
n)
n)
n)
n)
n)
n)

0
0

$ ./pan -r «
1: proc 0 (ma
2: proc 0 (ma
3: proc 0 (ma
4. proc 0 (ma
5: proc 0 (ma
6: proc 0 (ma
7: proc 0 (ma
8: proc 0 (ma
9: proc 0 (ma
10: proc 0 (mai
11: proc 0 (mai
12: proc 0 (mai
13: proc 0 (mai
14: proc 0 (mai

pan: precondition false:
15: proc

spin: trai

| ocal vars proc O (main):

i nt c[0]:
i nt c[1]:
$

ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne

25"
27 "
29 "
30 "
27 "
29 "
30 "
27 "
29 "
30 "
27 "
29 "
30 "
27 "

pan_i
pan_i
pan_i
pan_i
pan_i
pan_i
pan_i
pan_i
pan_i
pan_i
pan_i
pan_i
pan_i
pan_i

(Pmain->i < 4)
0O (main) line

29 "pan_in"
ends after 15 steps

5 3 53 3 3 53 53 5 35 5 35 5 5 S

(state
(state
(state
(state
(state
(state
(state
(state
(state
(state
(state
(state
(state
(state

(state

1
7)
3)
4)
7)
3)
4)
7)
3)
4)
7)
3)
4)
7)

3)

[ Pmain->i =0; ]
[ ( (Pmain->i<5) )]
[ Pmai n->b[ Pmai n->i | [ 3] =&( Prmai n- >c[ Pmai n->i]);
[ Pmain->i ++; ]
[ ( (Pmain->i<5) )]
[ Pmai n->b[ Pmai n->i | [ 3] =&( Pmai n- >c[ Pmai n->i]);
[ Pmain->i ++; ]
[ ( (Pmain->i<5) )]
[ Pmai n->b[ Pmai n->i | [ 3] =&( Pmai n- >c[ Pmai n->i]);
[ Pmain->i ++; ]
[ ( (Pmain->i<5) )]
[ Pmai n->b[ Pmai n->i | [ 3] =&( Pmai n- >c[ Pmai n->i]);
[ Pmain->i ++; ]
[ ( (Pmain->i<5) )]

[ Pmai n->b[ Pmai n->i | [ 3] =&( Prmai n- >c[ Pmai n->i]);
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example2.c

NOTE: we did not define an example2.prx file !
the contents of example.prx matches the
default settings of modex, so we can omit it too

nodex exanpl e2.c

cpp —-E —P _nodex_.drv > nodel

spi n —a nodel

CC —0 pan pan.c

./ pan J

$
$
$
$
$
$

pan: w ote nodel .trai
(Spin Version 4.2.5 -- 2 April 2005)
Warni ng: Search not conpl eted

+ Partial Order Reduction
Ful | statespace search for:

24 states, stored

0 states, matched

24 transitions (= stored+matched)
0 atom c steps

sed ‘s/c\[M]/c[N/’ nple.c > exanple2.c # correct the array size of c[]
A

> repeat verification

pan: Pmain->a && (*Pmain->a) && (*((*Pmain->a))) && (*((*((*Pmain->a))))) (at depth 24)

never claim - (none specified)
assertion violations +

accept ance cycl es - (not sel ected)
invalid end states +

State-vector 164 byte, depth reached 23, 1




new counter-example
a nil-pointer derefence error

$ ./pan -r

1: proc O (main) line 25 "pan_in" (state 1) [ Pmain->i =0; ]

2: proc O (main) line 27 "pan_in" (state 7) [ ( (Pmain->i<5) )]

3: proc O (main) line 29 "pan_in" (state 3) [ Pmai n->b[ Pmai n->i | [ 3] =&( Prmai n- >c[ Pmai n->i]);
4. proc O (main) line 30 "pan_in" (state 4) [ Pmain->i ++; ]

5: proc O (main) line 27 "pan_in" (state 7) [ ( (Pmain->i<5) )]

6: proc O (main) line 29 "pan_in" (state 3) [ Pmai n->b[ Pmai n->i | [ 3] =&( Pmai n- >c[ Pmai n->i]);
7: proc O (main) line 30 "pan_in" (state 4) [ Pmain->i ++; ]

8: proc O (main) line 27 "pan_in" (state 7) [ ( (Pmain->i<5) )]

9: proc O (main) line 29 "pan_in" (state 3) [ Pmai n->b[ Pmai n->i | [ 3] =&( Prmai n- >c[ Pmai n->i]);
10: proc O (main) line 30 "pan_in" (state 4) [ Pmain->i ++; ]

11: proc O (main) line 27 "pan_in" (state 7) [ ( (Pmain->i<5) )]

12: proc O (main) line 29 "pan_in" (state 3) [ Pmai n->b[ Pmai n->i | [ 3] =&( Pmai n- >c[ Pmai n->i]);
13: proc O (main) line 30 "pan_in" (state 4) [ Pmain->i ++; ]

14: proc O (main) line 27 "pan_in" (state 7) [ ( (Pmain->i<5) )]

15: proc O (main) line 29 "pan_in" (state 3) [ Pmai n->b[ Pmai n->i | [ 3] =&( Prmai n- >c[ Pmai n->i]);
16: proc O (main) line 30 "pan_in" (state 4) [ Pmain->i ++; ]

17: proc O (main) line 27 "pan_in" (state 7) [ el se]

18: proc O (main) line 34 "pan_in" (state 10) [ Pmai n->p=&( Prmai n->z); |

19: proc O (main) line 35 "pan_in" (state 11) [ Pmai n->q=&( Prmai n->x); ]
20: proc O (main) line 36 "pan_in" (state 12) [ Pmain->x=56; ]
21: proc O (main) line 37 "pan_in" (state 13) [ (*Pmai n->p)=(*Prain->q); ]
22: proc O (main) line 38 "pan_in" (state 14) [ Pmai n->h=Pmai n- >p; ]
23: proc O (main) line 39 "pan_in" (state 15) [ Pmai n->p=&( Prmai n->y); ]

pan: precondition false: Pmain->a & (*Pmain->a) && (*((*Prmain->a))) && (*((*((*Pmain->a)))))

24 proc O (main) line 40 "pan_in" (state 16) [ (*((*((*((*Pmai n->a)))))))=Pmai n->h; ]

spin: trail ends after 24 steps
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an example with concurrency

int main(void) _ o http://www.cs.cf.ac.uk/Dave/EXAMPLES/sw_race.c
{ thread_t thread_id, nmain_id,

main_id = thr_self();
thr _setconcurrency(2);
thr _create(NULL, O, thread _sub, (void *)main_id, THR SUSPENDED, &thread id);

while(1) {
printf("MAIN continuing subroutine thread\n"); fflush(stdout);
thr _continue(thread_id);
printf("MAI N suspending self\n"); fflush(stdout);
thr_suspend(nmain_id);

}

return(0);
}
void *thread sub(void *arg)
{ thread_t thread_id,;

thread_t main_id = (thread_t) arg;
thread_id = thr_self();

while(1) {
printf("THREAD: continuing main thread\n"); fflush(stdout);
thr_continue(main_id);
printf("THREAD: suspending self\n"); fflush(stdout);
thr _suspend(thread_id);
}
return((void *)0);
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yes

$ nodex sw race.c # Extract Mode

$ sh _nodex_.run # Conpile and Run
pan: invalid end state (at depth 17)
pan: w ote nodel.trai

(Spin Version 4.2.5 -- 2 April 2005)

State-vector 16 byte, depth reached 18, errors: 1

$ pan -C # Replay Error Trace
THREAD: continui ng main thread
THREAD: suspendi ng sel f
MAI N: continuing subroutine thread
THREAD: continui ng main thread
THREAD: suspendi ng sel f
MAI N: suspendi ng sel f

18: mai n(0):[Suspend_main = 1]

spin: trail ends after 18 steps

#processes 2.

18: proc O (main) line 5 (state 7) (invalid end state)
Printf("MAIN continuing subroutine thread\n");
18: proc 1 (thread) l|ine 20 (state 7) (invalid end state)

Printf("THREAD: continuing main thread\n");
gl obal vars:

bi t Suspend_nai n: 1
bi t Suspend_thread: 1
bi t arg: 0

10



test harness definition for sw race

$ cat sw race. prx

% sw_race.c

%X -n main

%X -n thread_sub

%

t hr _set concurrency(. ..

hi de /

thr_create(... hi de
thr_suspend(nai n_id) Suspend nmain =1
thr _continue(main_id) Suspend_main = 0
thr _suspend(thread_id) Suspend_thread = 1
thr_continue(thread_id) Suspend_thread = 0
mai n_id=. .. hi de

thread_id=. .. hi de

%80

o

#define thread_t I nt

bool Suspend nmain, Suspend thread, arg;
active proctype main() provided (!Suspend _main) {

#i ncl ude " _nodex_mai n. spn”

}

active proctype thread() provided (!Suspend thread) {
#i ncl ude " _nodex_thread _sub. spn”

__special keyword that can
appear on the rhs in the
lookup table (defining the
mapping/abstractions for
the model extraction)

optionally define an
explicit Promela context
for the extracted models
for each function in a %P
segment in test harness

}

0/5}?Jin2005
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special keywords that can appear
on the rhs in a modex lookup table definition

Keyword Meaning
comment Includes the statement a5 a comment in the model
hide Omits the statement from the test model.
zkip Like hide, but replaces statement with a null-steg.
keep Copies the statement without syntax conversions.
print Includes the statement text in a print statement.
wam lzzues a waming if the lefi-hand side iz encoun-
tered.
trus define an expresszion to always evaluate to frue.
falze define an expression to always evaluate to false.
C_code Encapsulates the statement as is inside the model.
C_expr Encapsulates and trealz a2 an exprasszion.
examples:
printf(... keep
exit(... war n
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list of the 10 possible

test harness commands

Symbol | Single- or | Meaning
Multi- Line
%F sinpgle Set target filename for ANS] C-zource.
A stgle Defines C source procedures fo be extracted.
% mulb Sets parameters usad by the FeaVer GLUI,
feaver_gui.
%L multi Defines a filter (i.e., mapping table) to be used in
model extractions via one or more %X commands.
=H single/ Defines optional header information for generated
miuili code.
%D single/ Declares C data types used in the generated code.
mwilty
T single/ Defines C data declarations used in the generated
miuilii code.
P aingle/ Defines process infrastructure in Spin modeling lan-
miuilii gquage.
%0 sinpgle Defines extra directives and linked external C-files
for final compilation of the generated model checker
%0 sinpgle Defines extra directives for preprocessing source

files from which models are to be exracted.
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valid parameters to an %X command

Farameter Meaning

-¥ Exiract all procedures from the target C-source file.

-a pname Exfract procedure pname as an active proctype.

- pname Exiract procedure pname as an inline definition.

-p pname Exfract procedure pname as a pasaive prociype.

-& pname Exfract procedure as an extended active proctype (instru-
mented to support a procedure call mechanism).

-E pname Exfract procedure as an extended passive proctype.

-n pname Exfract procedure pname without proctype encapsulation.

-L map- Define a map io be used in subzeguent mode! extractions.

name

14



the main steps in the
model extraction process

C
_ _ _ code
 l|exical analysis & parsing

— produce control flow graph v

e complexity control: cfg
— slicing | |
— abstraction | |
— restriction etc.

* model generation tometa

— Interprets the cfg
— applies the controls

— converts into a Spin automata SPIN Y ™
model

model

spin2005 15



model extraction...

int

mwainiint argce, char *arow[])

{ char buf[512]; .
int n=: maln
if (!socket setup|(unsigned short) TE 3SCHED)

exit (1) : /* err m3g already given */

if f(arge > 1)
preload() ;

printf("th_sched: ready...\n"):
fflush(stdout) ;
for (::)
{ sanity () :
fflush(stdout];

/
|

ns = wait_for_request (buf, sizeof(buf)):;

W Cnt4+: /% update count -

ok if it wraps */

if (strncwp (buf, "offer ", strlen("offer ™)) == 0)
{ char *n = ghuf[strlen("offer ™)]:

char *g = strrchr (buf,

RE

if (gl { *g = 'AO0': gh+s d

add worker (fromaddress,

n, ol

else if (strncmp(buf, "jobdone™, strleni"johdone™)) == 0}

job done (fromaddress) ;

else if (strncmp(lbuf, "done "

task done|fromaddress,

/* from prepjoh */
, Strlen(done ™)) == 0)
shuf[strlen("done ")]1):

else if (strncwp(buf, "withdraw", strlen("withdraw™))] == 0]
del worker (fromaddress)

el=e if (strncwp(buf, "trail ", strlen("trail ")) == 0)
do_wrap (fromaddress, fbuf[strlen(”trail ")]1):

else if (strncwp(buf, "status", sStrlen("status")) == 0)
status():

else if (strncwp(buf, "restrict™, strlen("restrict™))] == 0)
restricted = 1;

else if (strncmp(buf, "release™, strleni"release™)) == 0)

restricted = 0O:

else if (strncwp(buf, "exit™,
break;

elze /% default */
add task(buf];

strlen(exit™)) == 0}

heginthread(assignwents, 0, NULL):

closesocket [ (3OCKET) (ns-1)):
H
printf("th_sched: exita...\n"):
exitc (0}

spin2005

beginthread
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extensions in Spin v4 that make this possible
(implemented Sep. 2000, added to distribution Jan. 2003)

five new Promela primitives:

—c¢_decl —

data <

behavior <

spin2005

c state™

to define new C data types that can be used
later in c_state or c_track primitives

to declare new C variables inside state vector
scoped as: Global, Local, or Hidden
(meant for used by modex only, not humans)

to report C data objects, declared outside the
model (in C code), as holding state information

blocking: execute a C expression and
use the boolean return value in the model

non-blocking: execute a fragment of C code
atomically and deterministically (like a d_step)

17



so does it really work on larger applications?
Protium system (Bell Labs): ~20 process threads

Read
€= e em mm mm Em o e Em Em Em Em Em E Em Em Em Em Em Em Em Em Em Em Em Em Em e Em e Write
Ack/Nak Delegate
Reply= = = = = = = = = = = = o - - Em - - .- - E—_———————— - >
Update Grant __,
Request

: thread thread s :
Q E ]
thread) proc )
thread

(server-side) (client-side)

spin2005 18



> FeaVer/AX

File.. | Options.. | View.. 5000 m
=T =
93 proctype Fresthreadi; provided {go == _pid?
1 mtviewer .o =Nl Iy
95 eventchan! 0z
== fraschan_t7?0;
= c_code [Frsszinfol § cpsti{=#frezinfo.& (Pfresthread->ltmpstatelr: ¥:
=15 if
2. Create checker. 99 tr c_expr f (PFrasthread->ltmpstate,stid==SVWE_INIT_ST} 3!
100 c_code £ now,lstate.mszz_type=802r 3!
101 c_code € now,lstate,stid={SWE_IMIT_ST+1i: 3:
102 c_code £ cpstinow,lstate.tossinfolr 3:
103 c_code [tossinfFol £ tossinfo-rmsg_code=202: 3:
104 azzert il tossreadyl ttossready=1:;
105 11 oelzer
. 106 c_code € cpstiPfrssthread->ltmpstate.ainow,lstatell; 3;
107 c_code § now,curstate=HEW_ST: 32
108 Fiz
1049 Fraschan_p! 0z
110 ||L_&2
111 do
112 28 Fraschan_t70;
113 c_code [Frsszinfol £ cpsti#fre=zinfo,z(Pfresthread->ltmpstater s
Done: 10 ervors 114 Fraschan_p! 0z
115 do
116 11 c_expr £ 807 == Pfrasthread->ltmpstate.msg_tuype 3:
117 c_code € cpstiPfressthread->ltmpstate.ainow,lstatell; 3:
118 c_code £ now,curstate=MEW_ST: 3:
119 break:
120 goto C_29
y Browse Info  / Y Source % Prs % model f
#proceszszes 103
5281 proc O (finit:? line 449 {(z=tate 53}
netfd_out?801.101._
netfd_out?B02,. 202, _
netfd_in!l 805,00
528 proc 1 ifressthread: line 113 {state 56} {invalid endstate’
frezschan_t7?0
5281 proc 2 ttozsthread: line 168 {(s=tate 10 {invalid end=state?
tozschan_t?0
5281 proc 3 {iothread! line 200 {(=tate 12} {invalid endstate!
iochan_t?iomsg
HZ2a: proc 4 i{mousethread: line 295 {state 81} {irnvalid endstate’
azzert (| (tozsreadyl )
Y Out Y Stats £ Traces [




FeaVer Test Harness

‘FeaVYer/ix

File.. | Options.. | View..

1 mtw
2 5L
3 B L
q oL
5 5L
=] B L
7 Eeo—-L
a oL
= 5L
10 B L
11

12 EGUT
13 np_loo
14 maxdep
15 notfFix
16 s

17

18 %L

19 Ihnsert
20 Ihn=sert
21 HonSta
22 HonSta
23

24 Import
25 Import
26 Import
27 Import
28 Import

lewer,c
_modex_,lut
tozzproc, lut -n
togsthread,lut -n
ioproc,lut -n
iothread, lut -n
mouseproc, lut -n
mousethread, lut -n
frezsproc. lut -n
frzs=thread,lut -n

p=: 0
thy 5000
ed; O

W_State
W_State
te W_State
te W_State

cursztate
lztate
Laiting
ltmpstate
lomsg

Y Gource %  Frix  f hodel [

tossproc
tossthread
loproc
iothread
MouEEpToC
mousethread
frzszproc
frz=thread

ini_fr=s
ini_toss
#tos=zinfo
#=Ffrzzinfo

Global
Global
tossthread
fresthread
ioproc

Global
Global

™\ out £ Stats G Traces J

spin2005 FeaVer
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>< pan: emor: agzertion violated [tozsready] [at depth 528] =]

it T aathrean W T0sstread B othead I Cuse rreaol Trasoroc BN Tossoroc NN ooroc [ roussoroc S scheduler |

C_cofeds
{run frasthreadd )
eventghan 0 evert

{run tossthread{ )
an o

eventoh eventehan!0

now Istate stidg SWE_INIT_ST;
nowy Istate mg_type=501;
now Istate. mag_code=101;
cpst{now Istate, tossinfol;
tossinfo-»mag_code=101;

tosschen_pl0 tnsschfnj?tl

Ptossthread > waiting=1;

Ftoasthreat] - > waiting

=
16

17 { oW idregpen’
15
19

20 nosw iorgopen=1;

exventehan!0

i
iochan_fpliomsg b riamsgy

21 elge

23 {run mousethread! )
24 eventohan 70

25 frun fragproci
eventdhan?

Close s3ave in errori.txt




circular wait problem
detected in ~2 minutes

example scenario of 931 steps

spin2005
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the PathStar verification (1998-2000)

mode/

extraction

bug
reporting

feature
requirements

environment
model

test automata

spin2005 23



feature verification

File Edit View Go Bookmarks Options Directory Window Help|

ﬂl Forward | Haossze|  Reload| fosdl finzges | Open...| Print...| Find.. m‘

Location: I http: //troy.research.bell-labs.com/cgi-bin/catch/catch_gen.«

What's New’!| What's Cool‘.‘l Deslina(ions| Net Searchl People Soﬂware|

i}
Call Processing
Access Server. Software |
Verification
Feature Properties Tested I
+  Pots (Basic Pors Behavior) +  ACR(anonymous Call Rejection)
+-  CFBL (Call Forveard Busy Line) +-  CFD (Call Forward Don't Answer) I
+-  CFMB (Cal Forward Make Busy) +  CFW (&l Calls Forwarded)
+-  CRG (Courtesy Ringing for Call Forward) +-  CW (Call Waiting)
+ D (Direct Comnect) +  DOS (Denied Criginating Service) '
+ DTS (Denied Terminaring Service) TCS (Terminating Cell Screening)
4= TRST (Toll Restricted) +  TWC (Three-Way Calling) l
atleast one check: + = succeeded, - = failed, 0 = ran out of memory . —
[recheck everything] C h eC k
Feature interaction table ’
fateh tah\el li Cloriginating I i
i
sl =l

Standard So

Web Browser
Interface

web-based interface
full automation

: (Holzmann&Smith BLTJ2000)
spin2005

extract

model of
source code

document error-traces

[

e W e o Wl e e

extract
mode/ of \

property

run
checks

|2
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documentation
more info
examples

etc.:

spin2005

FeaVer 1.0 User Guide

Gerard J. Holzmann and Margaret H. Smith

http://cm.bell-labs.com/cm/cs/what/modex
http://cm.bell-labs.com/cm/cs/what/feaver

Preface Fea\'er is a tool that can be used for the verification of distributed systems
code written in ANSI-atandard C. Thiz guids iz meant to be read as a first
infroduction to the tool and to the methodology on which it is based.

We begin with a brief explanation of the need for a tool that can trag concur-
rency related errors, followed by an overview of FeaVer's basic mode of
operation. The main theme introducad here, and that will return throughout
thiz document, is the definition of a verification tesf harness. The working of
FeaVer is always determined by the test harmmess definition. Leaming to use
Feaver, therefore, means leaming to design and debug test harmness
descriptions.

Fea'er can be used either with a basic command-line interface or with the
help of a more refined graphical user interface. In some cases the com-
mand-line interface iz preferable, giving slightly mors inzight into the details
of Fea'er's operation. But undeniakbly, ezpecially when working with a fully
developed test harneas description, the graphical user interface can be
more convenient. For first-ime use, it is recommended o begin by develop-
ing a good basic understanding of the main processing steps that Feaver
performs when it runs. In the first few chapters of this guide, therefore, we
will focus primarily on the command-line interface and a textual description
of the main elements of a test harness. In a later chapter the graphical user
interface s coverad. A comprehensive review section at the end of this
guide, is meant to be a point of reference for the more experiencad uzer of
Feaver when constructing test hamess definitions.

Af the time of writing the Fea'Ver fool is being developed as a research pro-
totype, and it continues to evolve. IF you detect any information that iz con-
fusing or just plain wrong, please let us know and we will correct it.
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some papers on modex/feaver
(pdf's are on http://spinroot.com/gerard/pubs.html)

« G.J. Holzmann and M.H. Smith, “A practical method for the verification of
event-driven software,” Proc. Intern. Conf. on Software Engineering, May
1999, Los Angeles, CA, pp. 597-607.

« G.J. Holzmann and M.H. Smith, “Automating software feature verification,”
Bell Labs Technical Journal, Vol. 5, No. 2, April-June 2000, pp. 72-87.

 G.J. Holzmann, “Logic Verification of ANSI-C Code with Spin,” Proc. SPIN
Workshop, Stanford Univ., CA, Aug-Sept. 2000, Springer Verlag, LNCS
Vol. 1885, pp. 131-147.

e G.J. Holzmann, “From Code to Models,” Proc. 2"d Int. Cong. on
Concurrency to System Design, Newcastle, U.K., IEEE Computer Society
Press, June 2001, pp. 3-10.

« G.J. Holzmann and M.H. Smith, “An automated verification method for
distributed systems software based on model extraction,” IEEE Trans. on
Software Engineering, Vol. 28, No. 4, pp. 364-377, April 2002.

« G.J. Holzmann and R. Joshi, “Model Driven Software Verification,” Proc.
11% Spin Workshop, Barcelona, Spain, April 2004, Springer Verlag, LNCS
2989, pp. 77-92.
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