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Abstract

This paper documents an application of the finite state
model checker SPiN to formally verify a multi-threaded
plan execution programming language. The plan execu-
tion languageis one component of NASA's New Millennium
Remote Agent, an artificial intelligence based spacecraft
control system architecture that is scheduled to launch in
October of 1998 as part of the DEEP SPACE 1 mission to
Mars. The language is concretely named EsL (Executive
Support Language) and is basically a language designed
to support the construction of reactive control mechanisms
for autonomous robots and space crafts. It offers advanced
control constructs for managing interacting parallel goal-
and-event driven processes, and is currently implemented
asan extension to a multi-threaded COMMON L1sp. Atotal
of 5 errors were in fact identified, 4 of which were impor-
tant. Thisisregarded as a very successful result. According
to the Remote Agent programming team the effort hashad a
major impact, locating errors that would probably not have
been located otherwise and identifying a major design flaw.
The work additionally motivated the introduction of proce-
dural abstraction in terms of inline proceduresin SpIN.

1 Introduction

SPIN [7] is averification system that supports the design
and verification of finite state asynchronous process sys-
tems. Programs are formulated in the PROMELA program-
ming language, which is quite similar to an ordinary pro-
gramming language, except for certain non-deterministic
specification oriented constructs. Processes communicate
either via shared variables or via message passing through
buffered channels. Properties to be verified are stated in
the linear temporal logic LTL. The SPIN model checker can

automatically determinewhether a program satisfies aprop-
erty, and in case the property does not hold, an error traceis
generated.

This paper documents an application of SPIN to formally
verify a multi—threaded plan execution programming lan-
guage (a library redly). The plan execution language is
one component of NASA’s New Millennium Remote Agent
(RA) [9], an artificial intelligence based spacecraft control
system architecture that is scheduled to launch in October
of 1998 as part of the DEEP SPACE 1 mission to Mars.
The language is concretely named EsL (Executive Sup-
port Language) and is basically alanguage designed to sup-
port the construction of reactive control mechanismsfor au-
tonomousrobots and space crafts. It offersadvanced control
constructs for managing interacting parallel goal-and-event
driven processes, and is currently implemented as an exten-
sion to amulti-threaded COMMON L1SP.

EsL is used to program the RA Executive, a sub-
component of the RA, responsible for executing jobs safely
on board. To analyze alanguagelike EsL, which isgeneric
in its nature, we have set up a specia situation called the
model —really asmall example RA Executive—with afixed
number of tasks all using constructs of the language, and
then observed whether this model satisfies various desired
properties. The effort has consisted of hand trandating parts
of the L1sP code for EsL into the PROMELA language of
SPIN. A total of 5 errors have in fact been identified, 4 of
which are important. This s regarded as a very successful
result. According to the RA programming team the effort
has had a major impact, locating errors that would proba-
bly not have been located otherwise and identifying a major
design flaw not yet resolved at the time of writing our first
report [4].

Section 2 contains an informal description of the RA
Executive, while section 3 describes its formalization in
PROMELA. Section 4 presents the verification results by
first stating the properties to be verified, and then by de-



scribing the errors found by applying the model checker to
the model and these properties. Each error is described by
an error trace leading from theinitial system state to a state
that breaks the particular property being verified. Finaly,
sections 5 and 6 contain the RA programming team’s eval -
uation of the project, and our own conclusions respectively.
Our own conclusions concern issues such as PROMELA’S
capabilities seen as a specification notation, and tool sup-
port for model building.
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2 Informal Description of the RA Executive

In this section, we give an informal description of the
RA Executive. After an overview follows a description of
the data types and the processes of the system.

2.1 Overview

The RA Executive, Figure 1, is designed to support safe
execution of software controlled tasks on board the space
craft. A task may for example be to run and survey a cam-
era. A task often requires specific propertiesto holdin order
to execute correctly. For example, the camera—surveying
task may requirethe camerato be turned on throughout task
execution. When atask is started (dynamically), it first tries
to achieve the properties on which it depends; where after it
starts performing its main function. The camera—surveying
task will for example try to turn on the camera before run-
ning the camera. Properties may, however, be unexpectedly
broken (e.g. cameramay be turned off) and tasks depending
on such broken properties must then be interrupted.

To simplify the programming of the individual tasks,
the RA Executive models the spacecraft devices in terms
of the various properties that they may have, and stores
these in a database. The executive provides mechanisms
for both achieving and maintaining these properties, and
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Figure 1. Remote Agent Executive

uses locks to prevent tasks with incompatible property re-
guests from executing concurrently. Executing concurrently
with the tasksisa“ maintain properties’ daemon that mon-
itors the database representing the state of the spacecraft.
If there is an inconsistency between the database and the
locks — meaning that a locked property no longer holds in
the database — the daemon suspends all tasks subscribed to
the property while some action is taken to re-achieve the
property. The daemon is normally inactive unless certain
events happen, such as a change of the database or the lock
table.

The Executive permits various achieve methodsto be as-
sociated with a property. Then, when a task makes a re-
quest for a property to be achieved, the Executive calls the
achieve method that is appropriate for the current state of
the system. This aspect will, however, not be subjected to
verification, and hence we shall downplay it. Instead, we
shall regard the tasks as being able to achieve properties di-
rectly themselves.

2.2 Data Types

The Properties

A property describes some state of the space craft. Interms
of programming jargon, it basically states that some vari-
able, caled the property name, has some value, called the
property value. For example, the following is a property:

CAMERA isON

It states that the property name CAMERA has the property
value ON. Hence, a property p is a pairing of a property
name pn and a property value pv: p = (pn, pv). The prop-
erty above can be written as (CAMERA,ON).



The Database

The state of the space craft is constantly monitored, and
stored in a database. Since the current state can be regarded
as the set of properties that currently hold, the database is
basically a set of such properties.

The Property Lock Table

As mentioned, a task can lock a property to prevent other
tasks requiring incompatibl e properties from executing con-
currently. Two properties p1 = (pn,pvi) and ps =
(pn, pva) are incompatible, if they have the same prop-
erty name (pn) but different property values (pv1 # puvs).
The property lock table contains those properties that have
been locked. In addition, it contains information for each
property about which tasks subscribe to it (rely on it) and
whether it has been achieved or not. That is, the property
lock table can be regarded as a set of locks, wherealock is
atriple of theform: (p, subscribers, achieved)®.

If there is an inconsistency between the database and
the locks, the daemon suspends all tasks subscribed to the
property. Aninconsistency occursif the lock table contains
alock I = (p, sub, true) with a property p that has been
achieved (achieved field is true) but is not in the database.

The Events

Whenever the lock table or the database is changed, thisis
signaled to the daemon so that it can examine the renewed
system state. In general, application tasks may also wait
for such events to happen as described below. For this pur-
pose, event lists are introduced, one for each instance of
event: SNARF_EVENT (representing a change of the lock
table — to snarf is implementers jargon for to lock) and
MEMORY _EVENT (representing a change of the database).
Any process (task or daemon) wanting to wait for an event
to happen calls a wait procedure, which hooks up the pro-
cess to the corresponding list. Whenever changes happen
to these data structures, the corresponding event lists are
signaled, via the signal procedure, resulting in the waiting
processes being restarted - for example the daemon.

2.3 Processes

The Tasks

Before atask executesits main job, it will try to achieve the
properties that the execution depends on. First, however, it
will lock the properties in the lock table — this activity is

LThe figure only shows the properties of the lock table.

called snarfing by implementers. The snarfing of a property
can, however, only succeed if it is compatible with the ex-
isting locks, and in case it’s not, the task is aborted. If there
are not conflicting locks, the task will create the lock, if it
is not already there. Note that some other task may have
locked the exact same property aready, and this is not de-
fined as a conflict. If it succeeds, the task also puts itself
into the subscriberslist of the lock, indicating that now this
task depends on this property.

The creator of alock is caled the owner, in contrast to
tasks that subscribe later to the same property. The owner
is responsible for achieving the property, resulting in the
database being updated. Upon successful achievement, the
achieved field in the lock is set to ¢rue. If the achievement
fals, the task is aborted. Other tasks that subscribe later
than the owner must wait for the owner to achieve the prop-
erty. Thisisdoneby simply waiting foraMEMORY _EVENT
which successfully achieves the property. Hence, the wait
procedure takes a property as argument in addition to the
event to be waited for.

Once a task has first snarfed and then achieved its re-
quired properties, it executes its main job, relying on the
properties to be maintained throughout job execution.

Before a task terminates, it releases its locks. That is, it
removesitself from the subscriberslist, and in case thisthen
becomes empty (no other subscribers), it removes the lock
completely. In case there are other subscribers, the lock
must of course be maintained.

The “Maintain Properties” Daemon

The purpose of this daemon is to guarantee that achieved
properties are maintained while subscribing tasks are exe-
cuting. A once achieved property in the property lock ta
ble is said to be maintained as long as it is contained in
the database (and hence is a property of the space craft).
Hence, from the perspective of atask, the maintained prop-
erties are invariants while the task is executing — and the
task is aborted by the daemon if not.

The daemonisnormally in “sleeping” mode, waiting for
an event that modifies the database (MEMORY _EVENT) or
the property lock table (SNARF_LEVENT). This is imple-
mented by letting the daemon wait in the corresponding
event lists. Once started, it examines all locks in the prop-
erty lock table, and for each lock where the achieved field
is true, it checks whether the property is contained in the
database. If the property is not in the database all tasks
in the lock’s subscriberslist are interrupted, and a recover-
ing procedure is initiated which will re-achieve the prop-
erty. After having examined al locks, the daemon goes
into sleep again by waiting for another MEMORY _EVENT
or SNARF_EVENT.



3 Formalization in PROMELA

In this section we present the PROMELA model of the
RA Executive. The basic data type of LispP is that of lists,
and we therefore begin our exposition by outlining how we
have modeled lists in PROMELA. Then the presentation is
dividedinto subsections corresponding to thefollowing top-
ics. the state space (constants, types and global variables),
the operations on events, the tasks, the daemon, the envi-
ronment that may introduce violations, and finally a section
explaining how the system state isinitialized.

The L1sP program that we want to model in PROMELA
is highly structured using procedural abstraction, and hence
is divided into a collection of relatively small-sized proce-
dures and functions. We have tried to maintain the same
level of structuring, using PROMELA’s inline and macro
concept. Note furthermorethat all communication between
processes basically takes place via shared variables, since
this is how the L1sp implementation works. Channels are
used to represent lists though, as will be described in the
next section.

3.1 Modeling Lists

The fundamental datatypein Lisp isthat of lists. Lists
are used heavily in the program, and hence we havetried to
find a convenient way to represent them in PROMELA. One
solutionisto define an abstract datatype, implementing lists
as arrays and defining the classical operations like add an
element, remove an element, etc. as macros (or inlines in
the newest version of SpIN). We didn’t do this, mainly due
to an early attempt to avoid macros since they are not well
integrated into SPIN; they do for example not support local
variablesvery well.

As an experiment (rather than a choice of best solution)
we decided early to model lists as channels. Channels have
some of the same properties as lists: one can easily add
elements, and remove them (following the FIFO—principle
though). In addition, channels make some operations that
we need easy. That is, questions like “ does list [ contain
element ©?”, and operations like “ remove element = from
thelist I —no matter whereitisinthelist”. We shall shortly
describe the technique.

First, with the macro definition “#define |i st
chan” wedefineanew symbol | i st to stand for the sym-
bol chan, which is the PROMELA keyword for declaring
channels. This definition makesit possibleto declarea“list
variable” asfollows:

l'ist nunbers = [5] of {int}

The“list variable” nunber s isintended to contain lists
with alength smaller than or equal to 5. A number of oper-
ations are now defined upon lists, which we shall only give
the signaturesfor, see Figure 2.

inline append(e,l)
inline remove(e,l)
inline copy(l1,12)
inline next(l,x)

R o dmad

{..
{..
{..
{..

Figure 2. Signatures for list operations

Informally, the procedures and functions do the
following?. The procedure append appends an element
to the front of alist; r enbve removes a particular element
(assuming it is there); copy copies one list (I 1) into an-
other (I 2); next removesthe first element inserted (FIFO
principle) and stores this in the result variable x (assuming
thelist is not empty). Suppose we have the following dec-
larations:

int x;
l'ist nunbers = [5] of {int};
list tenp = [5] of {int};

Then Figure 3 illustrates the use of the list operations,
and their effect on the variables x, nunber s and t enp
(only changes are shown). All statements execute, hence
boolean valued expressions evaluate to true.

X nunbers tenp

[
append( 1, nunbers);
append( 2, nunbers); ]

[]
1]
[2,1

append( 3, nunbers) ; [3,2,1]

=

next ( nunbers, x)
X == 1;
copy(nunbers, tenp); [3,2]
remove( 3, tenp); [2]
next (tenp, x); 2 [1

X == 2

[3.2]

Figure 3. Examples of list operations

2Somewhat more formally, the procedures perform the following chan-
nel operations. append(e,|) doesl!e; renove(e,|) doesl ?7?e;
copy( 11,1 2) doescombinationsof | 1?x and|l 2! x; andnext (1, x)
does| ?x. Note however, that some of these PROMELA channel operators
do not alow variables as arguments, only constants, hence the implemen-
tations of these procedures are sometimes more elaborated.



3.2 The State Space

Three constants define the bounds of the system, Figure
4. That is, they define the size of the state space, an impor-
tant factor for obtaining efficient model checking.

#def i ne NO_PROPS 2
#defi ne NO_EVENTS 2
#defi ne NO _TASKS 3

Figure 4. The constants

The constant NO_PROPS defines the number of property
names, and hence the size of the property lock table and
database, which each have an entry for each property name.
We shall work with two property names: 0 and 1. The con-
stant NO_EVENTS defines the number of events, 2 in our
case: MEMORY_EVENT and SNARF_EVENT as will be for-
malized below. Finally, the constant NO.TASKS defines the
number of tasks in the system, including the daemon. This
number is set to 3 corresponding to a daemon and two ap-
plication tasks.

A number of types are defined, see Figure 5%. The type
Event | d is an enumerated type defining the two forms of
events. Taskl d is the type of task identifiers. Note, that
there are 3 tasks (NO_TASKS = 3): the daemon, which is
given identity 0 and two application tasks, given identity 1
and 2 respectively.

The type Property_Nanme contains the property
names, of which there are two (NO_PROPS = 2): 0 and 1.
Correspondingly, thetype Pr oper t y Val ue containsthe
property values. There is no constant defining the max-
imal number of property values, since this bound is not
needed for declaring the state space (beyond declaring it
as abyte). Findly, aProperty is then defined as a
record containing two entries; a property name and a prop-
erty value.

Now, as we shall see, the property lock table will be
modeled as a mapping from property names to locks in the
type Lock*. Hence each property name is mapped to a
record containing the following three fields: the property
valueit is supposed to have; the list of tasks subscribing to
the lock; and finally, a flag indicating whether it has been
achieved or not.

3Note that PROMELA does not have type equations nor enumer-
ated types. Hence, a type equation of the form type T = ty stands
for #define T ty and an enumerated type of the foom type T =
{A, B, C} stands for #defi ne T byt e, followed by #define A 0,
#define B 1land#define C 2

4In the L1sP program a property lock table is represented as a list, but
we have found the mapping representation to be more convenient from a
modeling point of view; athough thereby we risk to overlook potential
errors.

type
Event | d = {VEMORY_EVENT, SNARF_EVENT};
Taskl d = byte;

type
Property_Nane = byte;
Property_Val ue = byte;

typedef Property{
Property_Name nane;
Property_Val ue val ue};

typedef Lock{
Property_Val ue val ue;
list sub = [ NO_TASKS] of {Taskld};
bool achi eved};

typedef Event{
byte count;
l'i st pending_tasks = [ NO_TASKS] of {Taskld}};

typedef Task{
State state,;
list waiting_for = [NOEVENTS] of {Eventld};
Property prop};

type
State = {SUSPENDED, RUNNI NG,
ABORTED, TERM NATEDY};

Figure 5. Types

Each event (MEMORY_EVENT and SNARF_EVENT) is
associated with a status record of the type Event contain-
ing two fields: a counter that is increased each time the
event issignaled (used by the daemon); and alist of pending
tasks waiting for the event to signaled, and which then will
be re-started. Correspondingly, each task is associated with
a status record of the type Task containing the following
threefields: the state of the task (SUSPENDED, RUNNI NG,
ABORTED, or TERM NATED); alist of those eventsit waits
for in case the state is SUSPENDED,; and finally a property
called pr op. Thislast property represents a condition that
has to be satisfied before the task can bere-started in case it
waitsfor an event. It'srelevant when atask is not the owner
of alock, and hence some other task is supposed to achieve
the property. Then the task must wait for this property to be
achieved, hence the property becomes such a condition.

The state space of the model can now be declared, see
Figure 6. The database is represented by the variable db,
which is an array mapping property names into property
values. The property lock table is represented by the vari-
able | ocks, which is an array mapping property names
into locks. In the L1sP code, the property lock tableis rep-
resented as a list of (property name, lock) pairs. Hence, in
the L1sP program, the existence of a lock [ on a property
name pn is represented by the fact that the pair (pn, 1) isin



the list. Since we model the property lock table as a map-
ping from property names to locks, the property name pn
will always have an entry, and we therefore have to model
the non-existence of alock differently. We have reserved
the property value 0 for those locks that are “non-existent”.
That is, if a property name maps to a lock with property
value 0, it meansit is not locked (corresponding to not be-
ing in thelist in the L1sP program). The constant:

#defi ne undef _value 0

isintroduced to denote this undefined property value.

Two variablesareintroduced which store the status of the
eventsand thetasks. Thevariable Ev maps eventsinto event
status records, and similarly, the variable act i ve t asks
maps task identifiersinto task status records.

Property_Val ue db[ NO_PROPS];

Lock | ocks[ NO_PROPS] ;

Event Ev[ NO_EVENTS] ;

Task active_tasks[ NO TASKS] ;

Figure 6. Variables

3.3 Events

Two operations are defined on events, correspond-
ing to waiting for an event and signaling an event.
These operations are represented by the procedures
wai t f or _event ®, Figure 7, and si gnal _event, Fig-
ure 8.

inline wait_for_event(this,a, p) {
at omi c{

append(this, Ev[a] . pendi ng_t asks);
append(a, active_tasks[this].waiting_for);
active_tasks[this].prop.name = p. nane;
active_tasks[this].prop.value = p.val ue;
active_tasks[this].state = SUSPENDED;
active_tasks[this].state == RUNNI NG

Figure 7. wait_for_event

The procedure wai t f or _event takes three param-
eters. the parameter t hi s (type Taskl d) identifies the
task that calls the procedure, and hence the task that

5A procedure wai t _f or _event s also exists, but it is very similar to
wai t for_event.

inline signal _event(a) {
atomi c{
Taskld t;
Eventld e;
list pending = [ NO EVENTS] of {Eventld};
Ev[a].count = Ev[a].count + 1,
copy( Ev[a] . pendi ng_t asks, pendi ng) ;
do
pendi ng?t ->
if
:: (active_tasks[t].prop.val ue ==
undef _val ue
[
db_query(active_tasks[t].prop) )
->
do
;1 active_tasks[t].waiting for?e
-> renmove(t, Ev[ e]. pendi ng_t asks)
;. enpty(active_tasks[t].waiting_for)

-> break
od;
active_tasks[t].state = RUNNI NG
. else

fi
: enmpty(pending) -> break
od

Figure 8. signal_event

wants to wait for an event to happen. The parame-
ter a (type Event | d) identifies the event to be waited
for; and finally the parameter p (type Property) rep-
resents a property that must be satisfied in addition
to the occurrence of the event before the calling task
can be re-started. For example, when a task wants
to wait for some other task to achieve the property
CANVERA_ONS, then it calls this procedure as follows:
wai t f or _,event (t hi s, MEMORY_EVENT, CAMERA_QON) .
We shall refer to this property as the restart condition.

The body of the procedure is executed atomically, as
within acritical section. First, the calling task is appended
to the event’s list of pending tasks (those waiting for the
event to occur). Second, the event is appended to the task’s
list of eventsit is waiting for. Third, the restart condition
p is stored in the task’s status record in the pr op field.
Note that since PROMELA does not allow for assignments
to record variables, each field has to be updated individu-
aly. Finaly, the task is suspended by updating the task’s
st at e field. Thewaiting itself is realized by executing the
Statement:

active_tasks[this].state == RUNNI NG

6That is, the property name CAMERA must have the value ON.



This is a boolean valued expression (without side ef-
fects), and according to the semantics of PROMELA, it
can only execute, and terminate, if its value is true.
Hence, the calling task will wait until it becomes true,
the intention being that the si gnal _.event procedure
at some later point will assign the value RUNNI NG to
activetasks[this].state.

Theproceduresi gnal _event takesonesingle param-
eter, namely the event a (type Event | d) to be signaled,
and then basically restarts all tasks waiting for that event, if
their restart condition is satisfied that is. Three local vari-
ablesare declared: t , e and pendi ng, the last intended to
hold the list of tasks waiting for the event. First, the event
counter in incremented. The event counter is used by the
daemon to determine whether a new, and untreated, signal
has arrived, see Figure 22 page 11. Then the event’s list of
pending tasks is copied into the local pendi ng variable,
which hereafter in aloop is examined, task by task. Each
task is extracted by the statement next ( pendi ng, t),
and hence stored in the local variablet .

Now, for each such waiting task t , if the task’s restart
condition pr op is satisfied it is restarted. The restart con-
dition is satisfied, if either its property value is undefined
(equals undef _val ue), or if it indeed is satisfied in the
database. The latter isthe case if the expression:

db_query(active_tasks[t]. prop)

evaluatesto true. Thefunctiondb_query, Figure 9, takes
as parameter a property p (type Pr operty), and returns
true if the database satisfies it (the property name denotes
the property value).

#defi ne db_query(p)
db[ p. nane] == p.val ue

Figure 9. db_query

Hence, in case the restart condition is satisfied, an
inner loop is entered, in which all events in the task’s
wai t i ng_f or list are examined, and for each such event:
the task is removed from the event’s list of pending tasks.
In other words, the task is removed from al events since
it's now restarted. In the Lisp code, the body of the
si gnal _event procedure is embedded within a critical
section. A direct modeling of this in PROMELA results in
an at oni ¢ construct around the body.

3.4 The Tasks
Tasks are modeled as PROMELA processes. Be-

fore we define what a task is, we shall, however, in-
troduce a collection of procedures. The procedure

fail i f_inconpati bl e, Figure 10, is caled by atask
just before it tries to snarf a property, in order to check
whether or not thisisin conflict with already existing locks.
The procedure takes as parameter the property p (type
Pr oper t y) to be snarfed, and returns true if some other
task has already snarfed the property name, but with a dif-
ferent, and therefore incompatible, property value. Recall
that if the property name denotes a value different (! =)
from undef _val ue in the lock table, then it has been
locked.The result of this test is stored in the return vari-
able er r, which we shall see is used to direct control in
the calling context.

inline fail _if_inconpatible_property(p,err) {
if

: (locks[p.nane].value ! = undef_val ue &
| ocks[ p. nane] . val ue ! = p.val ue) ->
err =1
11 else

fi
}

Figure 10. fail_if_iincompatible_property

The proceduresnar f _property.| ock, Figurell,is
called by atask to snarf a property. The procedure takes as
parameter theidentity, t hi s (type Taskl d), of thecalling
task; and the property, p (type Pr operty), to be snarfed.
The success of the operation is written back into the result
variableerr .

inline snarf_property_lock(this,p,err) {
atom c{
fail _if_inconpatible_property(p,err);
append(this, | ocks[p. nane]. sub);
if
:: locks[p.nane].val ue == undef _val ue ->
| ocks[ p. nane] . val ue = p. val ue;
| ocks[ p. nane] . achi eved = db_query(p)
i1 else
fi;
si gnal _event ( SNARF_EVENT)
}
}

Figure 11. snarf_property_lock

The procedurefirst checks whether the operation is com-
patible with the already existing locks. That is, there must
not be alock with the same property name, but with a dif-
ferent property value. Note that the result of this check is
writtenintotheer r variable. In the calling context, Figure
17, we shall later see the effect of this result variable be-
coming true: aninterrupt will occur and terminate the task.



The task is then appended to the list of subscribers to the
property: those that want it to become true. Then, in case
the property isin fact not already in the lock table, it is“in-
serted”: the property name of p is set to denote the property
value of p; and the achi eved field is set to true if the
property already holdsin the database (call of db_query),
otherwiseto false. Finally, the SNARF_EVENT is signaled
with the result that the daemon will be restarted if waiting.

After having snarfed the property, it is now up to the task
to achieve the property —if it isthe owner that is. A task is
the owner of a property, if it was the first to subscribeto it,
and hence the first element in the property’s subscriber list
in the lock table. The proceduref i nd_owner , Figure 12,
determines this. It takes as parameter the property p (type
Pr operty),andreturnsintheresult variableowner (type
Taskl d) the owner of that property in the lock table.

inline find_owner(p,owner) {
| ocks[ p. nane] . sub?<owner >

}

Figure 12. find_owner

When atask finally wants to achieve a property, it calls
the procedure achi evel ock_property, Figure 13.
The procedure takes as parameter the identity, t hi s (type
Taskl d), of the calling task; and the property, p (type
Pr operty),tobeachieved. Theresult (success) of the op-
erationisstoredintheresult variableer r (typebool ). The
task can only achieve the property if it's the owner. Hence,
first it is determined which task is the owner of the property
p: the procedurecall f i nd_owner ( p, owner) storesthe
owner in the result variable owner . In case the owner
equals the calling task (t hi s), the property is achieved by
acall of the procedureachi eve (defined in Figure 14 and
described below); and the achi eved field is set to true.
On the other hand, if the task is not owner, it must wait for
the owner (some other task) to achieve the property. This
waiting isinitiated by acall of wai t _f or _event withthe
property p asrestart condition. That is, the calling task will
only be restarted on a memory event, if also the property p
has been achieved, and hence is satisfied in the database.

The procedure achi eve, Figure 14, is the one that re-
ally achieves the property by updating the database in case
the property is not already satisfied in the database. The pro-
ceduretakes as parameter the property p (typePr operty)
to be achieved. If the property is already satisfied in the
database—i.e. db_quer y(p) evaluatesto true —the pro-
cedurereturns successfully”. Otherwise (el se), incasethe
property is not already satisfied, a non-deterministic choice

"Thefirst if-branch is equivalent to db_query(p) -> skip.

inline achi eve_l ock_property(this,p,err) {
Taskl d owner;
find_owner (p, owner);
if
;. owner == this ->
achi eve(p,err);
| ocks[ p. nane] . achi eved = true
i1 else ->
wai t _f or_event (this, MEMORY_EVENT, p);
fi
¥

Figure 13. achieve_lock_property

is made between success : updating the database to achieve
the property, and failure : setting the boolean result variable
err to true. This non-determinism reflects the fact that
achievement can fail, and we abstract away from the details
about the possible causes of failure.

inline achieve(p,err) {
if
i1 db_query(p)

;. else ->
i f
: db[p. nane] = p.val ue
cooerr =1

fi
fi

Figure 14. achieve

Once the task has achieved the property, it is ready to ex-
ecute its real job while assuming that the property isinvari-
antly satisfied (the daemon must intervene and stop the task
if thisisnot the case). The procedurecl osur e, Figure 15,
represents this job. Its body is simple: a non-deterministic
choice between just aski p statement and f al se. In case
thefirst if—branchis chosen, ski p isexecuted, and the pro-
cedure returns immediately. In case, on the other hand, the
second branchis chosen, the execution of f al se will make
the calling task block, sincef al se cannot execute and ter-
minate due to the semantics of PROMELA. This blocking
is supposed to simulate a time consuming computation, and
is needed later in order to conveniently formulate a certain
correctness property to be verified. The correctness prop-
erty basically says that in case the property is broken (i.e.:
is no longer in the database), the task will be terminated.
Now, suppose ¢l osur e aways terminated, this property
would betrivialy satisfied — hence the blocking alternative,
allowing us to verify that the daemon really explicitly and
violently aborts the task.

Assume that the task now has called the cl osur e, and



inline closure() {
if :: true -> skip :

}

true -> hang f

Figure 15. closure

that this terminates — either by choosing the ski p branch,
or because it has been aborted by the daemon. In this case
the snarfed property no longer needs to be satisfied in the
database, at least so far as what concerns this task. Hence,
our task must release the property, meaning that it must be
removed from the property lock table. Thiswill allow other
tasks to snarf and lock the same property name but with
different property values. The releasing is done by a call
of the procedurer el ease | ock, Figure 16. It takes as
parameter theidentity, t hi s (type Taskl d), of thecalling
task; and the property, p (type Pr oper t y), to bereleased.

inline release_l ock(this,p) {
at omi c{
renmove(this, | ocks[p.nane].sub);
if
i enmpty(locks[p.nanme].sub) ->
| ocks[ p. nane] . val ue = undef _val ue
:: nenpty(locks[p. nanme] . sub)
f
}
}

Figure 16. release_lock

Its body is embedded withinan at oni ¢ to model acrit-
ical section in the L1sp code. The procedure basicaly re-
moves the task from the property name's subscriber list in
the lock table, since the task no longer subscribestoit. In
case the subscriber list thereby becomes empty — no other
tasks subscribe—thelock must be removed completely from
thelock table. Thisisdoneby assigningtheundef _val ue
as property value to the property name in the table. Recall,
that thisis the way we model the absence of alock (a prop-
erty name maps to undef _val ue), whereas in the Lisp
program, the lock would simply be removed from the list of
locks.

We can now finally define the top-level procedure
execut e_t ask, Figure 17 — caled by a task — which
snarfs the property to be maintained, achieves it, executes
the body, and finally releasesthe property again. The proce-
duretakes as parameter theidentity, t hi s (type Taskl d),
of the task; and the property, p (type Pr operty), to be
achieved and thereafter maintained to the end of the task.

We have up until now seen the variable err oc-
curring as result parameter to most of our procedures.

inline execute_task(this,p)

bool err =0
{
snarf_property_l ock(this,p,err);
achi eve_| ock_property(this,p,err);
cl osure()
}
unl ess
{err || active_tasks[this].state == ABORTED};

active_tasks[this].state = TERM NATED;
{rel ease_| ock(this,p)}

unl ess
{active_tasks[this].state == ABORTED}

Figure 17. execute_task

This variable is declared as a local variable at this
outermost level, and hence passed as actual param-
eter to the procedures snarf _propertylock and
achi eve_l ock_property. The cals of these two pro-
cedures are embedded within an unl ess construct of the
form

{snarf;achieve;job} unl ess {condition}.

where the condition is that either err is true, or
(1]) the task has been aborted by the daemon:
active_tasks[this].state == ABORTED. Aswe
shall see in the next section, the daemon aborts a task ex-
actly by assigning the value ABORTED to the st at e field
in the tasks status record. The semantics of the unl ess
construct is such that the snarfing, achieving and job is per-
formed to the end, unless the condition becomes true, in
which case the whole statement terminates abruptly. Hence,
in the case that either the snarfing or the achievement goes
wrong (er r becomes true), or in the case that the task is
aborted by the daemon — the whol e operation terminates.

Once the snarfing, achieving and job has been termi-
nated, either normally or abnormally, the statement:

active_tasks[this].state = TERM NATED;

is executed. This is part of the modeling of the Lisp
unwi nd- pr ot ect construct. The purpose of the assign-
ment is to “restore” the value of the st at e field in case
the task has been aborted by the daemon; and hence this
field had got the value ABORTED. Restoring here means as-
signing a value different from ABORTED, since the value
ABORTED will result in an immediate termination of the
statement that follows. The last statement namely releases



the property from the lock table, but is abruptly terminated
in case the st at e fidld has, or gets the value ABORTED
by the daemon, in case the daemon at this point discov-
ers aviolation. This is hence the second example of how
the PROMELA unl ess interrupt construct is used to model
task abortion.

We are now able to define the processtype

Achi evi ng_Task, Figure 18, of which a process is
spawned/instantiated for each task. It takes as parameter
its own identity, t hi s (type Taskl d), which will be de-
termined in the initialization section, Figure 25. A loca
variable p is declared, which is assigned the property to be
snarfed and achieved by thetask. In order to reducethe state
space to model check, we have focused on property name 0
(p. name = 0), and we arbitrarily let the task achieve a
property value which isidentical to the task’s identity: 1 or
2 since, as we shall see, only two tasks will be spawned.
Finally the main procedure is called, which performs the
snarfing, achievement, job and release. Note that all tasks
in this model perform the samejob (cl osur €). Thisisan
example of an abstraction from the LisP code, where de-
tails regarded as unimportant for the verification have been
omitted.

proctype Achi evi ng_Task(Taskld this)
{ Property p

p.name = 0

if

:: this == 1 ->p.value = 1
:: this == 2 -> p.value = 2

fi;
execute_task(this,p);

b

Figure 18. Achieving_Task

3.5 The Daemon

The daemon is responsible for detecting whether viola-
tions of locks occur in the database. That is, it must react
in case a property name pn in the lock table is locked to
a property value pv;, and the corresponding achi eved
field is set to true (hence a task relies on it and is exe-
cuting its job), but pn denotes a value pvs # puvy in the
database. In that case the daemon must interrupt the tasks
relying on the property (pn, pv, ) and repair the violation by
updating the database, assigning pv; to pn again. The pro-
cedurei nt er r upt _t ask, Figure 19, takes as parameter a
task,t (typeTaskl d), to be aborted, and does thisby sim-
ply assigning the value ABORTEDto the st at e field of the
task’s status record. This will cause the relevant unl ess
construct to terminate the task (Figure 17).
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inline interrupt_task(t) {
active_tasks[t].state = ABORTED

}

Figure 19. interrupt_task

The procedure pr operty_vi ol at ed, Figure 20, is
used to determine whether locks have been violated. It is
called for each property name having an entry in the lock
table (0 and 1 in our reduced case), and takes as parameter
this property name pn (type Pr oper t y _Nane); returning
the result back into the variable | ock_vi ol ati on (type
bool ). The body consists of a single assignment to the re-
sult variable, which becomes true iff. the property nameis
locked (property value is defined), has been achieved, but
has a property value different from the one in the database.

inline property_violated(pn,violation) {
atomi c{
violation =
(1 ocks[ pn].val ue ! = undef_val ue &
| ocks[ pn] . achi eved &
db[ pn] != | ocks[pn].value)

Figure 20. property_violated

The procedure pr operty_vi ol at ed is caled from
the procedure check | ocks, Figure 21, which checks
the whole property lock table for violations. This is
done in a loop that iterates over al the property names
{0...NO_PROPS — 1}. In fact, there are two such loops.
In the first loop, in case of a property name pn being vi-
olated (denoting something different in the database than
in the lock table), al the subscribers to that property name
are interrupted. This is done by first taking a copy of
this subscriber list, storing it in the local variable sub,
and then extracting each task t from sub, one by one
(next (sub, t) ), and interrupting it.

In the second loop, a br eak statement causes termina-
tion as soon as a violation is found, the purpose being just
to examine whether there are any violations left. This re-
sult is returned in the result variable vi ol ati on of the
check_ ocks procedure. The result will then be used in
the calling context to decide whether the database should be
recovered.

The two loops are aso present in the Lisp code, and
since they result in an unexpected behavior found during
verification, to be explained in section 4.4, we quote Erann
Gat's explanation of the code:



inline check_l ocks(lock_violation) {
Property_Nane pn;
list sub = [ NO_TASKS] of {Taskld};

Taskld t;
pn = O;
do

pn < NO_PROCPS ->
property_viol ated(pn, | ock_violation);
if
I ock_violation ->
at omi c{copy(| ocks[ pn]. sub, sub) };
do
©1 sub?t -> interrupt_task(t);
;1 enpty(sub) -> break

od
i else
fi;
pn++
:: else -> break
od
pn = 0;
do
pn < NO_PROPS ->
property_viol ated(pn, | ock_viol ation);
if
I ock_violation -> break
. else
fi;
pn++
;. else -> break
od
}

Figure 21. check_locks

The structure of this code is complicated by the
design requirement that an external process may
be responsible for restoring violated properties.
(In the case of the DSL RA this is the MIR pro-
cess.) So tasks need to be able to decide, when
a property that they want maintained is violated,
if they want to wait for the external process to
restore the property or if they want to fail right
away. If all the tasks that rely on a violated prop-
erty fail right away then there is no need to re-
storethe property, sincenooneisrelying onit any
more. So check-locks makes one pass through the
property locks and injects failures into all tasks
that rely on violated properties. It then yields to
give all those tasks a chance to abort themselves
if they choose to. Then it checks to see if there
are any violated properties left. Thisis returned
as a boolean to the first part of the maintain-
properties-daemon, which runsinaninfiniteloop.

The daemon process itself will be an instance of the
process type Daenon, Figure 22, which as parameter
takes its own identity, t hi s (type Taskl d). It de
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clares three local variables: | ock_vi ol ati on, to hold
the result of check. ocks; event count, to keep
track of new events, and first _time, which is true
only when the daemon starts. The body consists of an
infinite loop, which for each iteration does the follow-
ing. The procedure checkl ocks is caled to deter-
mine if there are any violations. If there are, the pro-
cedure do_aut onati c.recovery is caled, which has
not been shown here, but which basically repairs the
database by making it consistent with the lock table.
That is, do_aut omat i c_recovery performsthe update
db[ pn] = pv for each property name pn, wherethe lock
table maps pn to pv, but the database db does not.

proctype Daenon(Taskld this) {
bit lock_violation
byte event _count = 0
bit first_time = true
do
;1 check_l ocks(l ock_viol ation);
i f
.. lock_violation ->
do_aut omati c_recovery()
i else
fi;
i f
oo (Mfirst_time &&
Ev[ MEMORY_EVENT] . count +
Ev[ SNARF_EVENT] . count != event_count )
->
event _count =
Ev[ MEMORY_EVENT] . count +
Ev[ SNARF_EVENT] . count
i else ->
first_tinme = fal se
wai t_for_events(this,
MEMORY_EVENT, SNARF_EVENT)
f
od

Figure 22. Daemon

Then, in the second if construct, it is decided whether
the daemon should stop and wait for anew memory or snarf
event to occur (call of wai t _f or _event s), or whether
it should continue with yet another iteration, calling
check_ ocks and perhaps
do_aut omat i c_recovery. Another iteration is needed
if a memory event or a snarf event has occurred since the
daemon was restarted last time. This is expressed as fol-
lows. when first_timeistrue (initia state), the dae-
mon simply callswai t _f or _event s, and then waits for
either aMEMORY_EVENT or aSNARF_EVENT to occur. The
procedurewai t _f or _event s has not been shown, but is
likewai t _f or _event , Figure7, except that not one— but
either of two events are waited for. A second differenceis



that a boolean variable daenon_r eady is set to true as
the last thing before the daemon starts waiting. Thisis used
during initialization, Figure 25, as we shall see. Now, in
caseit's not thefirst iteration, the test:

Ev[ MEMORY_EVENT] . count +
Ev[ SNARF_EVENT] . count
| =

event _count

is executed. It evaluates to true in case the event counter
event _count differs from the sum of the event coun-
ters for the memory and snarf events. If there is a differ-
ence, it means that there has been an event since last time
event _count was updated, and this must result in yet an-
other iteration before calling wai t _f or _,event s. Before
thisextraiteration, theevent _count variableis, however,
updated.

3.6 The Environment

Violations are introduced by the environment, here mod-
eled by the process type Envi r onnent , Figure 23. An
instantiation of this will run in parallel with the tasks and
the daemon, and may cause a database change at any mo-
ment in time. The change is here fixed to property name
0 getting property value 0. This will introduce a violation
in case a lock has been created for property name 0 with
avalue different from 0. The MEMORY EVENT is further-
more signaled to wake up the daemon, in case it's not al-
ready running. The daemon shall then hopefully discover
the violation just introduced.

proctype Environment ()
{ atom c{
db[0] = O;
si gnal _event ( MEMORY_EVENT)
}
)

Figure 23. Environment

3.7 Initialization

All processes, the daemon and the tasks, are all instan-
tiated with the procedure s pawn, which takes as parame-
ter the parameterizedt ask (apr oct ype) to be spawned;
and as a second parameter it takes the task identity t (type
Taskl d) of the task to be spawned. The second parame-
ter isthen fed as actual parameter to the first parameter in a
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#defi ne spawn(task,t)
atomi c{
active_tasks[t].state = RUNNI NG
run task(t)

Figure 24. spawn

r un statement. Beforethat happens, thetask’sst at e field
gets the value RUNNI NG,

Finally, the systemisinitialized by spawning the daemon
with identity 0, the two tasks with identity 1 respectively 2,
and then the environment, see Figure 25. Before the tasks
are spawned, however, the daemon is waited for to termi-
nate its own local initialization. Thisis done by waiting for
the variable daenon_r eady to become true. Infact, this
models the fact that the daemon will be started before any
other task in the system.®

init

{
spawn( Daenon, 0) ;
daenon_ready == true;

spawn( Achi evi ng_Task, 1) ;
spawn( Achi evi ng_Task, 2);
run Environnent ()

Figure 25. initialization

4 Analysis wrt. Selected Properties

4.1 ldentifying Properties to be Verified

The model has been analyzed wrt. the following two
properties, here expressed informally:

RELEASE Property: A task releases all its locks before it
terminates.

ABORT Property: If an inconsistency occurs between the
database and an entry in the lock table, then all tasks that

81n an early model, the tasks were spawned without waiting for the
daemon, but that lead to the discovery of an error by the model checker,
see section 4.7. The error was basicaly that a lock violation could occur
before the daemon got to its initial waiting point, which the first time is
unconditional!; and hence the daemon would just ignore the violation and
cal wai t _f or _events.



rely on the lock will be terminated, either by themselves or
by the daemon in terms of an abort.

In the following we shall demonstrate how we have for-
mulated these properties in terms of PROMELA assertions
(assert—statements) and LTL formulae, and we shall show
the results of applying the SPIN model checker to verify
these properties. It turns out that none of them are satisfied
in the presented model, a discovery that has lead the RA
programmersto make correctionsin the L1sp code.

The verification of the two properties lead to the direct
discovery of four errors (wrong code) — one breaking the
REL EASE property, and three breaking the ABORT property.
All of these errors are classical in the sense that they arise
due to processes interleaving in unexpected ways. Hence,
for example, two errors can be corrected by introducing
critical sections around the troubled code. Furthermore, a
less serious, but at that time yet undiscovered efficiency er-
ror (code executed twice instead of once) was discovered
just by observing generated traces from the model check-
ing. Hence, atotal of five errorswere identified in the L1sp
code, four of which being important. In addition to this, a
verification* highlighted the need for a mechanismtoinsure
that the daemon has reached ‘ steady state’ before proceed-
ing” . Although thiswas not considered as adirect error, we
have reported it here.

4.2 Error 1 —The RELEASE Property

RELEASE Property: Atask releases all itslocks before it
terminates.

4.2.1 Formalizing The Property

In order to formalize this property, we need to define what
it means for a task to have released its locks. The function
not _subscri ber inFigure 26 returnstrue if taskt does
not subscribe to property name pn, hence has released it's
lock on pn.

#define not_subscriber(this,pn)
'l ocks[ pn] . sub??[ eval (this)]

Figure 26. RELEASE predicate

To state the RELEASE property, we modify the defini-
tion of the process Achi evi ng_Task, Figure 18, adding
an assert—statement after the call of execut e_t ask. This
modification is shown in Figure 27.

When a task terminates (end of execut e_t ask), we
expect that it is no longer subscriber of the property name
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proctype Achi evi ng_Task(Taskld this)
{ Property p

p.name = 0

i f

:: this == 1 ->p.value = 1
:: this == 2 -> p.value = 2

fi;
execute_task(this,p);
assert (not_subscriber(this,p.nane))

Figure 27. Formalization of RELEASE property

it hassnarfed (p. nane), and hence we expect the assertion
to be satisfied.

4.2.2 Error Detection

Running the SPIN model checker on the modified program
yields an error trace illustrating that the assertion is not al-
ways satisfied. The trace (shortened) describes the follow-
ing sequence of events:

1. A task starts, running process Achi evi ng_Task
in Figure 27. This implies a call of the procedure
execut e_t ask, defined in Figure 17.

2. The procedure executetask does the snarf-
ing, the achieving, the closure cal, and then
executes the active_tasks[this].state =
TERM NATED statement, ready to release its lock by
calingther el ease_l ock procedure.

3. At this point, just before the call of r el ease | ock,
the Envi r onnent , defined in Figure 23, introduces
an inconsistency in the database such that the property
value of property name 0 becomes 0 in the database,
while it is expected to be different from 0 by the run-
ning task.

4. The Daemon, Figure 22, detects this inconsistency and
aborts the task in the check_l ocks procedure, Fig-
ure 21, by calling the procedure i nt er r upt t ask
defined in Figure 19. That is, the status of the task
becomes ABORTED.

Theway theexecut e_t ask is programmed, this abor-
tion will at this point result in an exit of this procedure,
hence skipping r el ease_l ock. This is caused by the
PrROMELA semanticsof theunl ess construct as occurring
in (Figure 17):

{rel ease_l ock(this, p)} unless
{active_tasks[this].state

ABORTED}



Hence, even though the snarfing, achieving, and clo-
sure is protected against abortion (if an abort occurs there,
rel ease_l ocks will be called anyway), the lock releas-
ing itself is not protected: if an abort occurs here, the lock
releasing is abandoned. This reflects the semantics of the
applied EsL construct of theform“Protect P Exit Q
End” executing P and then Q (the lock releasing), with the
addition, that if an abort occurs during the execution of P,
the remainder of P is skipped, and Q gets executed. Hence,
theideais that Qaways gets executed, even if an abort oc-
curs during the execution of P. The unexpected situation is
that an abort can occur during the execution of Q with the
result that the rest of Qwill not be executed.

4.2.3 Error Correction

Theidentified error can be corrected by protecting the lock
releasing itself against abortion. This we have done in a
modified version of the PROMELA model®, such that lock
releasing cannot be aborted. Hereafter the RELEASE prop-
erty is verified correct using the SPIN model checker. How
the modification is donein the L1sP program is beyond the
scope of the present paper.

4.3 Error 2 —The ABorT Property

Asalready mentioned, three verificationsof this property
were performed, each demonstrating an error in the model
causing the falsification of the property. We will present the
first verification in this section.

ABORT Property: If an inconsistency occurs between the
database and an entry in the lock table, then all tasks that
rely on the lock will be terminated, either by themselves or
by the daemon in terms of an abort.

4.3.1 Formalizing The Property

Our verification will be concrete in that we shall focus on
task 1. We shall state, that if task 1 has snarfed and achieved
property name 0, assuming it to denote property value 1 in
the database (as stated in Figure 18) then if this assump-
tionis broken by the environment, task 1 will be terminated.
First of al, weformally definewhat it meansfor task 1'sas-
sumption to be broken, and what it means for task 1 to be
terminated. Figure 28 shows two such predicates.

Thepredicatet ask1_pr operty_br oken
returns true in case of an inconsistency between | ocks
(mapping 0 to 1) and db (mapping O to 0) in a situa-
tion where the task assumes the property to have been

9Basicaly by removing the unl ess construct attached to the call of
rel ease ock
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#define taskl_property_broken

(locks[0].value ==1 &
I ocks[ 0] . achi eved &
db[0] == 0)

#defi ne taskl_term nated
(active_tasks[1].state
active_tasks[1].state

TERM NATED | |
ABORTED)

Figure 28. ABORT predicates

achieved. The predicate t ask1_t er m nat ed is true
when the state of task 1 is either TERM NATED, set by it-
self, or ABORTED, set by the daemon. The ABORT prop-
erty can now be stated as an LTL formula as shown in
Figure 29. The property states that “in all states ([ ]), if
t ask1l_property_br oken holds, then eventually (<>),
at some future point in time, t ask1_t er m nat ed will
hold” .

[1(taskl_property_broken -> <>taskl_tern nated)

Figure 29. Formalization of ABORT property

It's relevant here to note that this property only makes
sense to verify if task 1 has the potential of not terminat-
ing at al in case it's not aborted. This is the reason why
the closure is defined as in Figure 15. The closure can
arbitrarily choose thet rue -> fal se branch whereby
it will hang on the f al se expression without being able
to progress according to the semantics of PROMELA. Of
course, in the real Lisp program a task will probably al-
ways terminate, and we are thereforereally interested in the
task being terminated within acertain time frame. However,
since PROMELA cannot deal explicitly with time, we have
chosen only to focus on the distinction between termination
(at some future unspecified time) and non-termination.

4.3.2 Error Detection

Applying the SPIN model checker to the above property
yields an error trace demonstrating, that the property is not
satisfied in the model. The trace illustrates the following
sequence of events.

1. The daemon, Figure 22, starts and reaches a waiting
position. That is, it callswai t _f or _event s, where
after it waits for an event to occur.

2. A task, Figure 18, starts; snarfs and achieves suc-
cessfully, thereby signaling SNARF_EVENT from



snarf property.l ock, Figure 11, and then starts
executing its closure. This closure choosesthet r ue
-> fal se branch. Henceif it is not aborted it will
never terminate (corresponding to a time consuming
computation in areal setting).

3. Thedaemon has been woken up by the signaling of the
SNARF_EVENT. No inconsistencies are found, and the
daemon then decides to wait again. That is, it takes
the decisionto call wai t f or _event s, but delaysa
bit before doing it. Note the delay between “decision”
and “action” here. The decision to wait is taken in the
PrROMELA model in Figure 22 at thelast el se branch.

4. The environment, Figure 23, introduces an inconsis-
tency, and signals the MEMORY_EVENT. However, this
signal will not affect the daemon since it already has
decided to call wai t for _events. It will for ex-
ample not check whether the event counters have been
updated.

5. The daemon now callswai t f or _event s uncondi-
tionally, and hence, startswaiting. Thetask hence does
not get aborted, and continues with its “big” computa-
tion.

4.3.3 Error Correction

A solution to the detected problem is to embed the deci-
sionto wait and the waiting itself into acritical section, that
cannot be interrupted by other processes. In PROMELA, the
at omi ¢ construct can be used to define a critical section,
and Figure 30 shows how the Daenon has been extended
with such acritical section around the code portion that de-
cides whether to wait or not (the last if—statement).

Reapplying the SPIN model checker to verify the ABORT
property formulated in Figure 29 for the modified model,
however, shows that there is still an error in the system, as
described in the next section.

4.4 Error 3—The ABorT Property

With the corrected model, we re-apply the SpiIN model
checker to the same property, hoping that it now holds. As
already mentioned and as will be demonstrated, it still does
not hold.

4.4.1 Formalizing The Property

The property to be verified is as before, namely the one pic-
tured in Figure 29.

proctype Daenon(Taskld this) {

atomic{ -- added
if
oo (Mfirst_time &&
Ev[ MEMORY_EVENT] . count +
Ev[ SNARF_EVENT] . count != event_count )
->
event _count =
Ev[ MEMORY_EVENT] . count +
Ev[ SNARF_EVENT] . count
i1 else ->
first_tine = fal se;
wai t_for_events(this,
MEMORY_EVENT, SNARF_EVENT)
fi

Figure 30. New Daenon

4.4.2 Error Detection

Applying the SPIN model checker yields an error trace
demonstrating, that the property is not satisfied in the
model. The trace illustrates the following sequence of
events.

1. The daemon, Figure 30, starts and reaches a waiting
position. That is, it callswai t _f or _event s, where
after it waits for an event to occur.

2. A task, Figure 18, starts; snarfs and achieves suc-
cessfully, thereby signaling SNARF_EVENT from
snarf property. ock, Figure 11, and then starts
executing its closure. This closure choosesthet r ue
-> fal se branch. Henceif it is not aborted it will
never terminate (corresponding to a time consuming
computationin areal setting).

3. The daemon, Figure 30, has been awakened by
the signaling of the SNARF_EVENT, and cals
check. ocks'®, Figure 21. Now check_ ocks
consists of two loops, one executed before the other.
The first loop looks for violations and interrupts tasks
depending on violated properties. The second loop just
checks for violations (and does not interrupt tasks).
Hence, the daemon executes the first loop — finds no
violation—and thenis now ready for executing the sec-
ond loop.

101 fact, check_l ocks is called twice, see section 4.6, and it's the
second — and last — call which is referred to.



4. The environment, Figure 23, introduces an inconsis-
tency, and signals the MEMORY_EVENT. However, the
daemon is aready running. Hence, the only effect is
that the MEMORY_EVENT counter is increased.

5. The daemon now executes the second loop of
check_ ocks, andfindstheviolation. Hence, it calls
do_aut omat i c_recovery, which repairs the vio-
lation by updating the database.

6. Due to the signaling of the MEMORY_EVENT in item
4 by the environment, the MEMORY_EVENT counter
has been increased, and hence the daemon will ex-
ecute check_| ocks again. However, since the
violation has been repaired, the daemon will not
find anything wrong, and will therefore finally call
wai t f or _event s and then wait for a new event to
occur. The task is still executing, and has not been
aborted.

4.4.3 Error Correction

At thetimewhenthiserror trace was generated, we believed
that it was in fact an intended behavior, and only later was
it confirmed to be an unexpected and undesired behavior —
an error. Hence, we did not correct it; and even with the
knowledge we have now, it is not evident for us how to cor-
rect this.

4.5 Error 4 —The ABorT Property

4.5.1 Formalizing The Property

Since we originally did not regard the above situation as
an error, we continued the verification asif it was a correct
behavior. That is, in order to investigate the existence of ad-
ditional errors, we had to reformulate the ABORT property
such that the above situation was allowed!*. Hence, since
the model may repair an inconsistency without aborting
tasks, the property shall state this: in case of abroken prop-
erty, then either thisis repaired by the daemon, or the task
isterminated (by itself or the daemon). For this purpose we
introducethe predicatet ask1_property_repai redin
Figure 31. This predicate returns true if the database and
the lock table match wrt. to property name O (recall that we
have focused on task 1 that snarfs property name 0).

The new correctness property using this new pred-
icate is shown in Figure 32. The property states
that “in all states, if taskl_property_broken
holds, then eventually either taskl1_t erni nated or
t askl_property_repairedwill hold”.

L1 Even, when it |ater was confirmed as an error, we did not know how
to correct it, and hence a reformulation of the property was still needed in
order to avoid the repair situation to be identified by the model checker as
an error.

#define taskl_property_repaired
| ocks[ 0] . val ue == db[ 0]

Figure 31. ABORT predicate

[1(taskl_property_broken ->
<>(taskl_term nated ||
taskl_property_repaired))

Figure 32. Re-formalization of ABORT property

4.5.2 Error Detection

Applying the SPIN model checker to the above property
yields an error trace demonstrating, that the property is not
satisfied in the model. The trace illustrates the following
seguence of events.

1. Task 1, Figure 18, starts, and eventualy calls
achi eve_l ock_pr operty, Figure 13. This proce-
dure contains the two lines:

achi eve(p,err);
| ocks[ p. nane] . achi eved = true

That is, a cal of achi eve, which updates the
database, and then an assignment to the achi eved
field. Inthe trace, the achi eve procedureis called,
and then the task execution is delayed, hence, the as-
signment to the achi eved field is delayed.

2. At this point, the Envi r onnent , Figure 23, intro-
duces an inconsistency in the database such that the
property value of property name O becomes O in the
database, hence, destroys the just achieved property.

3. The daemon, Figure 30, awvakened by the environment
change starts looking for an inconsistency, but finds
none since the achi eved field has not been set yet,
and the daemon requires this to be true in order for
an inconsistency to be existing, see the definition of
procedure pr operty vi ol at ed Figure 20. Hence,
the daemon discovers nothing and goes to sleep again.

4. The task from above now assigns true to the
achi eved field, and continues as if everything was
consistent.

Hence, an inconsistency has been introduced, but it has
not been discovered by the daemon, and hence, is not re-
paired, neither is the task aborted.



4.5.3 Error Correction

A solution to the problem is the embedding of the two lines
of codeintheachi evel ock_pr operty procedureinto
a critical section, such that updating the database and the
achi eved field is aways done in one indivisible action.
For this purposewe introduce an at omi ¢ construct around
the two lines in the PROMELA model, as shown in Figure
33.

inline achieve_l ock_property(this,p,err) {
Taskl d owner;
find_owner (p, owner);
i f
: owner == this ->
atomc{ -- added
achi eve(p,err);
| ocks[ p. nane] . achi eved = true
}
;. else ->
wai t _for_event (this, MEMORY_EVENT, p);
fi
}

Figure 33. New achi eve_l ock_property

The SPIN model checker now certifies that the ABORT
property in Figure 32 is satisfied in this new model.

4.6 Error 5— An Efficiency Problem

During the examination of the error traces generated by
the verifications above, yet afifth error has been discovered
in the L1sp code. In the PROMELA model it concerns the
process Daenon in Figure 22.

It occurs that check | ocks is caled twice whenever
the daemon has hung after a call of wai t f or _,event s,
and then is restarted after a signal to one of the events
it waits for. That is, when one of these events is
signaled by a call of si gnal _.event, Figure 8, the
event counter for that event is incremented in addition
to the restart of waiting tasks. This means that when
the daemon has executed check. ocks (and perhaps
do_aut omat i c_r ecover y) once, then the test:

Ev[ MEMORY_EVENT] . count +
Ev[ SNARF_EVENT] . count
I =

event _count

will evaluate to true, and hence another iteration of the
loop is begun, re-executing check 1 ocks. The RA pro-
gramming team has confirmed this as an error, although one
of low priority.
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4.7 A*“Daemon-—Ready” Flag Perhaps Needed

In an early model, the tasks were spawned without wait-
ing for the daemon to initialize itself. That lead to the dis-
covery of an error by the model checker. The error was ba-
sically that alock violation could occur before the daemon
got to its initial waiting point, which the first time is un-
conditional!; and hence the daemon would just ignore the
violation and call wai t _f or _.event s. Thiswas not con-
sidered an error, because the daemon will aways start be-
fore everything else. However, the following response from
Erann Gat shows that a change to the L1spP program could
be needed.

This would be a problem if the daemon were
started late. However, | don't think this is a
problem in practice because all the daemons are
started long before anything else happens. But
this does highlight the need for a mechanism to
insure that al the daemons have reached “ steady
state” before proceeding.

Hence, we don’t consider this as a caught error, but we re-
gardit asan increased insight givento the RA programming
team.

5 Evaluation by the RA Programming Team

This section contains Erann Gat's evaluation of our
work. His comments were given during email communi-
cations, which were not originally intended to be published.
He, however, later approved their publication.

A first sub—section contains his responsesto our error re-
ports. A second sub—section contains his responses to three
general questions posed after our work had been terminated.

5.1 The Programmer’s Remarks to
Our Error Reports

In this section we quote Erann Gat on his remarksto our
error reports. That is, for each error we discovered, and
which has been explained in section 4, we quote his re-
sponseto our report to him. We present the quotationsin the
order they appeared in time, although this in certain cases
differsfrom the order of presentation in section 4.

Error 1 — RELEASE Property (section 4.2):

| think this is a real error. It would only arise if a
task gets a timer interrupt in between exiting the body of
the unwind-protect and entering the critical section of the



release-locks, but | don’t know of any reason why that
should not happen on occasion. Thisisa particularly perni-
cioushbug. It arises only becauseyou arein a multi-threaded
environment, and only in very obscure circumstances that
are very unlikely to arise during testing. Congratulations!
You have just converted me into a believer in formal meth-
ods.

Error 4 — ABORT Property (section 4.5):

Ah, good point. You are correct, thisisabug. I'mim-
pressed! This makes two bugs you guys have discovered
through formal methods that we almost certainly would
never have caught any other way.

Error 2 — ABORT Property (section 4.3):

Yep, another bug. This one is an instance of a classic
pattern; not wrapping a conditional wait-for-events inside
a critical section. This sort of mistake is very easy to make
and happens all the time in our code. Thanks for catching
this one!

Error 5 —EFFICIENCY Problem (section 4.6):

No, it'sabug, but sinceit’sjust an efficiency problemit’s
pretty low priority.

Error 3 — ABORT Property (section 4.4):

You have, however, found a (already known) design flaw.
There can be a significant time lag between a property be-
ing violated and a task being informed of the violation. The
property lock daemons should really reside in the property
database and be triggered automatically whenever contra-
dictory information is asserted. Thisis on the list of things
to do.

Question: Isit not the case, that a task might never be
informed?

Ah, good point! | had neglected to consider the case
where a new assertion that violates a lock happens in the
middle of check-locks. It's hard to get out of a single-
threaded mind set! Thanks for pointing this out.

Question: Butisit an error? Or isit “just” unexpected?

Serioudly though, the intent was that tasks would
be notified whenever a locked property was violated after
initial achievement. In some cases this can be important.
For example, if a pointing constraint is violated it might be
important to know, even if the constraint is automatically
restored.

5.2 The Programmer’s Answers to
3 General Questions

We asked Erann Gat three general questions about the
model checking effort we had carried out. Below we quote
his answers to each of them.
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Question 1:
Did our work have any impact on your work?
Answer:

You' ve found a number of bugsthat | amfairly confident
would not have been found otherwise. One of the bugs re-
vealed a major design flaw (which has not been resolved
yet). So I'd say you have had a substantial impact. If noth-
ing el se you have hel ped usimprove the quality of our prod-
uct well beyond what we otherwise would have produced.

Question 2:

How serious were the errors we found? Any examples of
what could have gonewrong? Would they only occur rarely
or be harmless?

Answer:

The errors you found were the sort that would mani-
fest themselves only under very particular sets of circum-
stancesinvolving precisetiming, so theseerrorsrarely man-
ifest themselves. This makes them both more and less se-
rious — less serious because they are unlikely to actually
occur, more serious because if they occur at all they are
likely to occur for the first time under actual flight condi-
tions. The overall architecture is designed to be robust in
the face of such errors (we have multiple layers of software
redundancy) so it is unlikely that these errors would have
caused problems more serious than lost time, but one never
knows. Every bug is potentially a mission-killer, and gener-
ally the ones that do kill the mission do so in ways that one
never imagines until it happens.

Question 3:

What was/is your general attitude towards formal meth-
ods, before and after this exercise?

Answer:

| used to be very skeptical of the utility of formal meth-
ods. Thisis at least partly due to the fact that | had a mis-
conception about the way in which formal methods would
be used. | thought that formal-methods advocates wanted
to “ prove correctness’ of software systems. | believed (and
still believe) that that is impossible. However, what you
have been doing is finding places where software violates
design assumptions, which is not the same thing as proving
correctness. To me you have demonstrated the utility of this
approach beyond any question. | would like very much to
learn more about your work.

6 Conclusion

In this paper the results of verifying the RA Executive
have been described, and we shall now try to present some
of our derived reflections.



6.1 Analysis of the Effort

The major effort without doubt went into the modeling,
hencein obtaining a PROMELA program fromthe L 1SP pro-
gram. This modeling activity can be regarded as consist-
ing of three sub-activities: comprehension, abstraction and
trandation, see Figure 34. By abstraction we mean the ac-
tivity of reducing the program to become afinite state sys-
tem, small enough for efficient verification. This task con-
sists of removing irrelevant code, replacing infinite types
with interval types, limiting the number of tasks running,
etc. By trandation we mean the activity of writing the
actual PROMELA code, for example mapping the property
lock list in the L1sP program into an array representationin
the PROMELA program. A pre-requisite for modeling is a
certain comprehension of the source program, the L1sP pro-
graminthis case. That is, an understanding of the program
that makes it possible to perform good abstractions.

abstraction
PROMELA program
b4
moﬂei ing
LISP program trandation
t\ /‘
comprehension

Figure 34. Modeling = comprehension + ab-
straction + translation

The comprehension activity was clearly the hardest,
since the L1sP program used many macro-definitions, and
since we did not have direct access to the programmer for
explanations. The trandation phase was also non-trivial
due to the strength of the L1sp language compared to the
weaker PROMELA language. Basically Lisp is probably
one of the most powerful languages around sinceit provides
a combination of untyped functional programming and im-
perative object oriented programming. Hence, the mapping
often resulted in code “blow up”. Interestingly enough, the
abstraction activity was the easiest. Once a piece of code
was understood, deciding what to keep and what to remove
was often quite clear.
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Of course, the notion of trandationisonly relevant in the
situation where model checking is applied to an already ex-
isting program, as was the case here. When model checking
is instead applied during the early design phases, before a
program is written, modeling becomes much more like tra-
ditional programming activity.

The modeling effort took 2 people about 6-8 weeks.
The verification effort was in contrast small, about a week.
Once the model was formulated, it was easy to formulate
the properties to be verified, either in terms of assertions or
interms of LTL formulae. The model checker found the 5
errorsright away.

6.2 Language Considerations

PROMELA was chosen as the modeling language due to
its support of dynamic process creation. RA tasks are cre-
ated and deleted dynamically over time, and we initialy
considered this as being important. Asit turns out however,
our verifications only involve a static number of processes.

The PROMELA language seen as a notation represents
very much the state of the art in model checking languages,
and is acceptable for the problem. However, a few highly
recommended improvements for the language came out as
aresult of our efforts, as documented in [4]. Some of these
recommendations have been adopted in the latest version
of SPIN, inspired by our work during several email com-
munications with Gerard Holzmann. First of all, the lack of
procedural abstraction was felt asaclear drawback. Macros
could be used, but they don’'t very well support local vari-
ables nor parameter type checking (not to mention typing
“\" at the end of each macro definition line). Furthermore,
the SPIN tool set does not support macros very well, since
the type checker as well as the simulator cannot refer to
lines within macros. This means that when for example
simulating the result of a verification, one cannot realy fol-
low what goes on, and one has to examine instead the er-
ror trace in an ad hoc way (loading it into emacs for exam-
ple). The advantage of macros is that there is no overhead
in using them: macro calls are simply expanded out before
the model checker is applied. These observations lead Ger-
ard Holzmann to incorporate the “inling” procedures into
PROMELA as announced in the SPIN newsletter 22 (April
1998). Also nested atomic constructs were regarded useful,
and consequently incorporated into PROMELA. Still on the
wish list are local variables, enumerated types, type equa
tions and constant definitions. Generally, a complete avoid-
ance of macro definitions would be preferable.

In[7] it is described how procedures can be modeled in
terms of processes that are spawned, and which communi-
cate their result back on a channel. That is, a procedureis
model ed as a process, and each time the procedureis called,



such a process is spawned. We tried this solution, but it
turned out to cause two problems. First of all, SPIN had
a limit on the number of processes allowed to be created,
and thislimit (256) was quickly reached in a program using
alot of procedural abstraction. The problem was, that in
SPIN processes were not killed when they terminated. Due
to an email conversation with Gerard Holzmann, SPIN was
changed such that processes were killed and removed from
the memory upon termination. However, this did not re-
move the second problem, that modeling procedure calls as
process spawning is expensive, and slows down verification
considerably. When we went over to using macros, veri-
fications terminated an order of magnitude faster. A third
solution is to model each procedure by a process, which is
spawned only once, and where each procedure call then is
model ed solely by a communication to that process. Hence,
thereis only one (1) spawning for each procedure declara-
tion, in contrast to each procedure call as suggested in [7].
We have not experimented with this solution.

6.3 Tool Considerations

Even though manual trandation was regarded harder
than manual abstraction, we believe that trandlation can be
mostly fully automated, at least for traditional programming
languages such as JAVA (in contrast to L1SP) whereas ab-
straction requires some human guided interactive tool sup-
port. Hence, the above experiences suggest that the trandla-
tion activity should be automated as much as possible; per-
haps a model checker could even be “hardwired” for the
programming language (thereby avoiding theindirect trans-
lation into a modelchecking language). Abstraction, how-
ever, is not likely to be easily automated, and we therefore
suggest an interactive tool, an abstraction—workbench, for
supporting such abstractions. With such a tool, one could
for example annotate a compl ete program with abstraction
information, such as. Putting a maximal bound on number
of iterationsin a loop, Limiting an infinite (or big) typeto a
finite (and small) subtype, Changing the type of a variable,
and changing all related operations, or Omitting, replac-
ing, adding code. Also more automated capabilities could
be considered such as for example program slicing.

We imagine that the tool will allow the user to make ar-
bitrary (sound as well as unsound) modificationsto his pro-
gram, and not just sound modifications that are “correct”
in some sense. In other words, it is important to note, that
we have not proved the abstracted PROMELA programto be
“correct” wrt. to the Lisp program. That is, we have not
shown that if a property holds in the PROMELA program
it also holds in the Lisp program. Such abstraction proofs
are of course of big interest, and computer aided support
for such correct abstractions is obviously desirable. Some
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abstractions can be done fully automatically, such asfor ex-
ample program slicing. More sophisticated approaches to
abstraction have been attempted based on theorem proving,
where a theorem prover is used to formulate abstractions
and prove them correct, seefor example[5] [6]. Somework
tries to automate these more sophisticated abstractions [1]
[2] [3]. The Pvs interactive theorem prover [8] has a gen-
eral higher order logic, allowing specification and verifica-
tion of general infinite state transition systems. Particularly
interesting isthe current effort to effectively integrate model
checking into Pvs (as described in [8]).

In general, such proofs are, however, very hard to create,
and we believe, that just the above mentioned abstraction—
workbench could be extremely useful, although simpler in
purpose. Interestingly enough this simpler approach is not
even yet state of the art. We believe that a decent purpose
of applying model checking is to find errors rather than to
prove correctness, and for this purpose such asimpler tool is
useful. Such atool should in addition support strong version
control, since such annotations may be changed quite often
in the early phases of the verification activity.

6.4 Closing Remarks

We regard the exercise as highly successful in the sense
that we found five errors quite easily, once the model was
constructed. The errors were all classical concurrency re-
lated errors, where unforeseen inter-leavings between pro-
cesses caused undesired events to happen. According to the
RA programming team, the effort has had a major impact,
locating errors that would probably not have been located
otherwise, and identifying a major design flaw.

The major effort consisted in building the model, but we
claim that this activity can be made much more efficient by
providing translation and abstraction tools. Furthermore,
the better the modeling language, the easier the modeling.
Especially if one considers using a model checker in the
early stages of systems design, before programming is be-
gun, a nice notation is absolutely a must. These consider-
ations have defined the research agenda within the AuTo-
MATED SOFTWARE ENGINEERING group a NASA Ames.
We believe that verification techniques should be applied
to the languages in use, and hence our current efforts have
been directed towards Java and UML. Asamorelong term
goa we have interest in applying verification techniquesto
higher level languages as well.
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