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Abstract. We present an approach for the verification of spatial proper-
ties with SPIN. We first extend one of SPIN’s main property specification
mechanism, i.e., the linear-time temporal logic LTL, with spatial con-
nectives that allow to restrict the reasoning of the behaviour of a system
to some components of the system only. For instance, one can express
whether the system can reach a certain state from which a subset of
processes can evolve alone until some property is fulfilled. We give a
model checking algorithm for the logic and propose how SPIN can be
minimally extended to include the algorithm. We also discuss potential
improvements to mitigate the exponential complexity introduced by spa-
tial connectives. Finally, we present some experiments that compare our
SPIN extension with a spatial model checker for the w-calculus.

1 Introduction

SPIN [15] is a popular model checker used to verify temporal properties of con-
current systems. Part of its success is due to its efficiency. As a matter of fact,
it is used as back-end model checker of various verification tools, like the first
version of the Java Pathfinder [14], Bandera [8] or CheckVML [20]. SPIN can
also be used [19, 21] to check properties of systems described in process algebras
like the m-calculus [17].

System specifications in SPIN are given in Promela, a high-level language
for defining communicating processes, while system properties can be given in a
linear-time temporal logic (LTL) [16], in the more expressive formalism of Biichi
automata, or by using other ad-hoc mechanisms to express deadlock freedom,
satisfaction of local assertions, etc. In that manner SPIN is used to reason about
temporal properties of concurrent systems. In some cases, however, one would
like to restrict the reasoning to some parts of the system, only. For instance, in a
client-server system one would like to express that, under some conditions, two
clients can evolve together to reach some undesired state.

Such properties can be expressed by means of spatial logics, that are for-
malisms for expressing structural properties of models where there is a notion of
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composition. Besides the usual boolean connectors, spatial logics include ingredi-
ents like the connective 0 to represent an empty model or the spatial decomposi-
tion | which allows to write formulae ¢1 |2 that are satisfied by models that can
be decomposed into two parallel submodels satisfying ¢; and ¢s, respectively.

There are several approaches to the verification of spatial properties, on log-
ics either for concurrent software system specifications given in process calculi
like the m-calculus [2—4] or the ambient calculus [7], or data structures such as
heaps [18], trees [6] and graphs [5, 12]. Each such approach proposes a logic that
combines spatial connectives with ingredients to reason about model specific
aspects.

Our goal is to extend the capabilities of SPIN in order to make it able to check
spatial properties. We believe that this would be interesting both for system
specifications given directly in Promela or in other formalisms used by tools
(e.g. the ones cited above) that rely on SPIN for the verification. In most cases,
structural aspects are a relevant issue that is wort specifying and verifying.

We achieve this by extending LTL with spatial connectives, much in the line
of [4] which proposes a spatial version of a first-order p-calculus to reason about
spatial, temporal and name properties of w-calculus specifications. In contrast
with [4] and the rest of the spatial logics cited above, we do not introduce the
usual void and composition operators. Instead, we introduce second-order pro-
cess variables that can be instantiated, compared or used to restrict the behavior
that a formula refers to. Thus, 3X.¢ expresses that ¢ holds for some subset X
of the set of system processes, [¢]* expresses that ¢ holds for runs restricted
to transitions involving processes in set X, and formula ¢; C 1 expresses that
process expression 1)1 is contained in process expression )y, where process ex-
pressions combine the empty set, singletons formed by process identities, set
union and complementation and process set variables.

Our flavour of spatial connectives is more expressive than the usual one. In-
deed, the choice of a second-order quantifier has been inspired by the fact that
the fixpoint-free fragment of the spatial logic of [5] is capture by Courcelle’s
monadic second-order logic for graphs [9]. In our case, the usual spatial compo-
sition ¢y | ¢2 can be seen as an abbreviation of 3X, Y. X UY C OA[¢1] X A[02]Y,
where [¢]X is the strict restriction (c.f. Section 2.3) of ¢ under X. It is worth
noticing that the use of process quantification and restriction is strictly more ex-
pressive than the use of decomposition since the latter does not allow to reason
about the whole system inside a decomposition. For instance, recalling the prop-
erty of a client-server system suggested above we could not extend it to express
whether in the undesired situation the server can always evolve to correct the
situation. As a more concrete example, consider that one cannot express with
the use of the decomposition operator that there is a set of processes X that
lead the system to a state where there is another set of processes Y that satisfy
a formula ¢. A property that is expressed in our logic by 3X.[CTY.[¢]Y]X. We
shall see that this is possible because existential quantification is not affected by
restriction. In the formula above, for instance, Y quantifies over the whole set
of processes of the system and not over X.




After giving the syntax and semantics of the spatial logic, we sketch a basic
model checking algorithm and discuss its integration in SPIN. The algorithm
is very simple and mainly relies on SPIN’s algorithm for LTL model checking.
Indeed, we show that verification of the logic can be reduced to checking a certain
set of LTL formulae. The extension of SPIN is minimal since it mainly requires
to add the capability of starting the search from a given state and restrict the
set of active processes.

Next we face the complexity of the logic, which is strongly influenced by
second-order quantification. Indeed, in order to check 3X.¢ we need to consider
all subsets of the set P of processes of the system, which number is exponen-
tial in the size of P. This is a severe drawback on the performance of spatial
model checkers. Analyzing all the possible subsets is, however, not always nec-
essary. For instance, a typical property that is used by spatial model checkers is
—wvoid A —~(—void | —void), abbreviated with 1, which expresses that a system
has only one component. A property that can be clearly checked in constant
time. Take now a formula 1|¢, which expresses that a process can be removed
such that the remaining system will satisfy ¢. Clearly, only a linear number of
decompositions have to be checked. While this cases can be dealt by introducing
explicit ingredients in the logic, the general problem remains open.

However, we argue that there is space for efficient algorithms. Consider a
formula 3X.¢. Suppose we find that the system restricted to a set P of processes
satisfies ¢. We know that under some conditions the system restricted to P
simulates the system restricted to @ C P. For some formulae ¢ we can conclude
that ¢ is also satisfied by the system restricted to @ without actually performing
the verification. We shall see how to generalize some of these reasonings.

This paper is structured as follows. Section 2 presents the spatial logic for
SPIN. Section 3 proposes a model checking algorithm and discusses methods to
reduce the verification effort. Section 4 presents comparative empirical results
with a spatial logic model checker. A last section concludes the paper and outlines
future work.

2 Spatial Logic for Spin

This section defines the syntax and semantics of our logic, which is interpreted
over a suitable formalism. We also give some example properties of a well-known
problem, namely Dijkstra’s dining philosophers problem.

2.1 Computational model

We introduce a variant of labeled transition systems as a a suitable representa-
tion of the state space of Promela models over which our logic will be defined.
We first recall the usual notion of (state) labeled transition systems

Definition 1 (labeled transition system). A labeled transition system M
is a tuple (so,S,—,L,AP), where S is a set of states, so € S is the initial



state, —C S x S is a transition relation and L : S — 247 is a labeling function
mapping states into subsets of AP, a set of atomic predicates representing the
observations on states.

Our notion of labeled transition considers that the system is composed by a
set P of processes.

Definition 2 (composed labeled transition system). A composed labeled
transition system M is a tuple (s, S,—, L, AP, P), such that (so,S,—, L, AP)
1s labeled transition system and P is a finite set of processes that partitions the
transition relation, i.e., —= UpeP —p

Composed labeled transition systems roughly approximate Promela models
without dynamic process creation where processes concurrently execute in an
interleaving manner communicating via asynchronous operations'. In the rest
of the paper we shall use the term labeled transition systems or just systems to
refer to composed labeled transition systems.

A run of a system M at state sg, denoted M, sy is an infinite sequence
So — $1 — .... The set of all runs of M starting at s is denoted by p(M, s). For
arunr = sg — S — ...S5 — Si+1 — ..., the suffix run of r starting at s; is
rt =s; — 8i41 — ..., while the i-th state of such a run r is denoted by s .

Given a system M we define Mp as M restricted to its subprocesses P C P,
ie, Mp = (s0,5,—p, L, AP,P). The runs of Mp are the runs of M restricted to
P. A run r restricted to a set of processes P is denoted by rp and is defined as
the maximal prefix of r such that every transition s — s’ belongs to some process
in P, ie., s - s €—p—p, where —p abbreviates UpeP —p. If no transition
of r belongs to a process outside P then rp is exactly r. Otherwise rp is like
r until the first the transition belonging to a process outside P is encountered.
Then the rest of rp is padded with a special (deadlock) state. More generally
we assume that this padding is applied to all finite runs. Note that restriction
has precedence over the suffix operator, i.e., 7“1", denotes (rp)*.

2.2 Logic syntax

Once we have a minimal formalism for a Promela model, we present the syntax
of the spatial logic, where we assume a given system M = (s, S, —, L, AP, P).

Definition 3 (logic syntax). Let V be a set of process variables. The syntax
of our spatial logic is given by the following grammar:

pu=T | =9 | ¢V | a (boolean connectives)
o | ¢U¢ (temporal connectives)
YpCy | AX.$ | 9] (spatial connectives)

Ypu=0| {p} | X | vUy | ¢ (set expressions)
where a € AP, peP and X € V.

! In Promela terminology, this mainly means that the run statement and synchronous
channels are not allowed.



In the definition above V' is assumed to contain a special variable X’ that
will be used to record the set of process under which the system is restricted.
We shall describe all ingredients in detail after the definition of the semantics of
the logic. Here, we just advance the intuitive meaning of the spatial connectives
and the set expressions. The rest of the ingredients constitute the well-known
linear temporal logic LTL [16], which we present here in a minimal manner by
means of the next-time unary operator o and the until binary operator U. Other
typical operators can be derived from these, as we will recall in a next section.

Set connectives are nothing but the empty set, a singleton formed by the
identity of a process, a set variable, set union and complementation, where the
complement is with respect to P. Set inclusion is thus trivially interpreted.

The second-order existential process quantifier bounds X with a set of process
which we shall see is a subset of the processes of the system. Then, a formula
[#]% is valid if ¢ holds for the system restricted to processes in X. However, ¢
might contain further restriction operators which can change the set of process
that restrict the system. In this way, we can reason about the behaviour of sub-
components of a system without loosing the capacity to refer to the behaviour
of the whole system.

Before giving the formal semantics, we define the sets fn(¢) and fn(¢) of free
variables of a formula ¢ and a set expression . This are defined as expected.

Definition 4 (free variables). Given a formula ¢, the set fn(¢) of free vari-
ables of ¢ is defined by:

m(T) =0
(~0) = (o)
fn(¢1 \/¢2) = fn(¢1)UfH(¢2)
fn(a) = 0
fn(op) = fn(¢)
fn(¢1Uga) = fn(¢1) Ufn(p2)
fn(yr Cep2) = fn(yr) Un(e)
fn(3X.¢) = fn(¢) \ {X}
fin([¢]*) = (o) U{X}

Similarly, given a set expression 1, the set fn(v) of free variables of ¢ is
defined by:

@) =0
in({p}) = 0
in(X) = {X}
(1 Ue2) = f(y1) Uin(ee)
in(y) = (y)

Obviously, the definition above assumes the usual safe renaming of variables
such that variable names are not reused. We will consider closed formulae only,
i.e., formulae where every process variable is bound by a quantifier, or in other
words, formulae ¢ such that fn(¢) = 0. The notion of free names is crucial to
define the equivalence axioms that we shall see in a next section.



2.3 Semantics
The semantics of our logic is interpreted over labeled transition systems.

Definition 5 (logic semantics). Let M = (sg, S, —, L, AP, P) be a transition
system, ¢, 1, o be formulae, 1, 11,12 be set expressions, X € V be a second-
order process variable, o : V' — 2F be a mapping of process variables into sets
of processes, s € S and r be a run of M. The semantics of our logic is given by
the following satisfaction relation:

M,r =, T & true

M,r =, ¢ s M,rt, ¢

M,'f‘):o-¢1\/(b2 = M7r):0'¢1 OTM7T):U¢2

M,rE,a < a € L(sp)

M,r =, 09 & Mty ¢

M,r e, 31Uds & ke NM,r* =, ¢o and Y0 < j < k.M, 19 =, ¢,
M,r Es 1 S92 < [1]o € [¥2]o

M,r }:a 3X.¢ & JP e QP.M,’/’ 'ZU[P/X] 10)

M,T }ZU [(b]X A M7 86 ):U[G(X)/X] ¢

M,s =y ¢ & Vr € p(Myxy,s).M,r |Fo ¢

where [¢], is inductively defined by

0] 0
[{r}s = {p}

[X]s = o(X)
[¥1 Ua]o = [¥1]o U [¥2]s
[4]o = P\ [¥l-

Recall that X is assumed to be a distinguished variable of V' which we use to
identify the set of processes under which the formula is restricted. Obviously, in
the initial environment X is mapped to the set P of all processes of the system
such that we say that M satisfies ¢, written M |= ¢ whenever M, sg =7/, ¢
for any o.

As the last equation of the definition above suggests, a formula ¢ is satisfied
by system M at state s if all runs of M restricted to o(X) starting at ¢ satisfy
¢. The satisfaction relation for boolean and temporal connectives is the usual
one. Recall that o¢ holds for a run r iff ¢ holds in the next state after the first
state of r, while ¢1 Ugs requires to ¢ to hold until some point where ¢o holds.

The inclusion of set expressions is defined as expected: 1 C 9 holds in
environment o whenever the set expression ¢ is included in the set expression
¢2, both under the environment o. A formula 3X.¢ is satisfied by a run r in
environment o whenever there is a set of processes P C P for which ¢ holds for
r in an environment o’ that is like o except that variable X is mapped to P.
Finally, [¢]* holds for a run r of system M whenever all runs of M restricted
to o(X) starting from the first state of r satisfy ¢ in a new environment where
o is updated to map X to o(X).



In addition to the usual boolean and set abbreviations we enumerate the
following ones:

O = —0¢ eventuality
O¢p = =O—¢ globally
01 Ry = (=1 Ungs) release
IX.¢ = 3IX. Voep X ={p} Ao first-order quantifier
VP.¢p = -3X.¢ universal quantifier
(61 = [{o}X)¥ strict restriction
$1 |2 = IX,Y.XUY =PA[1]5 A [h2]Y composition
D1l = —(—d1 | ~d2) dual composition
0=X=90 no process
1 = -0A(0]]0) unique process

Here {¢}* is formula ¢ relativized to X.

Definition 6 (relativized formula). formula ¢ relativized to process variable
X is defined by

X =1
{-o}¥ = ~{s}*
{¢1V?2{§ = {1 }* v {g2}¥
{op}¥ = ofg}¥
{i}%Uz%i = 1{p¢1}X¢U{¢2}X
- = 1 €
l{ﬁy.;}x = VY QQX/\{(b}X

{[p]X}* = 3Z.Z =Y NnX A[{}*)?

Most of the introduced abbreviations are typical in temporal and spatial
logics. Regarding temporal abbreviations, we recall that <$¢ is used to express
that ¢ will eventually hold, O¢ states that ¢ holds in every reachable state and
¢1R @4 is the dual of the until operator, satisfied when ¢, holds forever or until
some point where both ¢; and ¢ hold. The spatial abbreviations can be used to
express the number of processes present in the (sub)system or to reason about
decompositions of the system. For instance, ¢ | ¢2 holds whenever the processes
of a system M can be decomposed into two disjoint sets P, Q) such that Mp, Mg
respectively satisfy ¢1, ¢ under strict restriction. Dually, ¢ ||¢2 holds whenever
for all disjoint decompositions P,Q, Mp satisfies ¢; or Mg satisfies ¢, both
under strict restriction. The strict restriction suggests the way one can force
that a quantification that appears under a restriction is limited to the subsets
of processes under which the formula is restricted.

2.4 Examples

We illustrate the use of our logic with Dijkstra’s dining philosophers problem [10].
Recall that it involves a number of philosophers sitting around a table. There



is a plate in front of each philosopher and a fork between each pair of adjacent
plates. A philosopher needs two forks to eat the spaghetti on his own plate. The
problem is to find a protocol that allows the philosophers to use the forks in
such a manner that they can all eat.

A strategy where every philosopher takes his left and right fork as a single
atomic action is deadlock free but leads to starvation, i.e., philosophers are not
guaranteed to eat infinitely often. On the other hand, consider a strategy where
every philosopher decides to pick up his left fork and to not release it before a
second fork has been acquired. It is clearly not deadlock free. It suffices to let
each philosopher to pick up his left fork such that no philosopher will ever get
its right fork.

We might refer to the state space of the problem as the system, where pro-
cesses correspond to philosophers. In the following examples we will mainly make
use of the compositional operator even if equivalent formulae written without
such abbreviation are indeed simpler and more efficiently checked. The idea is to
use a notation easy to understand to readers that are familiar with spatial logics
and to explicit the fact that most of them are expressible in the spatial logic
of [4], whose model checker we use in the the comparative experiments of a next
section. However, we also give an example of a formula that is not expressible
via the composition operator.

Assume that we want to reason about the second version of the problem.
We know that it is not deadlock free, but we want to analyze the nature of
deadlocks. Suppose that we have have an atomic proposition deadlock that holds
in deadlock states only. A first spatial property that we might consider is that
a deadlock occurs if and only if the system has no processes or all the processes
collaborate. In other words, a strict subset of processes cannot lead the system
into a deadlock state. This is expressed by the following formula:

propl = (<&deadlock) A (=0 | ((Cdeadlock) — 0))

Observe that 0 necessarily implies deadlock. Regarding our comment above,
observe that the property could be more compactly and efficiently expressed by
the formula =3X.X # 0 A X # P A [Odeadlock]X.

Now, we might wonder whether it is true that in every deadlock-free state of
the protocol, it is possible to separate the philosophers in two groups such that
one of the groups never deadlocks:

prop2 = 0O(—deadlock — ((O-deadlock) | T))

More generally, we might wonder whether in every deadlock-free state of the
protocol, it is possible to separate the philosophers in two groups such that none
of the groups ever deadlock:

prop3 = O(—deadlock — (O-deadlock | O-deadlock))

We also might want to consider properties about starvation. Assume that a
proposition pleats holds in states where philosopher pl is eating. The typical



starvation-free property requires each philosopher to be able to eat infinitely
often. In our case we can write OOpleats since by symmetry we know that it
suffices to reason about one philosopher.

On the other hand, another interesting property could be whether it is possi-
ble, starting from a state in which p1 is not eating, to find a group of philosophers
that can lead pl into his eating state:

prop4d = O(—pleats — (Opleats | T))

Then, we can state a property requiring that, at any state where p1 is eating,
we can find a group of philosophers is eating that allows pl to eat infinitely often:

prop5 = O(pleats — (OCpleats|T))

Finally, we might think of a property stating that a subset of processes can
lead pl into its eating state but then a set of processes can make him starve:

prop6 = IX.[O(pleats A IY.[~OOpTeats]y )X

It is worth noting that this property is not expressible by using the compo-
sitional abbreviation.

As an exercise we invite the reader to reason about the validity of the stated
properties. The solution is given in Section 4.

3 Model Checking

We face here the model checking problem for the spatial logic presented in the
previous section by sketching a basic algorithm and proposing potential improve-
ments.

3.1 Basic Algorithm

The algorithm for checking spatial formulae mainly relies on SPIN’s capacity
to check LTL formulae. Recall that the mechanism used by SPIN in order to
check LTL properties is the so-called automata-based model checking approach.
Roughly speaking, in order to check that a system M satisfies a formula ¢ a
Biichi automaton A is constructed as the intersection of the Biichi automata
corresponding to M and —¢. Intuitively, A accepts the infinite runs accepted
by both the system and the negation of ¢, i.e., it models the behaviours of the
system violating property ¢.

This is done in SPIN by implementing a Biichi automaton as a special pro-
cess called never claim that is executed concurrently with the system. The ex-
ecutability of the transitions of the never claim depends on boolean expressions
on the system variables that roughly represent the atomic propositions of the
corresponding formula.



Our algorithm exploits the fact that the transitions of the never claim are
Promela statements which can include, for instance, calls to procedures writ-
ten in C. The idea is that we convert spatial formulae into maximal LTL sub-
formulae where spatial formulae are substituted by a call to a special verification
procedure, which possibly relies on SPIN again. This approach has the benefit to
require minimal changes in SPIN.

Thus, the first thing to do is to convert a spatial formula into a set of pure
LTL formulae whose atomic propositions are related to spatial subformulae.

Definition 7. Let ¢ be a formula. The corresponding flat formula flat(¢) is
defined by

flat(T) = T
flat(~) = —flat(o)
ﬂat(¢1 \Y (152) = ﬂat(d)l) V ﬂat(¢2)
flat(a) = a
flat(od) — oftat(e)
ﬂat( 1U¢2) = ﬂat(¢1)Uﬂat(¢2)
flat(v1 C ¥2) = ay,cy,
flat(3X.¢) = A3x flat(e)

flat([¢]*) = Aiflat(g))x

Thus, when converting the negation of a flattened formula into the corre-
sponding never claim, each atomic proposition ag is actually replaced by a call
to check(P,s,0,¢). Procedure check is depicted in Figure 1. It takes four pa-
rameters as input and returns a boolean value. The first parameter is P which
represents the set of processes under which the formula is restricted. The second
parameter s is the system state from which the formula must be checked. The
third parameter is an array o of processes that ranges over variable names. It
implements the environment of process variables. Finally, ¢ is a flat formula.

Observe that the procedure relies on an extension of SPIN which we refer
to as spin. The extension is minimal and allows to restrict the execution to a
subset of processes, start the verification from a given state and record the array
.

Set expressions are trivially checked via a procedure set. Process quantifica-
tion requires to consider all possible subsets Py of P. For each such set, o[X] is
updated with its value and spin is called with the new value for ¢ in order to
check ¢. Finally, process restriction [¢1]% is checked by calling spin using the
set of processes assigned to X as first parameter.

3.2 Spatial equivalences

The exponential complexity introduced by the second-order process quantifica-
tion can be mitigated in some cases by rewriting the formula in an appropriate
manner. For instance, a formulae 3X.¢ is trivially equivalent to ¢ if X is not
a free variable of ¢. As a first step towards such a simplification we introduce
a set of structural axioms for spatial formulae which induces an equivalence of
formulae.



Algorithm check(P,s,0,p) switch ¢ do
case 11 C 2
return set(¢1,0) C set(y2,0) ;
case 31X.¢;
foreach P, € 27 do
o[X] = Py
if spin(P, s, 0, ¢1) then return true ;
return false;
case [¢1]*

return spin(c[X], s, o, ¢1) ;

Fig. 1. Procedure check for checking spatial subformulae.

Definition 8 (spatial equivalence). The spatial equivalence is the least re-
lation =4 on formulae closed under the following axioms:

3IXT =, T
IX.p1V oy =, ¢V IX.hy if X & tn(¢1)
dX.a =5 a
dX.0¢ =, 0dX.¢
IX.0 Uy =, (3X.¢1)Ugy if X ¢ fn(2)
IX.0 Uy =, $1UIX .09 if X ¢ fn(¢1)
IXA =, 1 if X & fn(y)
3X3Y.¢ =, IY.3IX.¢
X [¢]Y =, [3X.9]Y ifX4Y
T)X = T
[_'QS}X =s _'[QS}X
(01 V o)™ =5 1V [p2]¥ if X & fn(¢1)
[a]X =, a
(1 Caho]™ =5 ¥1 Sy
[AY.¢]X =, Y [p]¥

Next, we state that the satisfaction relation is closed under spatial equiva-
lence.

Proposition 1. Let ¢1, ¢o be two spatial formulae and M be a transition sys-
tem. If 1 =5 ¢d2 we have M |= ¢1 whenever M = ¢o.

Proof (sketch). The proof is trivial: one can basically apply the reasonings usual
in propositional logics. The only case that is worth mentioning regards the axiom
3X. 0 ¢ =5 0dX.¢. But this is not a problem since we assume that the set of
processes P is constant.



In current work we are investigating heuristics for deciding, given a certain
formula ¢, how to rewrite it into an equivalent formula ¢o such that checking
@2 requires significantly less efforts, possibly by introducing additional axioms
for typical abbreviations. For instance, consider formula 0O3X.0¢. Since one
can show that O0¢ = ¢ and 03X.¢p = 3X.¢ are equivalence axioms of our
logic. This leads to the equivalent formula 3X.0¢ which clearly requires less
verification efforts with our basic algorithm.

3.3 Exploiting simulations

Checking 3X.¢ requires in general to consider the 27 decompositions of the
system. However, in some cases such a formula can be checked more efficiently.
Consider for instance formula 1 expressing that there is just one process in the
system, which can be checked in constant time, or formulae of the form (1A®) | ¢
stating that there is a decomposition of the system where one part consists of a
single process satisfying ¢ and the rest satisfies ¥, which requires considering a
linear number of decompositions, only. Another typical example is the formula
V1X.[¢]¥ or, equivalently, false||(1 — ¢) expressing that the system restricted
under any set single processes satisfies ¢.

A simple way to tackle the problem in specific cases is to explicitly include
such abbreviations in the logic and implement ad-hoc procedures for them. How-
ever, it is worth studying procedures for the general case. For instance, one can
try to exploit the fact that a system approximates the behaviour of its subsys-
tems. We first define a well-known notion of approximation.

Definition 9 (simulation). Given two transition systems M; = (s9,5;, —1
y L1, APy, P1), My = (89, S2, —2, Lo, AP>, Ps), a relation R C S x Sy is a sim-
ulation relation whenever sy Rss tmplies:

= L(s1) = L(s2);

— for every transition s; —' s' there is a transition sy —2
Y 1 1 2

sh such that soRs).
If there is a simulation relation R such that s;Rss we say that My at s;
simulates My at sg, written My, s; < My, so. If s1, so are 57,59 we just say that
My simulates My, written My =< M.
We next observe that Mp simulates Mg when @ C P.

Proposition 2 (subsystems simulate). Let M be a transition system and
P, Q be two sets of processes such that Q C P C P then, for any s € S:

Mg,s 2= Mp,s.

Proof (sketch). The identity relation id = {(s,s) | s € S} is clearly a simulation
relation since L(s) = L(s) and —oC—p.

Observe, however, that given two sets @), P such that @ C P the runs of Mg
are not necessarily contained in the those of Mp because some runs of Mg can



result in deadlocks that are not present in Mp. This happens precisely for runs
of Mp which contain transitions in —¢ that depend on transitions in — p\q.
The contrary happens in situations where the processes in P\ @ cannot
progress and processes in () cannot lead the system into a state where they can
finally progress. This is a very realistic case that can arise if processes in P C Q
do not communicate with processes in ). Thus, if we want Mp to preserve the
properties of Mg we need to require deadlocks in Mg to be preserved in Mp.

Proposition 3 (run containment). Let M be a transition system and P,Q
be two sets of processes such that i) Q C P C P and ii) a reachable state in Mg
is a deadlock state whenever it is a deadlock state in Mp. Then we have

p(Mq,s) € p(Mp,s).

Proof (sketch). By definition, p(Mg, s) are the runs of M starting at sg restricted
to transitions in @. If a such a run rg results to be equal to 7 it means that it
does not have transitions belonging to processes outside ). Therefore, it neither
has transitions belonging to processes outside P and thus rp = r. Consider now
that rg # r. This happens if there is a transition in 7 that does not belong to
a processes in . The run deadlocks at a state s;. But, because we assume that
deadlocks are preserved in Mp, we know that s; is a deadlock state in Mp too,
thus rp = rq. O

If Q CPCPand p(Mg,s) C p(Mp,s) we say that P is a fair superset of
Q@ at state s. We now identify fragments of the spatial logic that are preserved
by fair supersets of processes. The class of preserved formulae is characterized
by a type system, which may assign to a formula ¢ the type “—”, meaning that
¢ is preserved by fair supersets or the type “«”, meaning that ¢ is reflected by
fairs supersets.

Definition 10 (preserved formulae). The typing rules are given by

T a:—
—¢:d ! if ¢:d
P Voa:d if d1:dand o d
op:d if ¢:d
1 Ugo :d  if ¢1:d and ¢ : d
WY1 Capg i—  if P C 1y antimonotonic
1 C g i—  if 1 C by monotonic
IX.p:d if ¢:d
B X :d if ¢:d
where it is intended that — '=— and — '=—. Moreover ¢ :— is a shortcut

for ¢ :— and ¢ «—, while ¢1, P2 : d stands for ¢1 : d and ¢s : d.

In the definition above 1; C 1) antimonotonic means that for any pairs of
mappings o1, o2 that ensure that for any variable X € V' it holds 01 (X) C 02(X)
we have that [¢; C 1s],, implies [¢; C 1], . Monotonicity of process set
inclusions is defined similarly.

We now state that preserved formulae are indeed preserved by fair supersets.



Proposition 4 (preservation). Let M be a transition system and P,Q be two
sets of states such that P is a fair superset of Q, and let ¢ be a preserved formula.
Then for any s € S, X € V we have

M,S }ZJ[P/X] (725 = M,S ':O-[Q/X] (15

Proof (sketch). Note that we have proof that the satisfaction relation is anti-
monotonic with respect to any variable X but this clear from the definition of
preserved formulae. Regarding the temporal connectives observer that we have
p(Mq,s) C p(Mp, ).

Proposition 4 gives an intuition on how to improve the check of spatial op-
erators. If, for instance, we have to check whether a system M satisfies formula
3X.¢ with ¢ being a preserved formula and we find out that M,s =,r, ] ¢
we know that M,s =,/ ) ¢ for any @ C P for which P is a fair superset.
Determining the subsets of P for which P is a fair superset can be based on a
static analysis or done during the exploration of Mp. This suggest the improved
version of the check procedure depicted in Figure 2.

Algorithm check(P,s,0,$) switch ¢ do
case 11 C o
return set(¢1,0) C set(i2,0) ;
case 3X.¢1
foreach P, € 2% do
valid[P] := false ;
foreach P, € 27 do
o[X] := Pr;
if valid[P:] then return true ;
if spin(P, s, 0, ¢1) then
if preserved(¢) then
foreach P, € 271 such that fair(Py, P») do
valid[Ps] := true ;
return true;
return false;
case [¢1]*

return spin(c[X],s,0,¢1);

Fig. 2. Procedure check for checking preserved spatial subformulae exploiting super-
sets.



4 Experiments.

We confronted a first implementation of the basic algorithm as an extension of
the SPIN model checker with SMLC [13] a spatial model checker that imple-
ments the approach described in [4] for checking spatial properties of w-calculus
specifications. The goal of the experiments is to have a first impression of the
efficiency of our basic algorithm by comparing it with the only spatial model
checker we are aware of.

Before presenting the results we reveal the solution for the validity of the
properties described in section 2.4. Recall that we consider a deadlock solution
to Dijkstra’s dining philosophers problem consisting in a protocol for the philoso-
phers such that they first try to catch the left fork and then the right one. A
philosopher that manages to get both forks stays in its eating state until it de-
cides to release both forks at the same time. Properties propl, prop2, prop5
and p6 hold while prop3 and prop4 do not hold.

Table 1 depicts the results. The second and third columns respectively corre-
spond to the results of the spatial version of SPIN and the SMLC model checker.
Each row presents the respective running time (in seconds) achieved when check-
ing the properties described in section 2.4 in Promela and mw-calculus models
of the deadlock solution to Dijkstra’s dining philosophers problem. For each
property we have tested instances of the problem with increasing number n of
philosophers. We restrict the results to two instances per problem with a limit
10 philosophers and a time limit of 30 minutes.

lProblem [Spatial SPIN[SLMC‘
propl, n=9 0.56| 3.60
propl, n =10 1.19| 16.11
prop2, n=>5 5.08| 0.45
prop2, n =26 21.58| 1.71
prop3, n =28 0.13] 32.41
prop3, n=9 0.32|240.87
prop4, n =3 0.04| 0.14
prop4, n=4 0.10 o.t.
prop5, n =5 26.30f 0.26
prop5, n =26 740.37| 1.08

Table 1. Experimental results

We are currently investigating the reasons why the performance of both
model checkers drastically differ depending on the property checked. However,
the fact that SPIN offers a better performance in some cases is encouraging be-
cause our current implementation is limited to the basic algorithm. Additional
experiments show that SPIN is much more efficient for exhaustive exploration of
the model as well as for deadlock detection.



5 Conclusion

We have proposed a spatial logic for the SPIN model checker. The logic basi-
cally extends LTL with spatial connectors to quantify over the set of component
processes and restrict a formula under a set of processes.

We have sketched a basic implementation that requires minimal changes in
the implementation of SPIN. Next, we have discussed possible ways to reduce the
complexity introduced by the second order process quantifier. First, we defined a
set of structural axioms under which the satisfaction of spatial formula is closed.
Then, we identified a fragment of the logic that is preserved by some subsystems,
such that if we find out that such a formula holds for the system restricted to
the set of processes P we can neglect checking ¢ for some subsets of P.

Last, we presented a set of comparative experiments with the spatial model
checker SLMC [13] which show that our basic algorithm offers a better per-
formance in some cases. This encourages us to further study heuristics for an
efficient verification of our logic.

In current work we are implementing our whole approach, investigating ways
to rewrite formulae into equivalent ones that are more easy to check, and study-
ing tradeoffs between the relaxation of the notion of fair supersets and the
reduction of preserved fragments in order to achieve good performance. A good
starting point could be to exploit classical results of compositional reasoning [1].

We plan to analyze the application of state space reduction techniques in
our approach, with a special focus in those techniques implemented in SPIN and
in extensions of it. For instance, when the focus is on bug finding, the directed
model checking approach [11] can be used to accelerate the search for errors and
possibly provide shorter counterexamples. We shall study heuristics to decide
the order in which to consider the assignment of subsets to a variable such that
errors are found faster.

References

1. S. Berezin, S. Campos, and E. M. Clarke. Compositional reasoning in model
checking. In COMPOS’97: Revised Lectures from the International Symposium
on Compositionality: The Significant Difference, pages 81-102, London, UK, 1998.
Springer-Verlag.

2. L. Caires and L. Cardelli. A spatial logic for concurrency (part II). In Proceed-
ings of the 13th International Conference on Concurrency Theory, pages 209-225.
Springer-Verlag, 2002.

3. L. Caires and L. Cardelli. A spatial logic for concurrency (part I). Inf. Comput.,
186(2):194-235, 2003.

4. L. Caires and L. Cardelli. Behavioral and spatial observations in a logic for the
m-calculus. In FOSSACS’2004, volume 2987 of Lecture Notes in Computer Science,
pages 72-87. Springer, 2004.

5. L. Cardelli, P. Gardner, and G. Ghelli. A spatial logic for querying graphs. In
P. Widmayer and F. Trigueiro Ruiz et alii, editors, Automata, Languages and
Programming, volume 2380 of Lect. Notes in Comp. Sci., pages 597—610. Springer,
2002.



10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

. L. Cardelli, P. Gardner, and G. Ghelli. Manipulating trees with hidden labels. In

A. Gordon, editor, Foundations of Software Science and Computation Structures,
volume 2620 of Lect. Notes in Comp. Sci., pages 216—232. Springer, 2003.

L. Cardelli and A. D. Gordon. Ambient logic. Mathematical Structures in Computer
Science, 2006. To appear.

J. C. Corbett, M. B. Dwyer, J. Hatcliff, S. Laubach, C. S. Pasareanu, Robby, and
H. Zheng. Bandera: Extracting finite-state models from Java source code. In
22nd International Conference on Software Engineering (ICSE). IEEE Computer
Society, 2000.

B. Courcelle. The expression of graph properties and graph transformations in
monadic second-order logic. In G. Rozenberg, editor, Handbook of Graph Gram-
mars and Computing by Graph Transformation, pages 313—400. World Scientific,
1997.

E. W. Dijkstra. Hierarchical ordering of sequential processes. Acta Inf., 1:115-138,
1971.

S. Edelkamp, S. Leue, and A. Lluch Lafuente. Directed explicit-state model check-
ing in the validation of communication protocols. STTT, 5(2-3):247-267, 2004.
G. Ferrari and A. Lluch Lafuente. A logic for graphs with qos. FElectronic Notes
on Theoretical Computer Science, 142:143-160, 2006.

L. C. H. Vieira. The spatial logic model checker user’s manual. Technical Report
TR-DI/FCT/UNL-03/2004, Faculty of Science and Technology New University of
Lisbon, 2004.

K. Havelund and T. Pressburger. Model checking java programs using java
pathfinder. International Journal on Software Tools for Technology Transfer, 2(4),
2000.

G. Holzmann. The Spin Model Checker, Primer and Reference Manual. Addison-
Wesley, Reading, Massachusetts, 2004.

Z. Manna and A. Pnueli. The temporal logic of reactive systems. Springer Verlag,
1991.

R. Milner. Communicating and Mobile Systems: The m-calculus. Cambridge Uni-
versity Press, 1992.

J. Reynolds. Separation logic: A logic for shared mutable data structures. In Logic
in Computer Science, pages 55—74. IEEE Computer Society, 2002.

H. Song and K. J. Compton. Verifying m-calulus processes by promela translation.
Technical Report CSE-TR-472-03, University of Michigan, 2003.

D. Varré. Automated formal verification of visual modeling languages by model
checking. Software and Systems Modeling, 2003. Accepted for revision.

P. Wu. Interpreting m-calculus with spin/promela. Technical report, Lab. for
Computer Science, Institute of Software, Chinese Academy of Sciences, 2001.
http://lcs.ios.ac.cn/ wp/pi2pro.html.



