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Abstract. We present a model checking tool based on game semantics
and CSP for verifying safety properties of software, such as assertion
violations or array-out-of-bounds errors. The tool implements a data-
abstraction refinement procedure applicable to open programs with infi-
nite integer types. The procedure is guaranteed to terminate for unsafe
inputs.
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1 Introduction

The traditional approach to building models of software is based on represen-
tations of program state and the way it changes in the course of execution. A
different approach to constructing models of software is by looking at the ways
in which a term can observably interact with its context. This modelling tech-
nique, known as game semantics, has been shown to provide useful algorithms
for software model checking [1]. In this framework, computation is seen as a game
between two players, the environment and the program, and the model of a pro-
gram is given as a strategy for the second player. Strategies can be then given
concrete representations using various automata or process theoretic formalisms,
thus providing direct support for model checking.

This approach has several benefits compared with the state-based approach.
First, it can be applied to open program fragments with higher-order procedures.
Second, game semantics is defined recursively on syntax, therefore the model of
a term is constructed from the models of its subterms, using a notion of strategy
composition. Third, the generated models are fully abstract, i.e., two terms have
the same models if and only if they cannot be distinguished with respect to
operational tests such as abnormal termination in any program context. Finally,
game models are often much smaller than state-based models because details of
local-state manipulation are hidden during strategy composition.

The traditional, state-based, approach to software model checking has been
applied successfully to verifying realistic industrial software. At the heart of
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many successful tools such as SLAM [2] and BLAST [6] are algorithms based on
abstract-check-refine loops [3]. Recently, it has been shown how counterexample-
guided refinement ideas can be adapted to the setting of game-semantic mod-
els [5]. However, implementing the procedure in [5] is non-trivial because the
semi-algorithm, as described, is highly inefficient.

In this paper, we describe GAMECHECKER, a tool which implements effi-
ciently an abstraction refinement procedure for checking whether a program
fragment is unsafe, i.e. it may execute the designated unsafe command abort.
Using this special command, we can easily perform various code-level checks for
errors such as buffer overruns or assertion violations. Semantically, this corre-
sponds to reachability, in the model, of the designated unsafe move abort.

GAMECHECKER adds abstraction annotations to the source code, to approx-
imate infinite integer data types by partitionings. Any partitioning consists of
finitely many partitions, which are called abstracted integers. Any abstracted
integer is thus a set of integers. Terms which use abstracted rather than actual
integers are called abstracted terms. Operationally, abstracted terms behave just
like their concrete counterparts, but first they nondeterministically instantiate
any abstracted integer argument a by choosing nondeterministically some con-
crete integer n € a, then abstract the concrete integer result n' to the partition
a' 3 n' to which it belongs. As shown in [5], this is a conservative approximation.
By quotienting over abstracted integers, the models become finite and can be
model-checked.

Within GAMECHECKER, an abstracted term is compiled into a process in
the CSP process algebra (e.g. [7]), whose finite-traces set represents the quo-
tiented game-semantic model of the term. The resulting process is then verified
for safety using the FDR refinement checker, which is based on explicit state
enumeration.? If no counterexample is found by FDR, the procedure terminates
with answer SAFE. Otherwise, the counterexamples are analysed and classified
as either genuine or (potentially) spurious. If genuine counterexamples exist the
program is deemed UNSAFE, otherwise the spurious counterexamples are used
to refine the abstractions, by splitting some of their partitions. The procedure
is then repeated on the refined term.

The abstraction refinement procedure is a semi-algorithm: it terminates and
reports a genuine error trace for unsafe terms, but it may diverge for safe terms.

GAMECHECKER is available from:
http://www.dcs.warwick.ac.uk/“aleks/gamechecker.htm.

2 The programming language and its game semantics

The input is any program fragment of an expressive programming language
combining imperative features, locally-scoped variables and (call-by-name) pro-
cedures. The actual language on which GAMECHECKER works also incorporates
abstraction annotations, which are managed automatically by the tool. The data
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types are booleans and abstracted integers (7 ::= bool | int;). The phrase types
are types of expressions, variables and commands (¢ ::=exp7 | varT | com),
and 1st-order functions types (8 ::= o | o0 — 6).

The abstractions 7 range over computable finite partitionings of the inte-
gers Z. The tool currently uses the following abstractions:

[1=1{Z} [n,m]={<n,{n},{n+1},...,{0},...,{m —1},{m},>m}

where <n = {n' | n' < n}and >n = {n' | n' > n}. Instead of {n}, we may write
just n. Abstractions are refined by splitting abstract values: [] is refined to [0, 0]
by splitting Z; [n,m] to [n — 1, m] by splitting <n, or to [n,m + 1] by splitting
>m.

We write I' = M : 0 to indicate that term M with free identifiers in I" has
type 6. (The typing rules can be found in [5].) A context (i.e. term-with-hole) is
safe if it does not contain the abort command. A term is unsafe if there exists
a closed program formed from a safe context and the term, which may execute
abort. Otherwise, we say that a term is safe.

GAMECHECKER includes a compiler from any abstracted term I"' - M : 6 to
a CSP process [I"' F M : 6] whose set of finite traces traces[I" - M : 6] is the
set of all plays of the game strategy for the term. Those processes are defined
compositionally, by induction on the structure of terms (see [4]).

The abstraction refinement procedure described in [5] requires models con-
sisting of fully revealed plays, i.e., models in which semantic composition of
strategies does not involve hiding of the moves involved in composition. The
fully revealed plays allow us to discern between genuine and spurious coun-
terexamples by identifying the precise subterms that produce abstracted moves.
However, fully revealed models are much larger and therefore impractical. In
GAMECHECKER, this is overcome as follows: first we use special marker moves
to identify points in plays at which abstraction gives rise to nondeterminism,
then we use a special debugging feature of FDR that lets us reveal only those
plays which are counterexamples rather than full models.

Nondeterminism due to abstraction happens when an arithmetic/logic op-
eration produces more than one result. In such an instance, the operation nec-
essarily has at least one abstracted integer operand which is not a singleton,
i.e. which abstracts more than one integer. The game strategy for the operation
then performs a special marker move nd.a, where a is such an operand. Those
moves are propagated through strategy compositions, so for any term I' - M : 6,
they appear in traces[I" - M : 6] at the points where nondeterminism due to
abstraction occurs.

Ezample 1. Consider [z : varintj 4 F z:=z + 1 : com]. If the abstract value
<0 is read from z, £ + 1 can evaluate to both 0 and <0. The following trace
corresponds to choosing the result 0: run read, <0, nd.(<0) write(0), ok, ok.
The move nd.(<0) records the non-singleton abstracted integer operand <0.

FDR offers a number of state-space reduction algorithms which preserve
finite-trace sets, and which are thus compositional. The processes represent-
ing the game strategies are particularly amenable to such reductions, because



moves which are hidden through composition of strategies become internal (7)
process transitions. The compiler within GAMECHECKER inserts calls to FDR’s
state-space reduction algorithms within the process scripts it outputs.

It was established in [5] that the game semantic models are fully abstract
for the language of concrete and abstracted terms. This result ensures that, for
any term I' - M : 6, model-checking the process [I" - M : 6] for safety (i.e. for
unreachability of the abort event) is equivalent to checking whether I' - M : 6
is safe.

3 Abstraction refinement procedure

GAMECHECKER checks safety of a given term I' F M : 6 (with infinite integer
data types) by performing a sequence of iterations. The initial abstracted term
Iy F My : 6y uses the coarsest abstraction Z for any free identifier or local
variable, and the abstraction [0,7n] or [n,0] for constants n. Other abstractions
(such as those for integer expression subterms) are determined from the former
by inference.

Each iteration consists of model checking (by calling the FDR tool), slicing,
and refining abstractions. Only abstractions which occur in types of free identi-
fiers or local variables are explicitly refined, and others are obtained by inference.
That yields a refined abstracted term ;11 F M;y1 : 6;11, which is passed to the
next iteration.

The following are the steps of any iteration. If ¢ is a trace which contains
at least one special move marking a nondeterminism, let pick(t) = a, where
nd.a is the first such move.* For ordering non-singleton abstracted integers, we
use a bijection r to the natural numbers: 7(Z) = 0, r(<n) = 2|n| + 2, and
r(>n) = 2n + 1. This has the property that r(a) < r(a') whenever o’ C a.

1 If [I; F M;: 6]\ {|nd|} is unsafe, terminate with answer UNSAFE.

2 If [I; + M; : 6;] is safe, terminate with answer SAFE.

3 Among the counterexamples (i.e. traces of [[; F M; : ;] which end with
abort), select t such that r(pick(t)) is minimal.

4 Apply the FDR trace-reveal feature to ¢, obtaining a fully revealed trace s.

5 Call a slicing procedure to determine a set S of all occurences of non-singleton
abstracted integers which were involved in causing the first nd.a move in s.

6 For any data type int, of a free identifier or a local variable which corresponds
to an occurence of an abstracted integer b in S, refine 7 by splitting b.

Steps 2 and 3 are implemented as follows. The process [I; F M; : 6;] is
composed in parallel with an auxiliary process Rank_of pick which, once the first
move of the form nd.a has occured, keeps in its state the value r(a). FDR is called
to model check that parallel composition, and for any reachable state which has

* This definition of pick(t) is currently implemented, but other definitions are possible.
The crucial property is that, if ¢ is used to refine abstractions, then one of the
refinements will split pick(t).



an abort transition, to return a trace which reaches it. By step 1, any such trace
must contain an nd.a move. The parallel composition with Rank_of-pick ensures
that, for any possible value of r(pick(t)) with ¢ a counterexample, at least one
such counterexample is returned by FDR.

Theorem 1. If the abstraction refinement procedure terminates, its answer is
correct. Moreover, it terminates for any unsafe term.

Proof. UNSAFE answers are correct because any trace which contains no special
moves marking nondeterminism corresponds to a concrete trace. Correctness of
SAFE answers is a consequence of the conservativity of abstraction. (See [5].)

Suppose I' = M : 0 is unsafe. Let u be a fully revealed play of the game
strategy for I' = M : § which ends with abort, and let m be an integer in u with
maximum absolute value. For any non-singleton abstracted integer a, we define
d(a) = 2/m| + 1 — r(a). Then d(a) > 0 whenever |n| < |m| for some n € a.

For any iteration 7, let D; be the sum of all positive d(a) as a ranges over the
non-singleton equivalence classes of all abstractions in I; F M; : 8;. Steps 3—6
ensure that Do > D1 > ---, so the procedure must terminate. O

4 Conclusion

This paper presents the first software model checker based on game semantics
and counterexample-guided abstraction refinement. By combining the two the-
ories, it can handle arbitrary open program fragments with infinite integer data
types. The tool is a prototype implementation, which has been tested on a variety
of academic examples.

Possibilities for future work include extensions to programs with concurrency,
recursion and 2nd-order procedures, as well as to abstractions by arbitrary pred-
icates. The goal is a tool which uses game semantics to achieve compositional
verification of practical programs.
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During the demonstration, we shall first show how GAMECHECKER can be
used in general, and then go through several examples, including the ones dis-
cussed below. The examples will be used to show the main distinctive features
of software model checking based on game semantics from a user’s point of view:
how models are generated and minimised compositionally, and how counterex-
amples consist of events which represent interactions between the term and its
environment. To assist the presentation, some of the models generated will be
displayed graphically.

A Using the tool

GAMECHECKER has been developed in Java.

The front end can be seen in Figure 1. The inputs are a term and a property,
given as an error move whose reachability will be checked. The default error
move is abort. The result pane shows the iteration steps, including all reported
nondeterministic counterexamples and applied refinements. If the procedure ter-
minates, it is reported whether the term is safe or unsafe. In the latter case, a
genuine counterexample is returned.

v A R
File Edit Options Help
Term-in-context Verification results
woid BrAEt); - [Reading fram input . . . -
woid owverflaw(); The Term |s [nterpreted Succe
im$Z p; Checking Term Free of MonDe
woid ANALYSE(void, imt$ 2); T false
- REAL COUMTER-EXAMFLE:
int$ 2 buffer[2]; — Begin Trace
int$0,3 size; Q0. run
boolean isermpty) § ‘ ARLALYSE. O QL run
return (size == 0); ARALYSE. 1O run
I f. 2. read
boolean istulld { noAMLZ
return (size == 2y, ‘ Start ARALYSE 1 A done
I3 | AMALYSE, L. Q. run
nenid nshoine G wh s ." p. 3. read
nAN.Z
‘ rv— ARALYSE. 1A done
AMALYSE, 1.0, run
.0 read
0 N2
AMALTSE 1. A done i
Property ANALYSE. 1.0, run )
awverflow. 0. QL run
overflow End Trace —
5 [TER. TIME: 11.0 -
1 I 1 [» |

Fig. 1. A screen-shot of the tool



By default, GAMECHECKER executes a simpler abstraction refinement pro-
cedure than the one presented in Section 3, where any shortest counterexample
is selected in step 3. This variant is more efficient per iteration, but it might not
terminate for unsafe terms. The semi-terminating procedure is run by checking
the Semi-Termination box in the Options menu.

CSP script

Abs to refine

Fig. 2. The tool architecture

B Examples

The following are three progressively more involved examples. Further examples
can be found at the GAMECHECKER website:
http://www.dcs.warwick.ac.uk/ aleks/gamechecker.htm.

B.1 A warm-up example
Consider the term

f(com,com) : com F newintz:=0in f(z:=z + 1,if z > 1then abort)
which uses a local variable z, and a non-local function f. We want to check
whether this term is safe from terminating abnormally. The procedure-call mech-
anism is by-name, so every call to the first argument increments z, and any call
to the second uses the new value of z. So there are functions f for which the

program is not safe, and this is how GAMECHECKER will discover the bug.
The initial abstracted term is

newint[]z:=0in f(z:=z + 1,if £ > 1 then abort)

A nondeterministic counterexample is identified by FDR, corresponding to a
function that evaluates its second argument:

run rung rung s nd.Z abort



Next, by processing the detailed output from FDR, we reconstruct a corre-
sponding fully revealed play:

TUN TUNF TUTE 2 TUN2) G(2,1) G(2,1,1) T€ad(2 11,1 T€ady Ly
Lia1,10) D21y 4(2,1,2) 12,1,2) 2,1y nd.Z

The slicing procedure starts by examining the subterm with coordinates
{(2,1), whose answer move precedes nd. The coordinates specify the path in the
syntax tree of the term to reach the subterm, in this case the boolean expression
of if. The nd move marks that this term has been evaluated nondeterministically.
Since this subterm represents a logic operation, the slicing procedure is called
recursively to examine its operands, i.e. terms (2,1,1) and (2,1,2). The answer
move of the (2,1,1) term is the abstract value Z, so the examination proceeds
for its subterm (2,1,1,1). Here, it will be detected that the (2,1,1,1) term is
a de-referencing of z and that the abstract value Z is read from z. Thus, the
slicing procedure will indicate that the abstraction of x needs to be refined.

The second iteration uses the refined term:

new int[0,0] z :=0in f(z:=z + 1,if z > 1then abort)

Another nondeterministic counterexample is found, which represents a function
evaluating its first and then its second argument:

runrung rungy oks1 rungs nd.(>0) abort
The corresponding fully revealed play is:

TUN TUTF TUNF L TUNY G1,2) 4(1,2,1) Tead(1 21,1y Teady 0z 01 21,1y O¢1,2,1)
q<1’2’2) 1(172’2) 1(1’2) U)Tite.l(l’1> U)T'Lte(>0)w Okz- 0k(1’1>

ok(1y okg 1 rung o Tuney qea,1y 42,1,1) Teadi2,1,1,1) eady, (>0),
(>0)(2,1,1,1) (>0)(2,1,1) 4(2,1,2) L2,1,2) 2,1y nd-(>0)

Similarly as in the previous iteration, the analyser starts exploring the non-
deterministic term (2, 1). By searching for non-singleton abstract integers recur-
sively through its subterms, it will detect that the abstract value >0 read from
z has caused the nondeterminism. So, further refinement of z will be recom-
mended.

The third iteration term is:

new int[0, 1]z :=0in f(z:=z + 1,if z > 1then abort)

Now, a genuine unsafe trace is detected: f increments x twice, then evaluates its
second argument:

run rung rung oks1 rung i okgy rung o abort

The model generated for the third iteration term is shown in Figure 3, where
dashed edges indicate moves of the Opponent (i.e. the environment), and solid
edges moves of the Player (i.e. the term). Observe that, in this case, the model
contains no nd moves.
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Fig. 3. A strategy labelled transition system

B.2 A semi-termination example

The term

e : int, f(com,com) : com F
newintx:=einnewinty:=0in
if (zt == x + 1) thenabortelse f(y:=y + 1,if (y > 1) then abort)

is an example of an unsafe term for which the simpler abstraction refinement
procedure, where any shortest counterexample is selected in step 3, does not
terminate: it keeps refining the abstraction of z. If the tool is instructed to
perform the semi-terminating procedure presented in Section 3, then after a few
iterations of refining the abstraction of z, the abstraction of y will be refined.
For this particular example, a genuine counterexample is reported after refining
the abstractions of e and z to [—2,1], and the one for y to [0, 1].

B.3 A stack example

Consider the following implementation of a stack of maximum size n (a meta
variable). After implementing the stack by a sequence of local declarations, we
export the functions push(z) and pop by calling ANALYSE with arguments
push(p) and pop. In effect, the model contains all interleavings of calls to push(p)
and pop, corresponding to all possible behaviours of the non-local expression p
and non-local function ANALYSE.



p:expint, ANALYSE(com,expint) : com +
new int buffer[n] :=0in newint top :=0in
let com push(intz) {

if (top == n) then abort else { buffer[top] := x; top :==top + 1}}in
letexp int pop {

if (top == 0) then abortelse {top := top — 1; return buffer[top + 1]} }in
ANALYSE (push(p), pop)

We can check a range of properties of the stack implementation. By varying
the term slightly, we can check separately for ‘empty’ (reads from empty stacks)
and ‘overflow’ (writes to full stacks) errors, both of which are present for any n.
We can also check that array-out-of-bounds errors are not present in the term:
arrays are syntactic sugar, in which abort is executed if an array is referenced
out of its bounds.

Table 1 contains the experimental results for checking the three properties on
the stack implementation. We ran GAMECHECKER on a Research Machine AMD
Athlon 64(tm) Processor 3500% with 2GB RAM. We list the number of iterations
and the execution times in minutes for different values of n. Abstraction and
abstraction-refinement are crucial in generating models that are small enough to
be analysed, by ensuring that the the contents of the array can be disregarded
(the initial abstraction [] is not refined), and that the local variable tracking the
top of the stack (top) is automatically adjusted to a small but safe domain (in
practice, [0,n]).

Table 1. Experimental results for checking a stack implementation

empty overflow oub
n|Iterations| Time (min)|Iterations|Time (min)|Iterations|Time (min)
5 2 0.3 7 1.2 7 1.5
10 2 0.9 12 5.6 12 8
15 2 2 17 18 17 23
20 2 4 22 47 22 59
30 2 11 32 190 32 230
50 2 60 52 1570 52 1831
100 2 630 failed failed




